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[bookmark: _Toc141205493]Executive Report.

eConsult is an established product which complies with the DCB 0129 clinical safety standard. The manufacturers have strong governance, incident management, disaster recovery and processes in place. The product is used across many CCGs/PCNs and General Practice already. 

The eHub model in which Folkstone Hythe and Rural PCN wish to utilise eConsult is a new way of working with online consultations. The project team have a project plan, governance arrangements, are completing testing, training and have developed workflow structures. All of which is included within the Standard Operating Procedure. eHub communication to patients and general practice is key so that all are fully informed. 

The hazards associated with eConsult and the eHub model have been identified, reviewed and controls applied where possible. The residual risk score for all hazards are below 2:
“…Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical…” 

Therefore, providing the above controls and considerations are met the eConsult eHub model is safe for deployment within the PCN. 
 
 







[bookmark: _Toc141205494]Introduction
The purpose of this clinical safety report is to comply with the clinical safety standard DCB0160 Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems. This report is written in relation to the deployment of the eConsult product within Folkstone, Hythe and Rural PCN as an eHub model. 
 
The Clinical Safety Objectives for this product and model are: 
· The design, development and deployment has continued monitoring of the Hazard assessment / Hazard Log 
· The system is clinically safe in the context of its intended purpose or use. 
· To monitor any change to the system, assess any potential risk and mitigate these. 
· Identify and assess clinical hazards/risks to ensure patient safety. 
· Identify safety critical functionality of the system and evidence assurance activities in these areas to mitigate clinical risk. 

The clinical safety case report aims to provide part of the argument that the product complies with NHS clinical safety standards (Ref 1 & 2) As such it is deemed clinically safe and fit for purpose to be used within the region. 

[bookmark: _Toc141205495]Background 
The procurement of eConsult was facilitated under the NHS England national Dynamic Purchasing System (DPS) framework for online consultations. The eConsult product is to be used as a centralised processing model within Folkstone Hythe and Rural PCN forming an eHub.  
In the context of the Folkestone, Hythe and Rural PCN, the “eHub” is a centralised processing model for delivering online consultations at scale across multiple NHS GP practices. The model this clinical safety case report is based on is specifically for use of eConsult. For use of this document in informing safety cases for PCNs ‘eHub’ developments, they will need to consider their own particular ‘eHub’ models on an individual basis.
With the Folkestone, Hythe and Rural PCN eHub model, eConsults will be processed at a central location. Any eConsultations that cannot be dealt with by the eHub clinical team, or wider PCN clinical teams, will be triaged to the patient’s practice directly. 
The eHub model enables effective healthcare to be delivered collaboratively with a small, dedicated team working on behalf of all the practices. The eHub contains a specialist team who are experts in triaging eConsultations so each practice only sees the requests they need to.
The aim is to decrease the daily workflow pressures On GP Practices and enable patients to self-manage, self-care and refer where appropriate electronically. To promote the ‘digital first’ strategy and assist in the triage of demand on the practices. 

The aim of the eConsult deployment is to safely and effectively:
· process eConsult reports in a timely manner. 
· determine if prescription/advice, telephone consultation or face to face encounter is required.
· utilise PCN and practice resources and staff, promoting the ‘Right Care, Right Time, Right Person’ approach.
eHub will support practices with primary care pressures by:

· Supporting the management of increasing levels of patient demand
· Ensure patient needs are met effectively as possible by clinically triaging their query using an appropriately trained healthcare professional.
· Share existing and additional workforces, resources and to flex capacity to better meet demand across the locality.
· Increase collaboration and peer support across the locality.


[bookmark: _Toc141205496]System Definition / Overview
eConsult is an online portal where patients can self-check their symptoms with ‘self-help’ content, obtain pharmacy advice or choose to consult with their GP using a structured questionnaire (online consultation). Self-help information is syndicated directly from NHS choices and some pharmacy advice content has been curated by eConsults own clinical team. The servers are hosted in the HSCN environment to safeguard security and no patient identifiable information or eConsult reports are stored on their servers.
The eConsult portal is typically accessed via the GP practice patient facing website or NHS App. If a patient chooses to submit an online consultation, a report is generated from the answers to the questionnaire and securely sent to the practice. The platform is available to anyone over the age of 18. There is specific paediatric content that is available for patients aged between 6 months and 18 years. Paediatric online consultations must be submitted by the parent or guardian, however children between 16-18 can complete an online consultation themselves. eConsult is not to be used for urgent medical attention, a patient disclaimer, explanation and confirmation box is presented at the start of the process to warn patients of the risk of submitting an online consultation for urgent needs. Red flag questions are also embedded within the questions sets. If these questions are triggered, the process stops and the patient is signposted to urgent or emergency services.  
EMIS Web is used by all GP practices within Folkestone, Hythe & Rural PCN for management of patient records. For the eHub, the 'PCN Hub Operating model’ utilises an the EMIS Clinical Service and is linked to constituent GP practice systems via a series of technical data sharing agreements. 
This allows eHub staff access and manage the following as a ‘central service’ in support of the GP practices:
· View full GP records from organisations who use the eHub.
· Conditional PCN prescribing and appointment booking.
· Access to national spine services.
· Automated updating of the patient’s GP record via EMIS ‘Consultation Write Back’ functionality.
· Communication with patient’s GP practice via cross-organisational tasking.
Clinical and administrative eConsult requests for the GP practices and eHub are configured to use eConsult’s Smart Inbox Tool and currently configured to provide ‘dual delivery’ of the online consultations in conjunction with the  PCN EMIS Clinical Service MESH Inbox. The requests are restricted from a GP Practice IG perspective to view of only related to the individual practice.  

Administrator queries include but are not exhaustive of:
· Fit note requests
· Test results
· Referral letters
· Prescription queries
· Appointment management 

The PCN Hub team will perform two key functions:
1. All online consultations will be matched to a registered patient in the clinical system and attached to the patient’s GP record with any relevant clinical codes added 
2. All clinical online consultations will be triaged and either managed by a PCN level healthcare service, or passed back to the registered GP practice for management.

[bookmark: _Toc141205497]High level flow upon go-live:
The following section describes the intended operation of the eHub from initial set-up:
1) Patient submits an online consultation via their practice website, or the NHS App. 
2) The online consultation is delivered to two locations:
a) The eConsult Smart Inbox
b) The PCN Hub EMIS Clinical Service (Workflow)
3) The PCN Hub clinical team triage the clinical online consultations that have been receive using the eConsult Smart Inbox. 
4) The PCN Hub administrative team ensure that the online consultations received are attached to the relevant patient record within the practice clinical system.
5) The PCN Hub team will either manage a clinical online consultation through to completion, through the appropriate use of a PCN service remote, telephone, video or face to face consultation OR the online consultation will be passed back to the patient’s registered GP practice for management and closure. 
6) The PCN Hub team will be responsible for ensuring that the patient’s clinical record is updated with all relevant information resulting from any form of patient contact.

The high-level flow can be illustrated as described in the following diagrams, Fig 1 is an overview and  the consultation process is shown in Fig 2.
[image: A diagram of a company
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Fig 1 – High Level View of eHub processing of eConsult submissions
[image: A screenshot of a computer
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Fig 2. The above diagrams shows the eConsult consultation process.





Operating Hours:
Online Consultation Platform
Each practice within the PCN will define the times during which their online consultation service is available to patients.  The implementation of the eHub element of the PCN Hub operating model does not require a practice to amend or align their online consultation availability hours.
eHub Team 
The eHub team will work to a published rota which cover the Standard Network Hours which is currently:
08:00-20:00	Monday to Friday
09:00 – 17:00 Saturday  

The patient will access the eConsult form via their usual GP practice website or NHS App.  Once the patient completes the form, they will receive the message with agreed timescale. The form will be delivered securely to the eHub where it will be reviewed and matched to a GP practice within the PCN. The form will be triaged by a team of Advanced Nurse Practitioners. The patient will either be contacted if the eConsult has been determined unsuitable for online consultation or passed to a clinician to review and respond. 
The eConsult ‘signposting’, urgency and triage decision is determined by the eHub team and the eConsult  can be set to ‘Triaged’ status. Appointments can also be arranged by the eHub team through contact with the patient. Prior to ‘Completing’ the eConsultation, the patient record is updated. 
The clinicians will still have full access to the patients’ medical record, and will be able to contact and hold dialogue with the patient, if necessary, before making any management decision. This is in-line with the recommendations made by the General Medical Council (GMC) and Nursing and Midwifery Council (NMC) with regards to remote consulting (Ref: GMC Prescribing and managing medicines and devices 2013 P60-66, NMC Standard of proficiency for nurse and midwife prescribers P36).  

Benefits
The eHub’s main benefit is of economies of scale where a central team can efficiently manage patient eConsultations as a core function.
· Less patients attend the practices across the network saving the NHS GPs time and increasing their access.
· Practices have more time to deal with more patients with complex needs or long-term conditions.
· Clinicians and administrative staff only deal with requests that need to be seen by the practice.
· An eHub model enables different routing options for managing eConsults within hours, out of hours, or for managing fluctuations in demand.
· A centralised model allows for improved access and convenience for the patient population.
· Increased consistency across all practices within the eHub.
· Efficient utilisation of additional capacity and clinical expertise provided by PCN level teams.
· Flexibility for the patient, providing potential option to be seen same day if they are able and willing to attend a GP practice that may not be there own.
· A consistent approach to online consultation triage through the application and management of a PCN level process.

[bookmark: _Toc141205498]eConsult intended uses
eConsult is intended to be used by patients seeking non-urgent medical advice. Non-urgent is defined as conditions that are not immediately life-threatening emergencies such as severe chest pain, breathlessness, severe bleeding, acute confusion, loss of consciousness, uncontrolled fitting, anaphylaxis and stroke. 
Patients using the system are required to be registered to an NHS GP surgery. 
The intended users of the eConsult product include but not is not exhaustive of:
· Patients (non-urgent)
· Administrators
· Care navigators
· Secretary’s 
· Prescription clerks
· Nurses
· GP’s
· Junior Doctors
· Pharmacists (in house)
· Pharmacy Technicians (in house)
· Additional Roles Reimbursement Scheme (ARRS) including: Physiotherapy, Mental Health Practitioner and  Advanced Clinical Practitioners (NHS England ARRS)
The product will be used only as intended which is to facilitate patients through the online pathway whilst ensuring quality of care is not compromised.

[bookmark: _Toc141205499]Governance 
eConsults clinical development team consist of 7 NHS clinicians, a mixture of GPs and senior nurses who author new content and partake in peer review of generated content via a strict clinical governance process that is audited. New content is created from latest guidelines including National Institute for Clinical Excellence (NICE), Clinical Knowledge Summaries (CKS), NHS Choices and other relevant referenced sources. The red flag questions with appropriate level of alerts are discussed amongst the development team within regular clinical review meetings before templates are finalised and signed off. eConsult also hold monthly clinical governance groups which are represented from a pool of external clinicians from various specialities including A&E, ITU, Pharmacy and Paramedics to provide critical feedback on the safety elements of our templates. eConsult is responsible for the DCB0129 Clinical Safety Standard- Clinical Risk Management: its Application in the Manufacture of Health IT Systems. They do have a Hazard log and clinical safety case report with provides some assure that their product is safe for deployment. 
Governance within Folkstone Hythe and Rural PCN consists of :
PCN Senior Team including: 
Dr Aravinth Balachandran (PCN Clinical Director), 
Andy Gove (PCN Digital Transformation Manager), 
Kim Lee (PCN Operational Manager), 
Jo-Ann Lodge (PCN Lead Pharmacist), 
Andrew Powell (Digital Transformation Lead).

PCN Board consisting of 
Nominated GP partner from each constituent practice.

Folkstone, Hythe and Rural PCN have adopted a model for their online consultation tools which will be used in the future in relation to the eHub model.

Testing & Training 
The eConsult product has undergone a series of testing, this includes infrastructure testing, technical testing, and User Acceptance Testing (UAT). This involves the project team, eConsult, Clinicians, Administrators.
 
UAT included the end-to-end online consultation process from patient contact through to receipt of the form and the workflow processes tested.  
Consult test/deployment processes including: 

· Products meet ISO27001 and the Cyber Essentials Certified Plus certification standards.
· Well established test and development methodology including customer communicated deployment planning; 
· Logged and managed ‘known issues and workarounds’; 
· Well established approach for initial set-up of services. 
· UAT including interoperability testing for the product, e.g. EMIS integration. 
· Training provided for clients including sample SoPs, procedures and access to product help.

[bookmark: _Toc141205500]Incident reporting
If there is any concern about the eConsult system, including, for example, where an urgent condition is not detected that created a risk of harm to the patient, then this concern must be raised as soon as possible to eConsult. This would ideally be by using eConsult’s customer facing web portal (www.econsult.net) to capture details of the incident and upload an anonymised eConsultation report or, less efficiently, by completing the Incident Form (Ref 6).

[bookmark: _Toc141205501]Clinical Risk Management System
The Clinical Risk Management activities include the following areas:  
 
· Risk Analysis
· Scope Definition
· Clinical Hazard Identification
· Clinical Risk Estimation
· Control Option Analysis
· Clinical Risk Benefit Analysis
· Control Measure Implementation

The clinical safety activities for this project has been completed by a group of clinical safety experts outsourced by Folkstone, Hythe and Rural PCN. The above areas have been completed by the safety experts and is reflected within this CSCR.

[bookmark: _Toc141205502]Clinical Risk Analysis
This has been conducted by:
· Pete Davis Clinical Safety Officer, ETHOS Ltd.
· Andrew Harrison Principal Safety Engineer, ETHOS Ltd.
Detailed product documentation obtained from eConsult has been reviewed and utilised to support the safety assessment conducted.
Folkstone, Hythe and Rural PCN 	have liaised with specialist clinical safety officers and clinical safety engineers as well as users and the eConsult product team. They have helped to identify and define any clinical hazards which are potential sources of harm to patients. 
The method used by the clinical safety officer is a principle, called the AFAP principle. See diagram below. The principle stands for “as far as possible” and its core is to look at the individual risk and assess how that may be controlled to reduce the likelihood of it occurring through applying mitigations. This principle aligns not only to DCB 0129 & DCB 0160 clinical safety standards, but also to the most recent publication of ISO standard for the risk management of medical devices (EN ISO 14971:2019).
Of note is the current operating statistics for eConsultations for the eHub. To the date of this report in excess of 28,000 eConsultations have been processed by the eHub and no clinical safety incidents recorded.
eConsult is defined as a medical device according to the MHRA as it provides a diagnosis based on user input. There is Class 1 Medical Device certification for the application detailed in the eConsult CSCR MHRA Reference number 8656 (Ref 3).

[image: A diagram of risk levels
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As well as the eConsult product undergoing analysis the eHub model has also been reviewed and hazards identified and reviewed. 

There are a total of 10 hazards assessed for the eHub. These are scored as follows- 
	
	Residual Risk Rating

	Hazard Log ref:
	Risk Rating 1
	Risk Rating 2
	Total

	eHub 
	8
	2
	10



There are no hazards recorded with a score higher than 2 which is determined as acceptable.
The clinical risk associated with each hazard was scored based on two factors; the severity of harm (if the hazard were realised) and the likelihood of occurrence of that harm. For each of these factors the presence or otherwise of existing mitigation was considered. The criteria used for assessment is provided in appendix 1 and 2.

[bookmark: _Toc141205503]Associates Clinical Risk Documentation
Supporting this safety cases:
	Safety Case
	Reference

	Smart Inbox Clinical Safety Case Report
	7

	Clinical Safety Case Consultation Writeback
	8

	NHSmail O365 Shared Tenant Clinical Safety Case
	9






[bookmark: _Toc89855079][bookmark: _Toc141205504]Clinical Risk Control
There are several activities that provide the diligence in assurance, technical integration, communication, training, and clinical governance one would expect. The areas of control are as follows:
· Technical Assurance & Integration
· Training (provided to users) 
· Operational Go-Live
· Business Process (Standard Operating Procedures) for users
· Live Service

Of the 10 hazards identified, all scored a classification of 2 or less and therefore acceptable, where further risk reduction may be impracticable. However, additional controls have been applied where available, and have been recorded accordingly. These can be found in the hazard log.

[bookmark: _Toc89855080][bookmark: _Toc141205505]Hazard Log
The eHub Hazard Log (Ref 10) includes the following components:  
· Hazard identification
· Description of patient safety consequences
· Explanation of hazard causes and contributory conditions
· Identification of existing mitigating controls
· Estimation of clinical risk
· Identification of participating personnel
eConsult have their own Hazard log which contains a high number of hazards which detail more defined possible cause scenarios. The hazards identified by eConsult have been reviewed and where applicable incorporated into the hazard log for the eHUB deployment. 

[bookmark: _Toc141205506]Configuration Control / Management 
Any changes to the eConsult product will be communicated with the programme team(s) where applicable. These changes will have been reviewed in the development stage and prior to release by the eConsult development team, Clinical governance team and signed off by their Clinical Safety Officer (CSO). These changes then will be reviewed in line with the DCB0160 standard. Any communications which require dissemination to the eHUB team and GP practices will be done so through the governance team and eConsult, as arranged. Where any additional risk(s) are identified by the change this will be reviewed, further regression testing will be completed to ensure accuracy and consistency of the products and intended use.  

[bookmark: _Toc141205507]Summary Safety Statement
eConsult is an established product which complies with the DCB 0129 clinical safety standard. The manufacturers have strong governance, incident management, disaster recovery and processes in place. The product is used across many CCGs/PCNs and General Practice already. The eHUB model in which Folkstone Hythe and Rural PCN wish to utilise eConsult is a new way of working with online consultations. The project team have a project plan, governance arrangements, are completing testing, training and have developed workflow structures. All of which is included within the Standard Operating Procedure. eHub communication to patients and general practice is key so that all are fully informed. The hazards associated with eConsult and the eHub model have been identified, reviewed and controls applied where possible. The residual risk score for all hazards are below 2- Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical. Therefore, providing the above controls and considerations are met  the eConsult eHub model is safe for deployment within the PCN. 
 

[bookmark: _Toc141205508]Recommendations:
To minimise clinical risks recommendations are listed below :
· The users within the eHub will not use the eConsult product as an alternative to any clinical or professional judgement 
· Reports are processed within the recommended and agreed timescales
· There must be a clear Standard Operating Procedure that details the workflow process(s) and incident management process
· Clinicians should have access to the full medical record when processing eConsult reports and follow GMC guidance for remote consulting in the case of doctors and NMC guidance for remote consulting in the case for nurse practitioners
· Should ‘Close The Loop’ by contacting patients directly with the outcome from their online consultation. This may be frequently done by an administrator but in some instances maybe a clinician. 
· In the case of pediatric consultations, these should be closed via a telephone or face to face encounter to mitigate the risk of making clinical decision based on third party information.
· Fallback Solution should be in place if the product, NHS Mail /MESH or workflow process fails.  




Appendices 

Appendix 1 Hazard Log 

eConsult eHub HL V0.1.xlsx




Appendix 2 
Hazard Consequence definitions 
	Consequence Classification 
	Interpretation 
	Number of Patients Affected 

	Catastrophic 
	Death  
	Multiple 

	
	Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term 
	Multiple  

	Major 
	Death 
	Single  

	
	Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term 
	Single  

	
	Severe injury or severe incapacity from which recovery is expected in the short term 
	Multiple  

	
	Severe psychological trauma 
	Multiple  

	Considerable 
	Severe injury or severe incapacity from which recovery is expected in the short term 
	Single  

	
	Severe psychological trauma 
	Single  

	
	Minor injury or injuries from which recovery is not expected in the short term. 
	Multiple  

	
	Significant psychological trauma. 
	Multiple  

	Significant 
	Minor injury or injuries from which recovery is not expected in the short term. 
	Single  

	
	Significant psychological trauma 
	Single  

	
	Minor injury from which recovery is expected in the short term 
	Multiple  

	
	Minor psychological upset; inconvenience 
	Multiple  

	Minor 
	Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible severity 
	Single  


 
 
 
Appendix 3 
	Likelihood Category 
	Interpretation 

	Very high 
	Certain or almost certain; highly likely to occur 

	High 
	Not certain but very possible; reasonably expected to occur in the majority of cases 

	Medium 
	Possible 

	Low 
	Could occur but in the great majority of occasions will not 

	Very low 
	Negligible or nearly negligible possibility of occurring 


 
Appendix 4
	Likelihood 
	Very High 
	
	3 
	4 
	4 
	5 
	5 

	
	High 
	
	2 
	3 
	3 
	4 
	5 

	
	Medium 
	
	2 
	2 
	3 
	3 
	4 

	
	Low 
	
	1 
	2 
	2 
	3 
	4 

	
	Very Low 
	
	1 
	1 
	2 
	2 
	3 

	 
	 
	
	Minor 
	Significant 
	Considerable 
	Major 
	Catastrophic 

	 
	 
	
	Severity 


 
Appendix 5
 
	5 
	Unacceptable level of risk 

	4 
	Mandatory elimination of hazard or addition of control measure to reduce risk to an acceptable level 

	3 
	Undesirable level of risk. Attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level. Shall only be acceptable when further risk reduction is impractical 

	2 
	Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical 

	1 
	Acceptable, no further action required 
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Introduction
The purpose of this clinical safety case report is to provide a concise summary of the Clinical Safety Case to 
support the deployment of eConsult (http://www.econsult.net/ ) by a health organisation. A demo of the 
platform can be viewed at http://demo.webgp.com .


System Definition / Overview
eConsult is an online portal where patients can self-check their symptoms with ‘self-help’ content, obtain 
pharmacy advice or choose to consult with their GP using a structured questionnaire (online consultation). If 
a patient chooses to submit an online consultation, a report is generated from the answers to the 
questionnaire and securely sent to the practice. The eConsult reports are attached to the patient’s clinical 
record by an administrator or attached automatically if the report is sent via interoperability. A clinician 
subsequently interprets the report by the end of the next working day from when the eConsult report is 
received. This timescale is set to align with the post-consultation message and timeframe for a response that 
the patient receives when they have completed an online consultation. Once the report is reviewed by a 
clinician, a management plan is formulated which could be either: self-help advice or signposting, a 
prescription being issued, telephone consultation, or face-to-face appointment. At present, eConsult is in the 
process of application to become defined as a medical device with MHRA. eConsult collates a structured 


migrated onto Confluence. 
Hazard log and Safety log now 
appears as a dynamic table in the 
Appendices and will update 
automatically. Images in the 
Appendices have been redone 
manually to mirror what was in 
the googledoc due to poor 
quality and readability. Sent for 
approval to the rest of the clinical 
safety team.


3.0 16/06/2021 New draft issued following 
updates to Hazard log and 
addition of Information Security 
and Risk Manager to the Clinical 
Safety team


2.9 01/03/21 Update to addition of Toolbar 
functionality and how it affects 
eConsult
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history from the patient and presents this to their NHS GP surgery for a decision on subsequent 
management (decision support tool). Any self-help, pharmacy, or urgent advice offered is considered 
‘signposting’ for the patient and they make their own choice based on the advice offered. A statement from 
the MHRA regarding eConsult is included in Appendix H. 


 


eConsult intended uses
eConsult is intended to be used by patients seeking non-urgent medical advice. Non-urgent is defined as 
conditions that are not immediately life-threatening emergencies such as severe chest pain, breathlessness, 
severe bleeding, acute confusion, loss of consciousness, uncontrolled fitting, anaphylaxis, and stroke. Patients 
using the system are required to be registered to an NHS GP surgery that has deployed the eConsult system. 
This is to ensure that the reviewing clinician has full access to their NHS medical record and is able to hold a 
dialogue with the patient if necessary before making any management decision.  This is in line with the 
recommendations made by the General Medical Council (GMC) and Nursing and Midwifery Council (NMC) 
with regards to remote consulting (Ref: GMC Prescribing and managing medicines and devices 2013 P60-66, 
NMC Standard of proficiency for nurse and midwife prescribers P36).  


 


eConsult is not intended for immediate medical emergencies due to the risk of a potential delay in diagnosis 
when a clinician reviews the report. A patient disclaimer, explanation, and confirmation box are presented at 
the start of the process to warn patients of this risk and screen for medical emergencies before starting the 
online consultation process. We recognise that a disclaimer on its own does not fully mitigate the risk of 
patients with potential urgent problems using eConsult, therefore additional safety control measures have 
been implemented that include red flag questions embedded within the question sets. If these questions are 
triggered, the process stops, and the patient is signposted to urgent or emergency services.  


 


eConsult functional summary
The eConsult portal is typically accessed via the GP practice patient-facing website but can also be accessed 
via the NHS App or by our own portal, patients.econsult.health. The platform is available to anyone over the 
age of 18. We have developed specific paediatric content that is available for patients aged between 6 
months and 18 years (currently only available via our web version). Paediatric online consultations must be 
submitted by the parent or guardian, however, children between 16-18 can complete an online consultation 
themselves. 


 


Self-help information is syndicated directly from NHS.uk content and some pharmacy advice content has 
been curated by our own clinical team. If a patient chooses to submit an online consultation, a secure 
interaction with end-end encryption is opened and the patient enters their responses to the question sets. 
Once the process is completed, the subsequent report is securely sent to the GP practice using NHS mail. 
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Our servers are hosted with AWS UK (in accordance with the NHS’s Internet First approach) as well as within 
the HSCN network (as some NHS APIs still rely on this) to safeguard security and no patient identifiable 
information or eConsult reports are stored on our servers.



At the GP practice end, the eConsult reports which are attached as portable document file images (PDFs) can 
either be printed, integrated into the GP practice clinical system (e.g. EMIS, Vision, or SystemOne) or GP 
practice document management system (e.g. DOCMAN) and tasked for clinician action within the 
appropriate timescales. Once reviewed, the outcome of the eConsult report is documented in the GP practice 
clinical system, and the patient is either directly contacted by the clinician or by a practice administrator with 
the intended actions. In the case of paediatric consultations, due to the third-party history, it is advised that 
these are closed by either a telephone consultation or face-to-face appointment. Appendix A summarises 
the end-to-end process detailed above. 


 


eConsult was designed by clinicians for clinicians and therefore has patient safety embedded in the 
fundamental design and developmental process. During the initial platform design and development, a 
continuous hazard assessment process occurred that removed any identified hazards as they were defined. 
Consequently, they do not all appear in the formal hazard log since the removal or avoidance of hazards is 
an integral part of our design process. 


 


Our clinical development team consists of 11 NHS clinicians, a mixture of GPs and senior nurses who author 
new content and partake in peer review of generated content via a strict clinical governance process that is 
audited. New content is created from the latest guidelines including National Institute for Clinical Excellence 
(NICE), Clinical Knowledge Summaries (CKS), guidance from relevant Royal Colleges, NHS Choices, and other 
relevant referenced sources. The red flag questions with appropriate levels of alert are discussed amongst 
the development team within regular clinical review meetings before templates are finalised and signed off. 
We also hold fortnightly clinical governance groups which are represented from a pool of 26 external 
clinicians from various specialties including A&E, ITU, Pharmacy, and Paramedics to provide critical feedback 
on the safety elements of our templates. The safety process of clinical content creation, review, and sign-off 
is highlighted in Appendix B.


 


Interdependencies with other systems
The eConsult service is fully interoperable with SystmOne, EMIS Web and Vision, and has been accredited by 
NHS Digital where applicable. eConsult works entirely remotely and integrates with the GPSoC system. An 
eConsult can be safely delivered directly into these GPSoC systems without any manual intervention 
whatsoever.


Our interoperability solutions were built by working closely with the GPSoC providers, hence are designed to 
work seamlessly with the practice’s standard daily workflow;


Our system packages up the Online Consultation as a CDA document







We validate the document structure and send it as an encrypted ITK message to the practice


Our system, as is required by the ITK accreditation process, then waits for an acknowledgment from the 
GPSoC provider that the message was delivered safely


The message is delivered directly into the Document Manager module (or Docman) of the receiving 
GPSoC system, without any manual intervention required at the practice


The practice can then workflow the Online Consultation as per their standard daily practice.


Should any error occur, our failover mechanism is auto-activated, our support team are alerted, and the 
message is delivered via a secure NHSMail email instead


TPP (SystmOne)
Our implementation sends generic, non-coded CDA messages using the ITK standard, via MESH. It is fully 
accredited by NHS Digital, has approval for usage by TPP, and is in use by many of our TPP practices. 
Handling of our messages can be configured at the practice network or CCG-level for consistent reporting 
and coding. 


EMIS
Our implementation sends generic, non-coded messages using the Kettering format via MESH. It has 
approval for usage by EMIS Health and is available for rollout now. The eConsult reports appear within the 
Document Management section within EMIS Web. Where a direct match with the patient database is found, 
the document will be held in the ‘Awaiting Filing’ queue for coding, task, and workflow actions by the 
practice. Should the demographic details contained within the eConsult report not match with the GP 
surgery database, the document will appear in the ‘Unmatched’ folder with the requirement of manual 
reconciliation by the GP surgery staff. 


DOCMAN
We offer interoperability with Docman version 10, using the DOCMAN Connect API. This allows eConsult 
reports to flow directly into DOCMAN 10 for subsequent workflow actions and filing to the clinical system. 
This solution does not have any dependencies on specific EMIS Web versions.


Vision
Our implementation sends generic, non-coded messages using the Kettering format via MESH. The eConsult 
reports appear within Mail Manager in Vision. 


NHS Mail
For surgeries wishing to use the NHS Mail delivery system to securely send eConsult reports, the system is 
dependent on GP surgeries handling the eConsult reports in a timely manner and in accordance with the 
standard operating procedures that are highlighted in the eConsult user manual. Due to this dependency, 
there is a risk that eConsult reports may not be delivered if the NHS Mail system has crashed or failed (e.g. 







due to a cyberattack). Whilst this is a very rare occurrence, we have an escalation policy in place that allows 
us to temporarily shut down the eConsult service should this occur until NHS Digital resolves any NHS Mail 
failure. 


NHS Login
eConsult has integrated NHS Login verification into the platform, which means we can also include a verified 
NHS Number in any submission. 


If a consultation has been sent with a verified NHS Login account, this is clearly marked in the message sent 
through to the practice.


Our NHS Login integration ensures that online consultations can be automatically matched and verified 
within SystmOne, EMIS Web, and Vision.


We have already integrated NHS Login into our eConsult web platform. Patients who use NHS Login will 
have their details auto-populated from their NHS Login credentials thus minimizing additional data entry 
and also simultaneously verifying the patient identity when the eConsult report is populated and sent to the 
practice. 


eConsult Post-consultation Messaging System & Toolbar
For ease of communication between clinician and patient, we developed a post-consult messaging system 
that enables a secure message to be sent to the patient in response to a completed eConsult online 
consultation. The service is only available following the submission of an online consultation and is available 
for 28 days from the time the eConsult was submitted. The post-consult messaging system can be accessed 
via a practice-specific URL that is supplied by eConsult Health Ltd, or alternatively via a downloadable 
toolbar that utilises the same web version that is populated in a window within the toolbar application. 


 


By accessing the practice-specific web URL (that is present on each eConsult report received) or toolbar and 
inputting a unique patient-specific 6-digit PIN number present on the eConsult report, clinicians are able to 
select one of the pre-filled messages or have the option to write a bespoke message to the patient. There is 
a facility to upload an attachment as either a PDF or RTF formatted document and also to add links from 
NHS.uk content and Healthinote (Information Prescription Service). 


 


Clinical Risk Management System
Clinical safety is the responsibility of all those involved in the eConsult clinical safety process. All teams will 
have been educated in the requirement to escalate any concern over clinical safety and to be familiar with 
the processes.


The Clinical Safety Team is responsible for the management of clinical risk and will regularly meet to review 
the procedures and processes.  They will examine the Hazard and Incident Logs and track its activity, to 
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ensure measurements are in place to protect patients and users from any risk and to ensure appropriate 
action is timely.  They will run checks and validation activities against the software, highlight issues and 
concerns; review any software upgrades and highlight any issues or hazards prior to release.


An essential part of this process is the commitment from the senior management team at the executive and 
board level to ensure there is:


A demonstrated commitment to the Clinical Safety Management Process within the organisation


Investment in the time; skills; and resources required, with the responsibility to adhere to the process;


The provision of appropriate tools to manage incidents and communicate current status; and


A process for staff to feed into/receive feedback from the procedure to ensure lessons are learned.


Clinical Safety Team
The Clinical Safety team consists of the following people:


Dr Aravinth Balachandran – Chief Medical Officer & GP
Tel: 07958 561496


Email: aravinth.balachandran@econsult.health


 


Krista Burslam – Clinical Director for Urgent and Emergency Care
Tel: 07713 480340


Email: krista.burslam@econsult.health


 


Euvylaine Vito – Clinical Quality Assurance Lead
Tel: 07540 093536


Email: euvylaine.vito@econsult.health


 


Dr Murray Ellender – CEO & GP
Tel: 07977 547617


Email: murray.ellender@econsult.health


 


Steve Lillywhite – Chief Technology Officer
Tel: 07971 025401


Email: steve.lillywhite@econsult.health


 


Ronnie Freer - Information Security and Risk Manager
Tel: 07715356966
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Email: ronnie.freer@econsult.health 


 


The Clinical Safety Team will ensure that they:
have the knowledge, experience, and competencies appropriate to undertaking the clinical risk 
management tasks assigned to them; and


maintain competency and experience records for personnel involved in the clinical risk team.


 


Chief Medical Officer / Clinical Safety Officer


Aravinth has been a fully qualified doctor since 2002 (MBBS, BSc) and general practitioner since 2008 
(MRCGP). He is currently a practicing GP and also Chief Medical Officer for eConsult Health Ltd, heading the 
clinical development team on the creation and review of clinical content. Aravinth has completed the NHS 
Digital Clinical Safety Officer training and is qualified to sign off the DCBI0129 self-assessment matrix to 
ensure eConsult is compliant with this specification. Aravinth is registered with the General Medical Council, 
BMA, and MDDUS (medical defence organisation). 


 


Role includes:


Clinical governance responsibility for eConsult platform


Clinical Safety Officer for eConsult


Reporting to the executive team and board quarterly on any ongoing clinical risk with future updates of 
the platform


Ensuring risk control in the further development of clinical content and review of existing


Updating hazard log and incident logs and reporting to CEO


Root cause analysis in any identified significant events and working with the clinical development and 
technology teams for timely fixes/update


Leading the clinical development team in developing and reviewing existing content. The safety process 
of clinical content creation is highlighted in Appendix B. 


Clinical Quality Assurance Lead / Clinical Safety Officer


Euvylaine is a qualified adult nurse since 2018 (BSc) and is currently the Clinical Quality Assurance Lead for 
eConsult Health Ltd, leading the quality on templates and ensuring we keep this consistent across the 
platform and are in line with national guidelines and plain English. Euvylaine has completed the NHS Digital 
Clinical Safety Officer training and is qualified to sign off the DCBI0129 self-assessment matrix to ensure 
eConsult is compliant with this specification. Euvylaine is registered with the NMC and RCN (nursing 
indemnity scheme). 
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Role includes:


Leading the clinical quality assurance team in language check and testing of templates that are new or 
required a yearly review before going live


Clinical Safety Officer for eConsult


Ensuring risk control in the further development of clinical content and review of existing


Updating hazard log and incident logs and reporting to Chief Medical Officer and Clinical Director for 
Urgent and Emergency Care


Support in the root cause analysis process in any identified significant events and working with the 
clinical development and technology teams for timely fixes/update


 


Clinical Risk Management Plan
As mentioned previously, during the initial platform design and development, a continuous hazard 
assessment process occurred that removed any identified hazards as they were defined. Consequently, they 
do not all appear in the formal hazard log since the removal or avoidance of hazards is an integral part of 
our design process with clinical safety being paramount. 


 


Prior to deployment with a health organization, any residual hazards are identified using the Structured-
What-If-Technique (SWIFT). These are identified during the analysis of the current end-end system process. 
For each hazard, possible causes, consequences, likelihood, and risk are calculated. Once Risk analysis has 
been conducted, appropriate risk control methods are applied if appropriate.  


 


A hazard log is kept and regularly maintained to ensure any outstanding actions are processed. Quarterly 
meetings occur to discuss the hazard and safety incident logs. All incoming clinical incidents reported by our 
customers using our incident reporting form (either through our web portal on eConsult Health Limited | 
Home   or via our incident reporting form emailed to clinicalgovernance@econsult.health) are reviewed on 
the same day (including weekends). If the impact has resulted in patient harm, they are immediately 
reviewed by the Chief Medical Officer, Clinical Director for UEC, and CEO. Appendix F highlights the process 
of prioritisation. Where appropriate, they are also discussed at our governance meeting and ad-hoc 
meetings can be set up in person or virtually to discuss any immediate actions. The technical team will 
prioritise any urgent developmental changes that may be required depending on the outcome of the 
incident review. 


Risk rating
See Appendix C for the risk rating and scoring system used by eConsult.


Hazard log
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We have identified 76 hazards to date which are described in the Hazard log (Appendix D). None of the 
identified hazards have a risk score higher than 2 and where applicable, additional controls have been put in 
place to minimize any initial risk as much as feasibly possible.


 


Summary Safety Statement from the Clinical Safety Officer
eConsult has been operational for almost 6 years and is currently deployed at over 3200 practices across 79 
CCGs. Approximately 29 million patients currently have access to the eConsult system and we are currently 
seeing almost 1 million online consultations being processed through our servers per month. To date we 
have processed around 8 million eConsults during the operational lifetime of the product and have received 
51 clinical incident reports with some of these requests resulting in actions documented in the Hazard Log. 
Out of the 51 clinical incidents reports, no patient harm had occurred as a direct consequence of using the 
eConsult platform. In some cases, changes to the clinical questions were made because of the helpful 
feedback from reported incidents resulting in further improvements to the safety of the platform. 


We firmly believe that clinical risk has been reduced to the lowest possible scores by the additional control 
measures as demonstrated in the Hazard Log. Hazard 005 ( PHL-5: eConsults fail to be delivered to prac‐
tice RISK ACCEPTANCE ) remains open and whilst the likelihood of failure in the NHS Mail system is very low, the 
impact is deemed considerable. To mitigate this risk, we have developed interoperability via ITK (The 
Interoperability Toolkit) with 3 GP Clinical Record system software providers (EMIS, INPS Vision, and TPP 
SystmOne). We have fully built and tested interoperability with TPP/EMIS Web that allows eConsult reports 
to be sent directly into the workflow modules. This will allow cross-matching with registered patients to 
occur within the clinical system and it reduces the administration burden on practice staff of manually 
uploading eConsult reports into the clinical system. End-users are advised during training and deployment to 
ensure they check their NHS Mail accounts for any eConsult reports as NHSMail remains the contingency 
arrangement should the direct interoperability of the clinical system fail. Hazard 009 ( PHL-9: Incorrect pa‐
tient interacts with eConsult ARCHIVED  ) has now been closed as we have developed NHS Login functionality 
and tested at 4 practices successfully. This allows verification during the online consultation process with 
notification on the eConsult report to the practice that the patient's details have been verified. Hazards 30-32 
( PHL-30: When the eConsult confirmation email is sent to a patient, it is from econsult@webgp.com. 
Patients sometimes assume the email is from their practice RISK ACCEPTANCE PHL-31: This hazard is one 
defined by NHS Digital as part of their NHS Login launch. Text in quotes/italics is supplied by NHS Digital. 
They required that it be included within our own hazard log: "Patient cannot log in to NHS Login to access 
online services" ARCHIVED PHL-32: This hazard is one defined by NHS Digital as part of their NHS Login 
launch. Text in quotes/italics is supplied by NHS Digital. They required that it be included within our own 
hazard log: ARCHIVED  )  relate to hazards identified by NHS Digital’s development team who developed the 
NHS Login API. Hazard 016 ( PHL-16: There is a risk that patient enters medically urgent problems within 
the free text boxes without triggering any red flag questions triggers. For example, patient may enter in a 
free text box, "I have severe chest pain and struggling to breath" RISK ACCEPTANCE  )  relates to the risk of 
urgent symptoms being declared in ‘free text’ boxes that currently do not have a mechanism to detect any 
words entered in these fields. Whilst the additional controls are the ‘red flag’ closed questions to detect 
urgent symptoms, we are working to develop a mechanism to detect urgent symptoms within the ‘free text’ 
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fields that would improve the safety even further. We have successfully implemented natural language 
processing of self-harm/suicidal terms within the free text boxes in our mental health templates Finally, 
Hazard 022 ( PHL-22: Potentially serious health condition is not identified ARCHIVED  ) is an ongoing activity 
to constantly refine the sensitivity of detecting urgent symptoms in an online consultation based on any user 
feedback, post-deployment clinical incident reports and peer review via our clinical governance committee 
meetings. 


Patients need to be aware of the limitations of using online consulting, particularly when using the system 
when their surgery is closed. Our up-front disclaimers confirm this before they begin the process and we 
check for potentially life-threatening medical emergencies before patients start an online consultation. A 
safety net has been built in to promote additional patient safety by way of ‘red flag’ questions within the 
structured question sets, that if triggered, will stop the online consultation process and signpost patients to 
seek urgent advice. These ‘red flag’ questions have been peer-reviewed by the eConsult clinical team and 
then passed through a clinical governance committee consisting of external clinicians before being finally 
signed off. 


 


Our recommendation to minimize any clinical risk from a provider perspective is to ensure in GP practices: 


That all staff using eConsult should undergo the statutory training prior to mobilization and ensure they 
keep up-to-date by using our training area within the customer portal of eConsult Health Limited | 
Home  


Implement eConsult in a way that ensures reports are processed within the recommended timescales and 
eConsult reports are screened and reviewed in a timely manner. This relates to Hazard 001 ( PHL-1: 
Practice doesn't process eConsult on time or not at all ARCHIVED  )  and practices need to develop a triage 
and escalation process should a backlog of eConsult reports build up. Should practices use 
administrators to divert inbound eConsult reports to the appropriate staff member and timeframe, the 
practice should have standard operating procedures in place that ensures staff are trained and supported 
by the senior responsible clinician. 


Clinicians should have access to the full medical record when processing eConsult reports and follow 
GMC guidance for remote consulting in the case of doctors and NMC guidance for remote consulting in 
the case for nurse practitioners. 


Have the facility to open a dialogue with the patient if necessary when formulating a management plan 
or initiate a face-to-face assessment if clinically indicated.


‘Closing the loop’ by contacting patients directly with the outcome from their online consultation. This is 
frequently done by an administrator but in some instances maybe a clinician. 


In the case of paediatric consultations, closure via telephone or face-to-face encounters should be 
considered to mitigate the risk of making clinical decisions based on third-party information. 


Where practices receive eConsult reports directly via interoperability, they must maintain and check a 
separate NHS Mail account which acts as a contingency method of delivery should interoperability with 
the clinical system fail. 
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Post-deployment, a safety incident escalation process needs to be established with the provider and our 
recommendation is to use our customer-facing web portal ( eConsult Health Limited | Home  ) to capture 
details of the incident and upload an anonymised eConsult report. Alternatively, a sample of the clinical 
incident report form is added to Appendix E. This should be forwarded to 
clinicalgovernance@econsult.health and this will be escalated to the Clinical Safety Team and logged within 
the eConsult Safety Incident Log for further action as appropriate. A process map of the incident escalation 
process is summarized in Appendix F. Details of this standard operating procedure will be at the bottom of 
each eConsult report so that users are aligned to this important safety process. We will continue to work with 
organisations involved in the deployment of eConsult in meeting their obligations set out in the DCB0160 
clinical risk management standards.  


 


 


Appendices
Appendix A
End – End Process map of eConsult
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Appendix B
New Clinical content creation process


End – End Process map of eConsult







 


Review of existing clinical content


 


 


New Clinical content creation process


Review of existing clinical content







Appendix C
Risk rating system used


 


Risk Matrix:


 


Likelihood score:


 


 


Impact Severity:


High 2 3 4 4 5


Medium  2 2 3 3 4


Low  1 2 2 3 4


Very Low  1 1 2 2 3


 


Minor  Significant  Considerabl
e 


Major  Catastrophic
 


Impact Severity


Likelihood Very High  3 4 4 5 5


Very high   Certain/almost or highly likely


High   Reasonably expected in majority of cases  


Medium   Possible 


Low   Could occur but in minority


Very low   Negligible or nearly negligible occurrence


Likelihood Interpretation 


Catastrophic Death / Permanent life-changing 
incapacity


Multiple


Severity Classification Interpretation Number of patients affected







 


Risk Acceptability


Major Death / Permanent life-changing 
incapacity


Single


Major Severe Injury or severe incapacity 
/ Severe psychological trauma


Multiple


Considerable Severe Injury or severe incapacity 
/ Severe psychological trauma


Single


Considerable Minor injury or injuries long term 
recovery / significant 
psychological trauma


Multiple


Significant Minor injury or injuries long term 
recovery / significant 
psychological trauma


Single


Significant Minor injury with short term 
recovery / minor psychological 
upset or inconvenience


Multiple


Minor Minor injury with short term 
recovery / minor psychological 
upset or inconvenience


Single


4 Mandatory elimination of hazard or addition of 
control measure to reduce risk to an acceptable 
level


3 Undesirable level of risk: Attempts should be made 
to eliminate the hazard or implement control 
measures to reduce risk to an acceptable level. Shall 
only be acceptable when further risk reduction 
impractical


2 Acceptable where cost of further reduction 
outweighs benefits gained or where further risk 
reduction is impractical


1 Acceptable, no further action required


5 Unacceptable level of risk







Appendix D
Hazard Log:


Key Summary Functional
Area


Hazard
Name


Possible Causes Potential
Clinical Impact


Initial
Hazard
Likelihood


Initial Hazard
Consequence


Initial
Hazard
Risk
Score


Initial Hazard Risk
Assessment
Mitigation


Summary Of
Corrective Actions


Residual
Hazard
Likelihood


Residual
Hazard
Consequence


Residual
Hazard
Risk
Score


PHL-76 Vision ITK delivery
failing to fallback


System /
Infrastructure


System
failure


Change to different
target clinical systems
needing to use
different mesh
mailboxes for sending
messages (and
retrieving
acknowledgements,
or checking message
statuses).


Potential delay in
treatment


High Major 4


PHL-75 Potential to miss
patients who may have
a urinary tract infection
in the Back problem
template


Consultation Assessment Insufficient red flag
questions to check if
patients have urinary
tract symptoms with
their back pain


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Significant 2 Discussed at CG
03/08/2020. The
clinical team agreed to
add urinary symptoms
into the Back problem
template.


Very Low Significant 1


PHL-74 Potential to miss
patients who may have
appendicitis.


Consultation Assessment Insufficient red flag
questions to check if
patients have
appendicitis.


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Considerable 2 Discussed at CG
29/09/2020. The
clinical team agreed to
upload a standalone
Abdominal pain
template that will ask
more questions in
detail about
appendicitis and
abdominal pain
related conditions and
red flag appropriately.


Upload standalone
Abdominal pain
template.


Very Low Considerable 2


PHL-72 Potential for eConsult
to not be submitted
but the patient thinks


Consultation Assessment Loss of internet
connection


System timeout


Potential delay in
diagnosis or


Very Low Major 2 Discussed at CG
20/07/2021. The
clinical team have
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they have submitted
an eConsult


Screen went blank but
patient thinking they
had successfully
submitted an
eConsult


treatment of an
urgent problem


agreed that the UX/UI
needs an update and
needs bullet point
information at the
beginning of
consultation for
patient information
e.g. wording on
cancelling alerts e.g.
for safety,
confirmation email on
successful completion,
GDPR statement.
Action: RW


PHL-71 Potential to miss
paediatric patients
who may be unwell
and have had a fever
for 5 days or longer


Consultation Assessment Fever question not
captured for 5 days or
more as this is an
amber flag as per
NICE guidance.


Potential delay in
diagnosis or
treatment of an
urgent problem


Medium Minor 2 Discussed at CG
11/05/2021. The
clinical team have
agreed that all the
current questions on
the Unwell baby are
appropriate and sepsis
questions have been
negative in this case.
However, as an
additional mitigation,
it would be useful to
capture fever for 5
days or more as this is
an amber flag as per
NICE guidelines.
Agreed to add sub-
question of
Continuous temp >38
C for 5 days or more
as an RUI in all Paed
templates


Upload new fever
question in paediatric
templates that
currently have the
fever question.


Very Low Minor 1


PHL-70 Potential to miss
patients who have a
cardiac problem in the
Heartburn template


Consultation Assessment Insufficient red flag
questions to check if
patients have a
cardiac problem.


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Considerable 2 Discussed at CG
16/02/2021. The
clinical team have
agreed to combine
and update the
heartburn and
indigestion template


Replace old heartburn
and indigestion
template with the new
combined
Heartburn/Indigestion
template.


Very Low Considerable 2
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to ensure there are
sufficient red flag
alerts and is in line
with the most current
up to date guidance.


PHL-69 Potential to miss
patients who have
sepsis in the Cystitis in
men template


Consultation Assessment Insufficient red flag
questions to check if
patients are septic
from a urine infection.


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Significant 2 Discussed at CG
02/03/2021. The
clinical team have
agreed to
decommission Cystitis
in men template in
favour of new ‘Urine
Problem’ template
which would have
stopped this man in
this clinical incident.
Also to insert sepsis
bank Qs into Urine
Problem template
before going live.


Replace cystitis in men
and other urine related
templates into the new
combined Urine
problem template.


Very Low Significant 1


PHL-68 Potential for patients
not to be given
consistent messaging
on seeking urgent help
if they have active
suidal ideation.


Consultation Assessment Inconsistency in
mental health suicide
end screens between
the MH RUI alert and
suicide check
confirmation question
that appears as part
of the free text suicide
check


Inconsistency in
how a patient
with suicide
intent may be
handled. Patients
are able to go
back and change
their answers in
the closed suicide
question in the
Clinical portion of
the template.


Low Considerable 2 Discussed at CG
02/03/2021. The
clinical team have
agreed to make the
pathways for both
suicide free text and
closed suicide
question consistent.
They will contain the
same confirmation
question to identify
active suicide ideation
and thoughts/self-
harm and the same
end screens.


Upload new version of
General advice and 3
mental health
templates.


Very Low Considerable 2


PHL-67 Potential to miss
patients who have
worsening
breathlessness under
the Cough and
Breathless pathways in
the General advice
template


Consultation Assessment Insufficient red flag
questions to check if
patients' breathless
have become worse
during their current
period of illness.


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Considerable 2 Discussed at CG
05/01/2021. The
clinical team have
agreed to add the
following question, to
the ‘Cough' and the
‘Breathless’ pathway in


Upload new version of
General advice.


Very Low Considerable 2
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the General Advice
template: ‘Has your
breathing got worse
during this illness?’. If
the answer is YES, a
sub question would
ask: ‘Are you
breathless on minor
exertion, for example
going to the toilet,
undressing or leaving
the house?’. If YES, the
consultation would be
stopped and the
patient advised to
seek further clinical
assessment.


PHL-66 Some alias names lead
to condition templates
with diagnostic names.
Relating to clinical
incident:


Consultation Assessment Templates having
alternative names, in
this case, the term
'Spots on vulva' on
the eConsult platform
redirects the patient
to complete Genital
herpes in Women
template


Possible
emotional
distress and
psychological
harm to the
patient being
given a diagnosis
on the clinical
template when
they have not
been formally
given a diagnosis
yet.


Low Minor 1 Discussed at CG
05/01/2021. The
clinical team have
responded to the
practice and explained
that we have an alias
'Spots on vulva' for
the 'Genital herpes for
women' template and
apologised for the
UX/UI issue. Moving
forward, we will be
looking more widely
at how we offer the
content to patients
with a selection based
on symptoms, rather
than diagnoses.


The alias has been
removed.


Very Low Minor 1


PHL-65 Potential to miss
patients who may have
Septic arthriris in the
General advice
template


Consultation Assessment Insufficient red flag
questions to check if
patients have septic
arthritis.


Potential delay in
diagnosis or
treatment of an
urgent problem


Medium Significant 2 Discussed at CG
08/12/2020. The
clinical team agreed to
upload new lump
section to current
General advice to
mitigate this from
happening in the


Upload new version of
General advice and
MSK templates.


Very Low Significant 1
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future and also update
all the MSK templates
with fever question.


PHL-64 Potential to miss
patients who may have
a burn in the Rash,
spots and skin
problems


Consultation Assessment The Rash, spots and
skin problems
template does not ask
if patients have had a
burn


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Significant 2 Discussed at CG
08/12/2020. The
clinical team agreed to
add an additional high
level question about
injury/burn which
would redirect the
parent/guardian to
seek urgent help.


Upload new version of
Rash, spots and skin
problems template.


Very Low Significant 1


PHL-63 Potential to miss
patients who may have
DVT in the Calf pain
template


Consultation Assessment The calf pain template
does not ask if
patients have recently
given birth


Potential delay in
diagnosis or
treatment of an
urgent problem


Medium Considerable 3 Discussed at a Serious
Incident to investigate
maternal death and
various CG meetings.
It was agreed to
remove Calf pain
template from the
platform, further
strengthen the Leg
problem template and
add a mini COVID
template at the end of
all templates with
some templates also
having an additional
shared natal questions
asking about
pregnancy, recently
giving birth,
miscarriages and
termination.


Decommission Calf
pain template, upload
new Leg problem
template and push out
the new shared mini
Covid/natal templates.


Very Low Considerable 2


PHL-62 Potential for patients
to add suicide risk at
the last free text
question after being
asked the closed
suicidal question that
will redirect patients if
answered YES.


Consultation Assessment Patients can change
their answers to the
closed suicidal
question and free-text
in the last question
that they have
changed their
answers or that they
are suicidal, which is


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Significant 2 Discussed at CG
10/11/2020. The
clinical team agreed to
remove the final free-
text question in the
Clinical set of
questions as the
patient is being asked
extensively about their


Remove last free-text
question in the 3
mental health
templates


Very Low Significant 1
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contrary to the
answer they put in the
closed question


mental health status
and we already have a
suicide check in the
first free text box
where patients are
likely to add in suicidal
intent.


PHL-61 Potential to miss
patients who may have
a new diagnosis of
diabetes in the Unwell
child template.


Consultation Assessment Insufficient red flag
questions to check if
patients have
diabetes


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Considerable 2 Discussed at CG
29/09/2020. The
clinical team agreed to
update the Unwell
child and Unwell baby
templates to include
various questions to
detect paediatric
patients that may have
symptoms of diabetes
and red flag those
appropriate so that
the parent/guardian
can seek help urgently
if required.


Upload new version of
Unwell child and
Unwell baby
templates.


Very Low Minor 1


PHL-60 Potential to miss
patients who have a
bite or sting that may
become infected if not
seen urgently in the
the Lump or swelling
pathway of the
General advice and
Bite or Sting template.


Consultation Assessment Insufficient red flag
questions to stop
patients who have
been bitten or stung
and need urgent
medical attention.


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Minor 1 Discussed at CG
18/08/2020. The
clinical team agreed to
update the standalone
Bites or Stings
template and to add
the high level
question about bites
or stings into the
Lump or Swelling
pathway of the
General advice
template to redirect
patients who have a
bite that needs to be
assessed urgently.


Upload new version of
General advice and
Bites or Stings
templates.


Very Low Minor 1


PHL-59 Potential to miss
patients who are
pregnant with a uinary
tract infection in the


Consultation Assessment Being pregnant isn't
red flagged in urine
pathways/templates.


Potential delay in
diagnosis or
treatment of an
urgent problem


Very Low Considerable 2 Discussed at CG
21/07/2020. The
clinical team agreed to
strengthen the urinary


Upload new version of
General advice and
Cystitis in women
template with the


Very Low Minor 1
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General advice and
urine templates.


symptoms pathway to
flag pregnancy as high
risk and an RUI.


pregnancy question
red flagged.


PHL-58 Potential to miss
patients who may have
an ankle fracture in the
Ankle pain template


Consultation Assessment Current red flag
questions regarding
fracture may be
ambiguous to the
user


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Minor 1 Discussed at CG
07/07/2020. The
clinical team agreed to
add additional
questions in the Ankle
pain template to
further clarify the
functional movement
and if there is
noticeable deformity.


Upload the new
version of Ankle pain
template.


Very Low Minor 1


PHL-57 Potential to miss
patients who may have
meningitis in the
Headache path of the
General advice


Consultation Assessment Insufficient red flag
questions to check if
patients have
meningitis


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Significant 2 Discussed at CG
09/06/2020. The
clinical team agreed
that the Headache
pathway of the
General advice needs
to be compared with
the standalone
specific headache
template and make
this consistent and
bring back to CG for
approval because the
patient went down the
General advice
template when we had
a standalone template
with more red flag
questions.


Upload the new
version of Headache
path in the General
advice so it mirrors the
standalone Headache
template.


Very Low Significant 1


PHL-56 Potential to miss
patients who may have
diabetes in Vomiting
and Diarrhoea
templates


Consultation Assessment Insufficient red flag
questions to check if
patients have
diabetes


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Significant 2 Discussed at CG
09/06/2020. The
clinical team agreed
that it is essential to
know if a patient is a
diabetic on insulin
when fluid balance or
calorie intake are
compromised, and an
urgent clinical


Upload additional
questions to the
Vomiting and
Diarrhoea templates
(adult and paeds) and
'Nausea or Vomiting
section of the General
advice template.


Very Low Significant 1
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assessment is
required. We decided
to add additional
questions to the
Diarrhoea and
Vomiting template, or
the Diarrhoea or
Vomiting section of
the General Advice
template.


PHL-55 Potential to miss
patients who may have
drowsiness from
serious sepsis.


Consultation Assessment Low triage level for
the drowsiness
questions in Unwell
child template.


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Significant 2 Discussed at CG
09/06/2020. We
decided that we
should be more
cautious in assessing
the boundary between
a child who was sleepy
from a fever, and a
child who was sleepy
from serious sepsis
and the clinical team
agreed that a child
with a fever who is
sleepy warrants at
least a conversation
with a GP or 111.
Therefore we are
reducing the threshold
for alert, by increasing
the alert for
drowsiness in the
‘Unwell Child’
template and move
the sub-questions into
the main branch so all
parents are asked.


Upload the new
version of paeds
Unwell child with some
questions moved to
the main branch.


Very Low Significant 1


PHL-54 Potential to miss
patients who may have
acute breathing
problems in the
Breathing problems
template


Consultation Assessment Insufficient red flag
questions to detect
subtle changes in
breathing.


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Considerable 2 Discussed at CG
12/05/2020. Clinical
development team
increased the amount
of red flag questions
to the Breathing
problems template to


Upload the new
version of Breathing
problems with
additional red flag
questions on
breathlessness and
inhalers.


Very Low Considerable 2
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strengthen the triage
threshold and will
trigger RUI alert.


PHL-53 Potential to miss
patients who may have
an injury in the paeds
Unwell child template.


Consultation Assessment Insufficient red flag
questions in Unwell
child template to stop
children with injuries.


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Significant 2 Discussed at CG
03/03/2020. We have
a PCP Eye Problem
template that is
waiting to be
uploaded and this
asks about eye injury.
In the meantime, we
have added a higher
level question in
Unwell child template
about injury as there
has been an increase
in usage of this
template and if there
is any suspected
trauma this is
important for
safeguarding/NAI
issues.


Upload the new
version of paeds
Unwell child with
injury question.


Very Low Significant 1


PHL-52 Patient selecting
Admin template for a
clinical problem


Consultation Assessment Patient not selecting
the appropriate
condition template
from the list or not
using the search
functionality to
narrow down to
appropriate specific
condition. Patient may
enter suicidal
thoughts in Sick note
and Other pathway.
Not enough clinical
templates available
on the platform.
Patients may end up
selecting the Admin
template to ask about
clinical queries
instead of using the


Appropriate
questions and red
flags may not be
asked


Low Significant 2 Discussed at CG
07/01/2020. Agreed to
insert some kind of
alert to mitigate
against patients using
Admin pathway for
clinical reasons. We
need to enter a
warning e.g. Please do
not use this pathway
for any clinical
symptoms. Discussed
at CG 28/04/2020.
Agreed to insert
suicide check in the
Admin pathways
Discussed at CG
07/07/2020. Admin
disclaimer is now in
place. Paeds testicular


Upload a disclaimer
page before a patient
is shown the Admin
template that it is not
to be used for clinical
queries. They will need
to find the appropriate
clinical template for
clinical queries. Add
suicide check to all
Admin > Sick note and
other pathways.
Upload a paeds
testicular problem
template.


Very Low Significant 1
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General advice
template for adults or
the Unwell child
template for paeds.


problem template has
been created by the
clinical team and
discussed with ED
Consultant to be
uploaded on the
platform.


PHL-51 Potential to miss
patients who may have
meningitis in the
paeds Sore throat
template.


Consultation Assessment Insufficient red flag
questions in Nausea
or Vomiting section to
detect GI bleed.


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Considerable 2 Discussed at CG
29/10/2019. Sore
throat template -
question on
meningitis will be
updated to the new
standard where the
questions are split.
They will contain
drooling question.
Sepsis, sore throat and
cough questions
discussed at length
and have agreed on
new standardised
questions. Paeds sore
throat and cold or flu
template will go into
the next sprint to be
updated.


Upload the new
version of paeds Sore
throat and Cold or flu
templates.


Very Low Considerable 2


PHL-50 Potential to miss
patients who may be
having a GI bleed in
Nausea or Vomiting
section of General
advice.


Consultation Assessment Insufficient red flag
questions in Nausea
or Vomiting section to
detect GI bleed.


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Considerable 2 New Vomiting section
of the General advice,
which is much more
comprehensive but is
192 lines. A member
of the clinical team
has abbreviated the
vomiting generic
section. Need
Vomiting and
Diarrhoea template
(CHANGE from
Vomiting OR
diarrhoea) Nausea and
Vomiting (WITHOUT


Upload the new
version of Nausea or
Vomiting section of
the General advice
template.


Very Low Considerable 2
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diarrhoea) Keep
Diarrhoea template


PHL-49 Potential to miss
patients who may be
having a myocardial
infact in Neck pain
section of General
advice.


Consultation Assessment Insufficient red flag
questions in Neck
pain section to detect
MI.


Potential delay in
diagnosis or
treatment of an
urgent problem


Medium Considerable 3 Immediate hot fix to
update the initial
disclaimer before the
patient is presented
with the clinical
template which now
includes the words
any pain that moves
into your neck or jaw.
A member of the
clinical team is now
working on the neck
pain section to
strengthen it to
include chest pain
questions.


Upload new disclaimer
to include pain that
moves into neck and
jaw. Upload the new
version of neck pain of
the General advice
template.


Very Low Considerable 2


PHL-48 Potential for stroke to
be missed in
Weakness, Numbness
and Tiredness section
of the General Advice
template


Consultation Assessment Insufficient red flag
questions in these
sections to detect
stroke


Potential delay in
diagnosis or
treatment of an
urgent problem


Medium Considerable 3 Hot fix on the 3
sections of the
General advice after
the incident as wanted
quality assurance
testing completed due
to changing clinical
content.


Upload the new
version of weakness,
numbness and
tiredness section of
the General advice
template.


Very Low Considerable 2


PHL-47 Potential for
stroke/sub-arachnoid
haemorrhage to be
missed in Migraine
template


Consultation Assessment Insufficient red flag
questions to detect
stroke/sub-arachnoid
haemorrhage


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Minor 1 Discussed at CG
meeting on 19/2/19,
clinical team increased
the amount of red flag
questions in relation
to headache and
migraine.


Delete migraine
template and
incorporate it into one
‘headache’ template
that needs reworking.
Assigned to a member
of the clinical team to
make a number of
changes to strengthen.


Very Low Minor 1


PHL-46 Patient with acute
exacerbation of
asthma, eConsult may
not pick up urgent
symptoms.


Consultation Assessment Wheezing and inhaler
question should have
been a higher flag
level to direct patients
to seek urgent help


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Minor 1 Discussed at CG
meeting on 5/3/19,
clinical team increased
the amount of red flag
questions in relation


Assigned to a member
of the clinical team to
make changes ready
for sprint on 8th
March


Very Low Minor 1
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to breathlessness and
inhaler.


PHL-45 Potential for cauda
equina
syndrome/neurological
symptoms to be
missed in lower limb
Musculoskeletal
templates


Consultation Assessment Insufficient red flag
questions to detect
neuro/cauda equina
syndrome


Patients who
have symptoms
of cauda equina
syndrome, may
select one of the
lower limb
musculoskeletal
joint pain
templates and are
not asked
questions about
back pain, urine
symptoms and on
the joint above
and below and
affected limb.


Low Considerable 2 Discussed at CG
meeting on 22/1/19,
agreement that cauda
equina not sufficiently
covered in hip pain
template and also
need to be considered
in lower limb
templates. Annabel
will continue revising
this MSK sections. Add
in back pain, urinary
sx, uti, dvt, pelvic
problems, joint above
and below.


Assigned to a member
of the clinical team as
a matter of priority to
update and review ALL
MSK templates. Lower
MSK to reflect the
back and urine
questions. Joint
above/Joint below
questions to be added
to ALL MSK templates


Very Low Considerable 2


PHL-44 Potential for virus to
be embedded within
documents uploaded
via PCM facility


Infrastructure Security/IG Malicious or
unintended upload of
documents in PDF or
RTF that contain a
virus


Low Significant 2 Embedded virus
scanner for all file
uploads


Virus scanner provides
robust protection,
largely mitigating this
risk


Very Low Significant 1


PHL-43 Under QPP,
demo.webgp.com site
has ability for a patient
to enter their details


Consultation User Error Demographic details
are not pre-populated


Potential for a
real clinical
problem to be
entered via the
demo site


Very Low Significant 1 Lock down
demographic fields in
demo site under QPP
with pre-filled
information


Have locked down
demographics fields


Very Low Significant 1


PHL-42 Upload of sensitive
paediatric photos


Consultation User Error Deliberate
circumvention of
question that screens
for sensitive photos or
misunderstanding


Safeguarding
concerns of child
sensitive images
forwarded to
practice
irrespective of
consent being
obtained by
parent/guardian.


Low Significant 2 Modification of
wording at point of
photo upload to
clearly identify risks


PHL-41 Patients using
privacy@webgp.com
to disclose medical
problems


Consultation User Error Lack of understanding
and clarity that this
email is not for
medical requests


Potential delay in
treatment and
breach of patient
identifiable data


Very Low Significant 1 Email address has
been removed from
primary care platform


Very Low Significant 1
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PHL-40 Patients submitting
photos by replying
back to post consult
messaging system.
This results in photos
being submitted to
eConsult Health
Directly (support
@webgp.com)


Consultation User Error Lack of clarity within
PCM


Delay in
treatment and
breach of PID.


Very Low Significant 1 Delay in treatment
and breach of
PID.Change email
sender from
support@webgp.com
to a 'Do Not Reply'
option. Consider auto-
reply options. More
clarity within PCM
message. eConsult
Health internal SOP.
Removing
attachments that can
into
support@webgp.com


We now remove all
attachments to this
email address. Keeping
hazard open until
further mitigations are
in place


9/8/2021


Discussed at risk
review meeting.
Attached is a copy of
the email that is sent
to the patient after
completing their
online consultation. It
clearly states that they
should not reply to the
email in highlighted
text at the top. A rule
is in place that
automatically deletes
any attachment sent to
the email address is
Google.


In the meeting with
Murray, Bala, Steve,
Aman, Krista and
Euvylaine it was
agreed that given the
auto reply and rule in
place, we can now
accept this risk.


Very Low Significant 1


PHL-39 "This hazard is one
defined by NHS Digital
as part of the NHS App
launch. Text in
quotes/italics is
supplied by NHS
Digital. ""Triage
questions and/or
responses are missing
in the NHS App


NHS App Missing
information


Text provided by NHS
Digital in italics: "1)
OLC API Failure/error


1 - Error within OLC
algorithm


2- Incorrect or limited
data used to build
algorithm resulting in
wrong, missing or no
questions/answers"


Error in a clinical
template could
result in harm to
patients


Very Low Major 2 Robust clinical
governance process is
in place


13/8/2021


Discussed in risk
meeting with
Euvylaine and Bala.


eConsult has a robust
QA process which tests


Very Low Major 2
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our platform on all
pathways on the web,
mobile devices and via
the NHS app.


PHL-38 "This hazard is one
defined by NHS Digital
as part of the NHS App
launch. Text in
quotes/italics is
supplied by NHS
Digital. ""Triage
questions and/or
responses are
incorrectly returned
and displayed in the
NHS App


NHS App Incorrect
information
displayed


Text provided by NHS
Digital in italics: "1)
OLC mapping error


1 -OLC Algorithm
error


2- Incorrect or limited
data used to build
algorithm resulting in
wrong, missing or no
questions/answers


"


Error in how a
clinical template
is processed by
eConsult could
result in harm to
patients


Low Major 3 QA and sign-off
process reduces the
risk of serious bugs
that might result in
such a failure.


Considered low risk
but will be kept open
to consider further
ongoing mitigations


13/8/2021


Discussed in risk
meeting with
Euvylaine and Bala.


eConsult has a robust
QA process which tests
our platform on all
pathways on the web,
mobile devices and via
the NHS app.


Very Low Major 2


PHL-37 "This hazard is one
defined by NHS Digital
as part of the NHS App
launch. Text in
quotes/italics is
supplied by NHS
Digital. ""Triage
questions and/or
answers are not
displayed from OLC
provider in the NHS
App


NHS App No
information
Displayed


Text provided by NHS
Digital in italics: "1)
OLC service down


1 -OLC provider API
down


2- Incorrect or limited
data used to build
algorithm resulting in
wrong, missing or no
questions/answers


"


Patients would
need to get
treatment from
their GP/111/etc
in the usual way.
Potential loss of
some data if
consultations are
in progress when
failure occurs


Low Considerable 2 Automatic failover
reduces the risk of
downtime. QA and
sign-off process
reduces the risk of
serious bugs that
might result in such a
failure.


Considered low risk
but will be kept open
to consider further
ongoing mitigations


13/8/2021


Discussed in risk
meeting with
Euvylaine and Bala.


eConsult has a robust
QA process which tests
our platform on all
pathways on the web,
mobile devices and via
the NHS app.


Very Low Considerable 2


PHL-36 The practice uses the
video consultation
outside of its intended
use


Infrastructure use of
system in
an
unexpected
way


Low Significant 2 The use of zoom
means, like our one
way message feature
it is is closed loop
system. This mitigates
for further messages
from the patient being


This is no longer an
active risk, zoom has
been removed from
our solution.


Video calls are done
via qDoctor or another
supplier.
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received after the
video consultation has
ended. This stops
patients being able to
inform the practice
about other medical
conditions that may
involve life
threatening/limb
critical complaints.


Archiving this risk


PHL-35 Patient selecting
"wrong" condition
template for their
problem


Consultation User error Patient not selecting
the appropriate
condition template
from the list or not
using the search
functionality to
narrow down to
appropriate specific
condition. They may
end up selecting
general advice
template or another
condition which
patient may think is
most appropriate.


Appropriate
questions and red
flags may not be
asked


Low Significant 2 Improved UI with
integrated search
functionality. Reducing
visibility of general
advice template in
comparison to specific
conditions


PHL-34 DOCMAN Connect
API. System Failure
within DOCMAN
Connect service


Infrastructure system
failure


A number of different
failures can happen
within Docman. If a
message cannot be
delivered or fails
immediately for some
other reason then we
are aware of this and
send the data via
NHSMail instead.
However, other errors
could occur within
Docman that we are
not aware of


Could result in a
message not
being delivered
to the practice, or
the message not
containing all
data


Low Major 3 Ensure we have robust
handling on our side
to detect as many
error types as possible


9/8/2021


Discussed at risk
review meeting. We
now have the
following mitigation in
place to reduce the
effects of this risk.


1- We monitor receipts
from Docman to
ensure that we are
receiving
acknowledgements of
delivery


2- If we monitor that
this is failing, we
automatically switch to


Low Considerable 2
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NHS email delivery for
our customers.


In the meeting with
Murray, Bala, Steve,
Aman, Krista and
Euvylaine it was
agreed that we can
now accept this risk.


PHL-33 This hazard is one
defined by NHS Digital
as part of their NHS
Login launch. Text in
quotes/italics is
supplied by NHS
Digital. They required
that it be included
within our own hazard
log:


Consultation Patient
identity


"1. An individual gets
access to your GP
verification letter, 2.
An individual change
your passport to add
their image, 3. An
individual uses
coercive means to
gain access their
account"


"Psychological
harm to the
patient. Physical
harm in cases of
domestic violence.
Patient harm if
appointments are
cancelled or
medication
ordered
inappropriately."


Low Significant 2 9/8/2021


Discussed at risk
review meeting. This is
a risk associated with
the NHS APP
integration. There isn’t
anything that we can
do at the eConsult end
to prohibit falsely
logging in via NHS
App as someone else.


In the meeting with
Murray, Bala, Steve,
Aman, Krista and
Euvylaine it was
agreed that we can
accept this risk.


Low Significant 2


PHL-32 This hazard is one
defined by NHS Digital
as part of their NHS
Login launch. Text in
quotes/italics is
supplied by NHS
Digital. They required
that it be included
within our own hazard
log:


Consultation Patient
identity


"1. NHS Login
Platform is offline, 2.
Don't have personal
email account and
don't have a persona
mobile phone, 3. Email
or 2 factor text from
NHS Login not
received, 4. User error,
5. Unable to take a
good enough quality
photo, 6. Unwilling to
take a photo, 7.
Unable to take a selfie
video, 8. Unwilling to
take a selfie video, 9.


"Delay to patient
care"


Medium Minor 2 eConsult have a
"guest" facility, that
can be used
irrespective of
whether NHS Login is
available.


No actions required.
Can be closed as
mitigation is sufficient.


Low Minor 1
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Unable to complete
the random challenge
response (4 numbers),
10. SMSP Service is
unavailable, 11. Spine,
N3 or the associated
networks experiencing
poor performance, this
may result in poor
performance of the
local system., 12. API
Failure"


PHL-31 This hazard is one
defined by NHS Digital
as part of their NHS
Login launch. Text in
quotes/italics is
supplied by NHS
Digital. They required
that it be included
within our own hazard
log: "Patient cannot
log in to NHS Login to
access online services"


Consultation Patient
identity


"1. Connection issues,
2. NHS Login down, 3.
NHS App middleware
down, 4. Relying party
down (i.e. NHS App,
GP system), 5. User
informally deceased ,
6. User has
forgotten/lost
username and
password, 7. Don't
receive 2 factor
authentication code, 8.
High volumes of users
resulting in system
failure, 9. API Failure"


"Patient can't
access the relying
party leading to a
delay to care".
Here the relying
party is eConsult


Medium Minor 2 eConsult have a
"guest" facility, that
can be used
irrespective of
whether NHS Login is
available.


No actions required.
Can be closed as
mitigation is sufficient.


Low Minor 1


PHL-30 When the eConsult
confirmation email is
sent to a patient, it is
from
econsult@webgp.com.
Patients sometimes
assume the email is
from their practice


Infrastructure Security/IG It's likely patients
simply do this as
replying to an email
feels like the most
natural way to query
their practice, hence
they typically don't
see or ignore the
warnings not to


No clinical impact
as such. There is a
risk of
inappropriate
data being shared
with our team by
accident.


Low Minor 1 We could potentially
change the reply-to
address to be a
unmonitored account,
one which has an
auto-reply setup and
auto-deletes the email
too. This ensures the
patient receives a
reply and we also
don't store the PID


Current status: have
asked Caroline Leuder
for advice on this. She
has confirmed this is a
feasible option, hence
now needs to be
prioritised and
scheduled


9/8/2021


Discussed at risk
review meeting.
Attached is a copy of
the email that is sent
to the patient after


Low Minor 1
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completing their
online consultation. It
clearly states that they
should not reply to the
email in highlighted
text at the top. A rule
is in place that
automatically deletes
any attachment sent to
the email address is
Google.


In the meeting with
Murray, Bala, Steve,
Aman, Krista and
Euvylaine it was
agreed that given the
auto reply and rule in
place, we can now
accept this risk.


PHL-29 Patients are presented
with a red flag
diversion but
deliberately cancel it
down in order to
submit the eConsult to
the surgery


Consultation User error Patient not taking the
advice of the red flag
warning message


Gaming of
cancelling system


Medium Considerable 3 Discussed at CGG
19/2/19, development
of additional screen
after cancel with
strengthening of
disclaimer and drop
down option auditing
the reason for
cancelling


9/8/2021


Discussed at risk
review meeting. There
is a piece of work
being undertaken now
to review the Urgent
warning messages.
Dave Evans Would you
be able to update this
risk with the work that
is taking place now,
your research into
behaviours and
proposed changes to
the messaging.


In the meeting with
Murray, Bala, Steve,
Aman, Krista and
Euvylaine it was
agreed that this risk
will remain in Risk
Control.
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PHL-28 Potentially serious
condition missed when
'Other' option is
selected within the
General Advice
consultation template


Consultation Assessment User error Patients can input
potentially
serious
presenting
complaints within
the 'Other' option
of the General
Advice template.
Consequently, no
red flag questions
would be
triggered based
on the input in
this field


Low Major 3 Recommendation for
'other' symptoms to
be temporarily
deactivated (due to
the potentially high
risk) as currently there
is no ability to ref flag
these patients based
on the free text in the
"other" section.
Immediately discussed
with Medical Director
who is in agreement
that this is to be
switched off.
Contacted CTO Steve
Lillywhite - Risk to
changing product
over the xmas period,
this is advised against
due to the limited
availability and
potential of further
bugs by making
changes. 16% of
patients use the
generic, previous
xmas/new year period
show decreased usage
of eConsult.
Agreement made that
this function will be
switched off on 3rd
Jan when all staff back
and available to
resolve any tech issues
immediately.


We will present this to
Clinical Governance
on 8th Jan from a
clinical perspective.


This was subsequently
discussed at exec


Other' option has now
been deactivated.
Ongoing development
to develop NPL in
'Other' free text box to
detect potentially
urgent conditions as
well as UI refresh to
serve appropriate
questions in general
advice template based
on user input


Very Low Minor 1
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meeting on 3/1/19.
Was agreed by CEO,
CTO, Commercial
Director and Medical
Director to disable the
'other' symptoms
option and free text
until an additional
control mitigate this
risk is developed and
undergone risk
assessment before re-
deployed. This action
will be updated on
Hazard Log. Actions
and event analysis was
discussed at CGG
meeting on 8/1/19
and agreement on
approach was
confirmed.


PHL-27 Potential for DVT to be
missed in lower limb
Musculoskeletal
templates


Consultation Assessment Insufficient red flag
questions to detect
DVT


Patients who
have calf pain or
swelling, may
select one of the
lower limb
musculoskeletal
joint pain
templates and
free text calf pain
or swelling


Low Considerable 2 Discussed at CGG
meeting on 8/1/19,
agreement that DVT
not sufficiently
covered in ankle pain
template and also
need to be considered
in foot pain and knee
pain to cover lower
limb swelling. Wells
scoring criteria to be
implemented and
more robust
questioning relating
to DVT. Additional
changes agreed at
CGG and action by AC.
Will be uploaded to
Hazard log and
prioritised in next
sprint once clinical
revisions have been


Updates to template
have been made as of
14/2/19, awaiting
clinical governance
group review on
19/2/19.


All MSK templates
have now been
reviewed and re-
updated to include red
flag questions to
highlight any risk of
DVT in lower limb
templates and epic to
which has been linked
to this hazard. Can be
moved to closed.


Very Low Considerable 2
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made and signed off
at CGG meeting
22/1/19.


PHL-26 Potentially serious
condition relating to
cystitis/UTI template
could be missed


Consultation Assessment Insufficient red flag
questions to detect
pyelonephritis


Patients who
present with back
pain and UTI
symptoms are
not intercepted
and there could
be a potential
delay in diagnosis
with patients who
have
pyelonephritis if
they were to
complete the
consultation
during the out of
hours period
when the surgery
is closed.


Low Considerable 2 Need to add
additional questions
red flag questions.
Discussed at CGG
meeting on 8/1/19.
Was mutually agreed
that insufficient
questioning relating
to pyelonephritis
within the cystitis
templates for women.
Additional questions
relating to back pain
and rigors along with
further changes
agreed. Will be
actioned by KN to
implement changes
and sign off scheduled
for 22/1/19. Will be
uploaded to hazard
log for
implementation in
next sprint.


9/8/2021


Discussed at risk
review meeting.
Templates have been
changed to match
NICE guidance.


In the meeting with
Murray, Bala, Steve,
Aman, Krista and
Euvylaine it was
agreed that due to the
template now
matching NICE
guidance we can now
accept this risk.


Very Low Considerable 2
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PHL-25 There is a risk using
the instant messaging
system from practice
to patient in that if the
patient enters an
incorrect email
address, the practice
may assume a
message has been sent
as the 'bounce back'
will go to eConsult and
not the practice.


Infrastructure Security/IG System / User error Depends on what
message is put in
the field but
delay in message
if practice
assumes the
message has
been sent with an
action


Low Considerable 2 Need to revisit email
validation process and
also if there is a
mechanism for the
bounce back to go
back to practice if
incorrect email
entered


Have implemented
solution to detect
failed delivery of email
to patient and disable
post-consultation
message for that
eConsult. Will not have
100% hit rate as not all
failed deliveries can be
detected, but does
significantly reduce
the risk


Very Low Considerable 2


PHL-24 Potentially serious
condition identified
but not addressed
appropriately by user
(i.e. user not taking
recommended action)


Consultation Assessment System / User error Patient presents
themselves in
another channel
or to A&E


Low Considerable 2 Simple language and
clearly identifiable
urgent advisory box.
There will still be some
residual risk as this is
dependent on user
taking recommended
action


External
language/content
advisor to help with
simplified language.
Meeting held on
25/1/18 with Heather
Atchinson, Alex G,
Aravinth Balachandran
and Krista Burslam.
Heather is looking at
our general advice
template for
suggestions on
language
improvement and a
suggestions for clinical
authors. Murray
Ellender and Aravinth
Balachandran looking
to recruit content
person to be able to
review clinical content
from language
perspective and report
to clinical team with
suggestions and
approval. In the
interim, QC via Jane
Gallaway
(development team)
with escalation back to


Low Considerable 2
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clinical team if
language changes
need to be made.


PHL-23 Unable to assess
patient adequately
from eConsult report


Consultation Assessment Patient is unable to
engage in an
appropriate manner
to satisfy the needs of
the clinician i.e.
English not being a
first language, a
physical disability or
the nature of the
symptoms requires a
physical appointment


A face to face
appointment is
required. Default
to clinician
assessment.


Medium Minor 2 As the eConsult report
is interpreted by a
clinician with the full
clinical record, there is
the ability to default
to traditional method
of assessment such as
face to face encounter
or telephone
assessment should
that be deemed
clinical necessary. No
additional control
indicated


9/8/2021


Discussed at risk
review meeting. It was
stated that we can not
put any extra controls
on this as triage is
performed by a
clinician. It is made
clear to customers that
staff should undergo
training on the
solution and that
SOP’s should be in
place to manage
eConsults.


In the meeting with
Murray, Bala, Steve,
Aman, Krista and
Euvylaine it was
agreed that we can
now accept this risk.


Medium Minor 2


PHL-22 Potentially serious
health condition is not
identified


Consultation Assessment System / User error Patient is not
suitable for the
service and needs
to be seen
urgently


Low Considerable 2 eConsult question sets
developed by clinical
development team
identifies medically
urgent symptoms and
signposts patient to
seek urgent advice as
appropriate.


Clinical questions are
developed within the
history taking
questionnaire to
detect potentially
medical urgent
symptoms. There is
ongoing review via the
clinical governance
team and post-
deployment
monitoring via safety
incident log to
continuously improve
safety


Low Considerable 2


PHL-21 Hand pain template
could allow potential


Consultation Assessment Insufficient red flag
questions to detect


Potential delay in
diagnosis or


Low Considerable 2 Clinical development
team increased the


Has been discussed in
Clinical reference


Very Low Considerable 2
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injuries requiring more
prompt action to pass
through. This hazard
has been highlighted
following Clinical
incident number 5


hand injury treatment of an
urgent problem


amount of red flag
questions in relation
to hand injury


group meeting on
6/2/18. AK and RW are
developing further
specific question sets
relating to hand injury.
This will be brought
back to Clinical
Governance group for
sign off and upload to
the platform. Update
14/2/19, AC has
developed updates
which have been
ratified in CGG on
20/11/18, awaiting PC
upload


9/8/2021 - Since this
risk was identified, the
system has had
redesigned
musculoskeletal
questions, which
include questions
about trauma and
injury. The templates
have red flags if
symptoms presented
require more urgent
care.


At a meeting with
Murray, Steve, Bala,
Krista, Euvylaine and
Aman, it was agreed
that this risk can be
archived.


PHL-20 Patient entering the
general advice
consultation and
selecting 'Other'
symptoms may have
potentially urgent
symptoms that are not


Consultation Assessment Potential delay in
diagnosis or
treatment of an
urgent problem


Low Considerable 2 Remove the 'Other'
symptom component
of the general advice
question set


Action completed by
technical team on
1/2/18


Low Considerable 2
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picked up by question
sets


PHL-19 Patient entering the
general advice
consultation and
declaring an existing
problem may have
potentially urgent
symptoms that are not
picked up by question
sets. This hazard arose
from Clinical Safety
incident number 3


Consultation Assessment IF patient selects 'An
existing problem that
my GP knows about'
and then selects that
their condition is
'Staying the same' or
'Improving', they do
not get asked
additional safety
questions that are
present within the
'New Condition'
section


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Considerable 2 Remove existing
problem set of
questions and pass all
eConsults through the
'New problem' section
of general advice
template, irrespective
of whether 'New
Problem' or 'Existing
problem' is selected


Action completed by
technical team on
1/2/18


Very Low Minor 1


PHL-18 Patient with acute
exacerbation of
asthma, eConsult may
not pick up urgent
symptoms. This hazard
was in response to
clinical incident
number 1


Consultation Assessment Insufficient red flag
questions to detect
subtle changes in
breathing.


Potential delay in
diagnosis or
treatment of an
urgent problem


Low Considerable 2 Clinical development
team increased the
amount of red flag
questions in relation
to breathlessness


Action completed and
signed off by MD/CEO
on 11/11/16.
Uploaded to live site
on 15/11/16


Low Considerable 2


PHL-17 eConsult demo site
being used for live
consultations. This
hazard was identified
from Clinical Safety
Incident number 2.


Consultation User error Ability to enter your
own demographic
details and enter
consultation details as
per live site. Ignoring
warning messages of
demo site assuming
report will somehow
end up at own GP
surgery


Potential delay in
diagnosis and
breach of patient
confidentiality as
eConsult report
generated and
sent to eConsult
development
team mailbox.


Low Considerable 2 Lock down patient
demographic section
so that dummy
patient data is pre-
filled. Warning box of
demo site in which
user has to click OK to
acknowledge


Tech team
implemented on
24/3/17 in response to
clinical incident
number 2.


Very Low Minor 1


PHL-16 There is a risk that
patient enters
medically urgent
problems within the
free text boxes without
triggering any red flag
questions triggers. For
example, patient may
enter in a free text box,
"I have severe chest


Consultation Assessment Relevant red flag
questions may not
have been considered
by clinical
development team to
intercept urgent
symptoms or patient
incorrectly answers
(User error) e.g. Do


Risk of potential
delay in
treatment /
diagnosis if
medically urgent
symptoms and
waiting for
clinician to
respond once
report reviewed


Low Considerable 2 Consider the
development of
natural language
processing of free text
entries to dynamically
serve up questions
sets based on
symptoms described
in free text box.


Current status: we
have had initial
conversations with
some 3rd parties
about an NLP "front
door". Further
progress expected in
2019 Q2


Very Low Considerable 2
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pain and struggling to
breath"


you have a chest
pain? -> Answer 'No'


9/8/2021 We have
introduced protection
of suicide keywords in
free text. We have
mitigation in place
with closed questions
and improved
templates. We have
processed over 16
million eConsult’s and
have had minimal
clinical incidents,
which indicates that
the improvements to
the system since this
risk was logged have
been effective in
reducing this risk.


In a meeting on the
9/8/2021 with Murray,
Steve, Bala, Krista,
Euvylaine and Aman, it
was agreed that this
risk would be moved
to accepted.


PHL-15 Platform unavailable
due to capacity issues


System /
Infrastructure


Capacity
failure


Platform usage
exceeds expected
levels, due to sudden
influx of new practices
and/or patients


Patients would
need to get
treatment from
their GP/111/etc
in the usual way.
Potential loss of
some data if
consultations are
in progress when
failure occurs


Low Considerable 2 Regular load/stress
tests are carried out to
ensure there is excess
capacity in the
platform. Additions to
the infrastructure can
be made rapidly when
there is a sudden
capacity increase


Technology team will
continue to monitor
capacity, and plan new
infrastructure
accordingly. Capacity
evaluated regularly, to
ensure new usage
atterns of features are
accounted for


Very Low Considerable 2


PHL-14 Loss of connectivity
across data centre,
causing complete loss
of service. Differs to
"system failure" as this
one is external to the
eConsult infrastructure


System /
Infrastructure


Data centre
connectivity
failure


Failure at data centre
(power failure, DDoS,
hacking, etc)


Patients would
need to get
treatment from
their GP/111/etc
in the usual way.
Potential loss of
some data if


Low Considerable 2 Redcentric data centre
is ISO27001/9001 and
tier 3. They also have a
full offsite failover
location


Technology team will
continue to monitor
the long term
performance of the
data centre, and check
whether other


Very Low Considerable 2
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consultations are
in progress when
failure occurs


providers offer a more
robust alternative


PHL-13 Corruption or loss of
data when an eConsult
is completed /
submitted


System /
Infrastructure


system
failure


Potential for data to
be corrupted when
eConsults are
completed or
submitted. Potential
for PDF document to
corrupt.


Potential delay in
diagnosis as a
result of corrupt
data


Low Considerable 2 Industry standard
mechanism is used to
generate an validate
the PDF, to ensure
corrupt PDFs are not
sent to practices.


Technology team will
continue to verify best
practice being adhered
to, to ensure safe and
full delivery of
eConsults


Very Low Considerable 2


PHL-12 Ransomware /
Malware attack on
data centre, security
update gone wrong,
power faliure, back up
faliure


Infrastructure System
Failure


System hacking Online
consultation
module of
platform can be
disabled with
immediate effect.
Clinical risk low as
unable to
econsult so
default to
traditional
method in such
scenario


Low Considerable 2 Regular security
penetration tests
reduce likelihood of
hacking. Infrastructure
has built-in failover
mechanism. Platform
hosted in an ISO
27001/9001 tier 3 data
centre


Technology team will
continue to verify
back-office,
monitoring and
failover procedures are
robust.


Very Low Considerable 2


PHL-11 Disclosure or loss of
confidential
information


Infrastructure Security/IG System failure, System
hacking, User error
(entering wrong GP
practice)


Confidential
information is
loss or disclosed
to third party


Low Considerable 2 Standardised back-
office functionality for
mobilising practices
(to verify delivery of
eConsults to practices)
drastically reduces
risk. Patient entrance
to eConsult via
practice website
reduces chance of
them finding the
wrong practice.
System monitors have
been setup to catch
failed delivery. Regular
security penetration
tests reduce likelihood
of hacking.


Technology team will
continue to verify
back-office,
monitoring and
failover procedures are
robust.


Low Considerable 2


PHL-10 Patient is not eligible Medium Minor 2 Medium Minor 2
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for the service (out of
area)


Consultation Patient
Access


Patient has
downloaded the app
who does not have a
registered GP in either
pilot areas


Patient is turned
away with advice
to seek other
service or
potentially goes
to A&E.


Standard operating
procedure for GP
surgeries need to be
written into training
material on how to
handle such situations


Operations team will
ensure training
material is updated
and distributed
accordingly


PHL-9 Incorrect patient
interacts with eConsult


Consultation Patient
Identity


Patient information
incorrect or there was
a system error


Clinician consults
with the wrong
patient


Low Considerable 2 Clearly defined
standard operating
procedure in training
material to ensure that
practice confirms
patient identity once
clinical management
plan has been agreed.
To mitigate the risk
even further, a secure
login system in which
the patient has been
pre-verified would
negate the need for
additional manual
verification checks.


NHS Login is now live
at 4 practices, and
being rolled our
further from here. This
is England only. Ideally
we will be able to use
an alternative solution
(possibly Evergreen in
Scotland/Wales when
available). For now this
risk is mitigated as
much as is possible.


Very Low Considerable 2


PHL-8 A third party
deliberately enters
patient details into
eConsult in an attempt
to gain prescription or
some other healthcare
action


Consultation Patient
Identity


Third party getting
hold of patient
demographic details
and enters into web
platform
impersonating patient
when answering
questions from
clinical questionnaire.


Clinician may
make a clinical
decision without
confirming
identity of patient


Low Considerable 2 Verification of patient
identity MUST occur
at the GP surgery end
once an eConsult is
received. This can be
either via an
administrator or
clinician. Identity will
most likely be
confirmed if the
subsequent
disposition is a
telephone or face to
face encounter. The
most risk is with
regards to a
prescription and it
must be made very
clear within standard
operating procedures
that verification must


Operations team will
ensure training
material is updated
and distributed
accordingly. This has
been actioned.


Low Considerable 2
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occur before any
prescription is issued


PHL-7 Practices that share
similar names have a
risk that eConsults
maybe completed for
the wrong practice.


Consultation user error Assuming more than
two practices have
the same name and
use eConsult, patients
may search for their
practice website on a
search engine and
may end up on the
wrong eConsult
platform with the
assumption they are
dealing with their own
GP surgery. Human
error, patient not
checking practice
website details to
ensure it is their own
GP surgery. Platform:
Only practice name
on eConsult portal, no
address. Confirmation
screen does not
display practice
address, only name


Risk of potential
delay in
treatment /
diagnosis if
patient interacts
with eConsult
platform with the
wrong surgery.


Low Minor 1 Header in eConsult
portal now includes
practice address as
well as confirmation
screen. Post code
lookup implemented
in patient
demographic section
with practice details
adjacent.


Very Low Minor 1


PHL-6 Patient incorrectly
enters contact
information


Consultation User error User error /
typographical error


Practice unable to
contact patient
due to incorrect
contact
information (or
outdated contact
information on
clinical system) -
this can result in
potential delay in
diagnosis or
treatment due to
failed encounter.
Also patient may
not get post
consultation
email


Low Considerable 2 Additional control of
verification of contact
details at the end of
the eConsult process
prior to submission.
Also recognition
within field of valid
telephone and email
address with warning
if system detects
incorrect data entry


Low Considerable 2
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confirmation and
guidance if
incorrect email
has been
supplied at
patient
demographics
input screen


PHL-5 eConsults fail to be
delivered to practice


System /
Infrastructure


system
failure


Patient completes an
eConsult but the
subsequent
generated report
failed to reach the
practice NHS Mail
inbox


Potential delay in
treatment /
diagnosis


Low Considerable 2 System monitors have
been setup to catch
failed delivery.
However we recognise
the limitations of
using NHS Mail as a
delivery mechanism.
Our risk quantification
is based on our data
that 274,332 eConsult
reports have passed
through our system
since 2013 and we
have not received one
incident relating to an
eConsult not being
delivered via NHS
Mail. To fully mitigate
this risk we have
developed a
messaging system
using ITK (CDA
messaging) which
directly interacts with
the EMIS clinical
system. The system
has been fully beta
tested and
operational, however
we are waiting for
EMIS to update their
clinical system to be
available to all EMIS
practices


Technology team will
continue to verify best
practice being adhered
to, to ensure safe and
full delivery of
eConsults. Ongoing
development of CDA
messaging system
with clinical system
providers (EMIS, INPS,
TPP, Microtest). EMIS
CDA messaging
system beta testing is
complete and all
development work has
been completed.
Outstanding action sits
with EMIS with regards
to patching to latest
EMIS version. SL
closed this as no
further action required
at this point


9/8/2021 - We have
developed interop
solutions with clinical
systems as our primary
delivery method and
have NHS email as a
failsafe backup should
any issue occur with
the interop delivery.


In a meeting with
Murray, Bala, Steve,


Very Low Considerable 2
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Krista, Euvylaine and
Aman is was agreed
that we accept this risk
as we have sufficient
mitigation in place.


PHL-4 Photo upload quality
poor


Consultation user error There are some
conditions that permit
photo uploads as part
of the eConsult. There
is a risk that image
quality could be poor
due to resolution,
light or motion blur.


Difficulty in
diagnosing skin
condition or lump
if the picture is
not clear.


Low Minor 1 Guidance and advisory
text for users
uploading photos.
Default to traditional
clinical assessment if
image quality deemed
poor by reviewing
clinician


Highlight in standard
operating procedures
/ training material


Low Minor 1


PHL-3 Patient incorrectly
enters data in eConsult
web form


Consultation user error In certain data fields
on eConsult web
form, patients may
inadvertently enter
incorrect data


Misinterpretation
of eConsult
Clinical report
due to incorrect
data entry.
Potential to cause
harm due to
misinterpretation
of data


Low Considerable 2 The addition of
condition specific
questions (closed
questions) within the
online consultation
process, reduces the
chances of incorrect
data entry within the
free text boxes.


Clinical development
team design
appropriate question
sets to canvas the
relevant history via
closed questions to
complement any of
the open question
'free text' boxes. This is
peer reviewed by a
clinical governance
team.


Low Considerable 2


PHL-2 Patient condition
deteriorates in the
interim period
between eConsult
submission and GP
Surgery processing
eConsult


Consultation process There is clinical risk
that a patient's
condition may
deteriorate after an
eConsult is submitted
and before a clinician
reviews the eConsult
report.


Potentially
delayed diagnosis
of worsening
clinical condition
which may cause
harm. This is
more relevent on
submissions late
Friday that may
not be responded
till Monday.


Low Considerable 2 There is guidance text
at the end of a
submitted eConsult
advising patients to
take urgent action if
any deterioration or
new symptoms since
the eConsult was
submitted. This has
been also moved to
the top and
highlighted in colour
so it is prominent.
Email confirmation to
user once eConsult
complete advising if
any change in


Technology team have
implemented post
consult email message
and formatting
changes within the
confirmation page


Low Considerable 2
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Appendix E
e-Consult Clinical Incident Reporting Form


This form is used to report any incidents or concerns from eConsult reports you have received. It enables our 
clinical development team to conduct an analysis of the event and recommend any changes to the system to 
reduce clinical risk if appropriate.  


Please provide details of the event below and append an anonymised copy of the full eConsult report in 
question. Under Information Governance rules please do not disclose any patient identifiable information on 
this report or in any of the information you send to eConsult. 


 


Email to: clinicalgovernance@webgp.com


 


symptoms or
deterioration to
urgently contact
practice or 111.


PHL-1 Practice doesn't
process eConsult on
time or not at all


Consultation process There is a risk that if a
patient submits an
eConsult, the practice
does not respond in
the given timeframes
or does not respond
at all. Response from
practice can be
dependent on how
frequently the NHS
Mail inbox is checked
for new mail,
accidental deleting of
any incoming mail or
staff not checking (eg.
due to annual leave,
sickness).


Patient has a
condition that
needs medical
interpretation
and
management.
Delays in
response could
pose as clinical
risk particularly if
condition
deteriorates and
a delayed
diagnosis may
potentially cause
harm


Low Significant 2 Practices need clear
guidance from
standard operating
procedures to check
inbound eConsult
reports and example
guidance on escalation
procedures should a
backlog develop.


Low Significant 2


75 issues
 
Refresh


Date / time of event
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Appendix F
Process map of the incident escalation process


Title of Problem 


selected by patient 


GP Surgery


Patient Date of Birth 


Patient Gender


Patient initials


Description of event  


 


Any harm occurred?


Action taken by GP practice  


Date / time completed


Completed by











 


Appendix G
MHRA statement confirming eConsult not being a medical device


Process map of the incident escalation process
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