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1. [bookmark: _Toc78401629]Introduction and context

“Violence is preventable, not inevitable”[footnoteRef:1] [1:  HM Government, A whole-system multi-agency approach to serious violence prevention, (2019), page 21. ] 

In April 2018 the Government published its Serious Violence Strategy in response to increases in knife crime, gun crime and homicide across England. The strategy represented a step change in how to think and respond to serious violence, establishing a new balance between prevention and law enforcement. It declared a call to action to partners from across different sectors to come together and adopt a whole system multi-agency approach to tackling and preventing serious violence at a local level, often referred to as a ‘public health approach’.
Then, in December 2019, the government announced that it would bring forward legislation to create a new Serious Violence Duty. This is expected to come into effect between 2022 and 2023 and will require responsible authorities to work together to prevent serious violence and create the conditions for information sharing between organisations to take effective coordinated action in their local areas.

To tackle violence the root causes of violence must be addressed; only focussing on enforcement is not enough. Violence of all sorts is strongly associated with social determinants and is a result of the interaction of several risk factors which span the individual, family, community and society. 
No issue relating to violence has a single cause or a single solution; to have an impact on the various context and underlying risk factors that contribute to violence, different partners from across the system must work collaboratively and adopt a whole systems approach.[footnoteRef:2] [2:  As above. ] 

The Prime Minister’s virtual summit on Hidden Harms (June 2020) highlighted that all communities and every aspect of children’s and adult services have been affected by Covid-19, however experiences have varied, and for some this period will have been exceedingly difficult and traumatic. 
National, regional and local systems are concerned about the increase to ‘hidden harms’. Crimes such as child abuse, child sexual exploitation, domestic abuse (including “honour”-based abuse), sexual violence and modern slavery, typically take place behind closed doors, hidden away from view. 
Building a country that works for all children post covid-19 (July 2020), highlights the vulnerabilities of specific cohorts, including children with additional health needs and disabilities, care leavers, young carers, families in conflict with the law and families with no recourse to public funds, which have been heightened during this period. 
South West regional response

Following further discussion in region with our Public Health England Population Health & Wellbeing team a vision was agreed.  We set out that there will be clear and consistent information governance arrangements in the management and future development of an effective system to prevent violence and to safeguard those at risk of harm and abuse across the South West region. it is anticipated that data shared will not include any personal identifiers with few exceptions as described in section 3 below.  
Common understanding of information governance (IG) principles will be established across all organisations and underpinned by a high-level agreement across the South West region.  This is that agreement.  There may be a need to form a high-level advisory panel to facilitate cross organisational data sharing to improve the quality and efficiency of partnership data, including health and care services across the South West region.  
In order to tackle serious violence in all its forms, we need to understand what good policing, health and social care looks and feels like to victims, survivors, perpetrators and offenders. This view needs to be based upon evidence rather than anecdote. 
There will also be a resource containing exemplar material to support these activities.  The practical tools and guidance associated with this agreement will be the start of that resource.
The issues this agreement seeks to address are:
· Processes for gathering IG advice can be complicated and often different answers are given by different organisations.  
· Requests to share data are not enacted, despite there being a justification.
· Late consideration of IG advice.
· Complexity of the data and approvals landscape.
· Where to initiate a data sharing arrangement.
· Balancing low risk appetite/ being risk averse with finding creative solutions.

For initiatives involving multiple agencies, the above issues may need to be addressed by bringing together information governance professionals from partners in an Information Governance Advisory Panel (or equivalent) and establishing common understanding and application of IG principles through this agreement but being flexible enough to take account of varying organisational contexts.  It would then be the remit of the Information Governance Advisory Panel to assess and report on progress and achievement.

2. [bookmark: _Toc78401630]Aims of the framework
To provide the mechanism for establishing effective data sharing to support service led initiatives within the South West region and to be used, where beneficial, for any other data sharing across wider public services that include relevant data. 
To simplify the establishment of data sharing arrangements across the South West region, by providing a common, consistent approach and template documentation to ensure relevant services work together to share data and knowledge and allow them to target interventions to prevent and tackle violence.  Sharing initiatives established via this approach may engage organisations beyond the core South West region partners, such as universities and other partners where this is assessed as necessary and agreed by those entering into the initiatives.  
3. [bookmark: _Toc78401631]How the framework will work in practice:
This framework sets out an approach to support the sharing of data across two sharing paths:
· Sharing to safeguard those at risk of harm or abuse and;
· [bookmark: _Hlk63768203]Sharing for the current management and future development of an effective system to prevent violence, described as ‘purposes other than safeguarding’.
These paths are described in more detail in sections 5 & 6.  
At a strategic level, (national or regional) we do not expect that individual personal data will be routinely shared through the South West collaborative as, so far as practicable, local partnerships should have arrangements in place, which set out clearly the processes and the principles for sharing information and data internally. Local processes will outline how personal data can be shared through existing information gateways (for example, multi-agency risk assessment conferences (MARAC), multi-agency public protection arrangements (MAPPA) and multi-agency safeguarding hubs (MASH) arrangements)[footnoteRef:3]. However, there may be instances where information pertaining to individuals (including personal data) needs to be shared, a possible example if the police wish to discuss within or across boundaries a local gang and/or individuals’ patterns of behaviour that would be difficult to assess without partnership collaboration.  [3:  Other examples of guidance see Working together to safeguard children (2018) has recently updated the Information Sharing section on 9th December 2020, pages 18-22, para 24-28. ] 

Signing this agreement does not itself enable data sharing to be conducted.  The requirements of the two paths above must be followed to establish operational data sharing.
The appendices to this agreement identify the core legal powers and lawful bases for the sharing of data, so programmes, projects and other activities can assess and use these as required for the basis for their operational data sharing.  The appendices and support materials can be updated and developed without the need for partners to re-sign this agreement.
The intent of this approach is to support initiatives in setting out data sharing arrangements.  Where organisations do not require that support, i.e. they have their own template documentation, accessible expertise and are not encountering any difficulties in establishing arrangements, then this agreement is not mandatory.
The agreement will maintain and publish details of:
· Organisations invited to sign the agreement and those that have signed, noting their organisational status (i.e. public body, private organisation, voluntary sector and educational establishment) and whether they are a South West region partner or an associated organisation.
· The sharing initiatives utilising the agreement to provide their data sharing arrangements and links (where possible) to their operational documentation.

4. [bookmark: _Toc78401632]Principles for sharing data
Core principles:
· The framework establishes the common bases and approach to sharing data for both the safeguarding of vulnerable individuals and other purposes.  

· Sharing initiatives using the framework will build the specific detail required to reach agreement, using the approach, tools and reference material in the framework as required.

· Data sharing initiatives will be service led and driven by assessment of population need and potential to benefit.

· The South West collaboration is not a legal entity and therefore has no legal powers related to control of data.  However, the South West collaboration has a responsibility to foster collaboration and communication between data controllers.

· Where a sharing initiative supported by the framework approach identifies organisations as joint controllers, specific arrangement documents will be established identifying how responsibilities are allocated.  This will be based on an appropriate allocation for the initiative, not necessarily an equal split.

· Where an initiative is managed by joint controllers, whilst any of the joint controllers can receive a request from an individual in relation to their data protection rights, the ‘serious harm test’ related to an access request must be undertaken by the ‘appropriate professional’ in each contributing organisation in relation to the data that organisation has contributed (ref Data Protection Act 2018, Schedule 3, section 2).  In the same manner determination of response to any request to erase, rectify, restrict or object to the use of data that has come from an individual organisational source must be considered by that organisation.

· The common law duty of confidentiality is met when:

· Organisations sharing data are reasonably sure that people have an expectation that their data will be shared. 

· Data shared for a specific initiative has been ‘minimised’ to that which is deemed by an appropriate professional (i.e. health and care, Police or safeguarding staff) as necessary.

· Any new initiatives will employ anonymisation or pseudonymisation of data as early as possible to ensure they comply with the principle of ‘data minimisation’ under Article 5(1)(c) of UK GDPR.
The next two sections set out the principles that organisations signing this agreement will follow in any operational data sharing established under the remit of this agreement.
5. [bookmark: _Toc78401633]Principles for safeguarding:
· Where provision of statutory services requires organisations to work together to safeguard an individual then use of personal data will be on the basis that ‘processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller’[footnoteRef:4] as the basis for processing and not on the consent of the individual.  ‘Discretionary’ services, where the individual may benefit from the service but does not ‘need’ the service, may require consent to share data. [4:  The ‘official authority’ is established in the legislation that gives an organisation the duty or power to perform the function for which the processing of personal data is deemed necessary.] 


· Organisations agreeing to share data are responsible for ensuring they are covered by the appropriate statutory bases on which any operational sharing is established and agreed (see appendix 3).

· For sharing initiatives supporting the safeguarding of individuals, the legal basis for use/sharing by care organisations is primarily:

· UK GDPR Article 6(1)e – ‘necessary for the performance of a task carried out in the public interest or in the exercise of official authority’[footnoteRef:5]. [5:  as above.] 


· UK GDPR Article 9(2)b – that the processing is necessary for the purposes of carrying out the obligations of the controller or data subject in the field of social protection law; the provisions of the Children Acts 1989 and 2004, and the Care Act 2014 are relevant, or

· UK GDPR Article 9(2)c – that the “processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent”, or

· UK GDPR Article 9(2)h – that the “processing is necessary for the purposes of … the provision of health or social care or treatment or the management of health or social care systems and services on the basis of domestic law or pursuant to contract with a health professional…”

Appendix 4 provides general guidance on the likely UK GDPR conditions in respect of different uses of data. However, this must be assessed on a case-by-case basis in consultation with information governance subject matter experts as there may be nuances that would cause uses to deviate from the ‘likely’ bases.

The data collected by the Police is processed for law enforcement purposes under Part 3 and an additional lawful basis needed to be identified to share under Part 2[footnoteRef:6]. [6:  The legal basis for use/sharing by the Police is primarily in accordance with section 35 and the processing conditions set out in schedule 8  of the UK Data Protection Act 2018 and relevant additions (by way of Secretary of State regulations).] 


6. [bookmark: _Toc78401634] Principles for purposes other than safeguarding: 

· Service providers can only use the data they hold in relation to managing and developing their own services.  They can, by agreement, link with other providers to do this on a wider basis.  They can also, by agreement, provide data to commissioning organisations to support the functions of those organisations.

· Commissioning organisations can only use data related to the population that they cover.

· Commissioning organisations can link their legal powers together across a wider geography (i.e. South West region or Integrated Care System) by establishing joint controller arrangements over combinations of data they wish to use.

· Providers can undertake data processing on datasets for commissioners by means of data processing agreements.

· Local authorities shall be seen as having both commissioner and provider functions in relation to the above statements.

· There will be an expectation that for any sharing other than for safeguarding this will be fully anonymised or de-personalised. Any potential sharing opportunity that includes Personal data will be assessed on a case-by-case basis. 



General Data Protection Regulation - justifications and common law of confidentiality applied to core ‘non safeguarding purposes’ (NB this list is a non-exhaustive list of examples)
	Purposes 
	GDPR Article 6
	GDPR Article 9
	Common law of confidentiality

	Risk stratification for service planning

	Necessary for the performance of a task carried out in the public interest or in the exercise of official authority.
	Management of health or social care systems and services on the basis of member state law
	Requires linkage between data sources, via pseudonymised data either at source or via controlled environment where data processing is automated and not conducted manually by users.

	Managing finances, quality & outcomes

	
	
	

	Planning, implementing and evaluating population health strategy

	
	
	

	Undertaking research
	Necessary for the performance of a task carried out in the public interest or in the exercise of official authority. (Public Authority)

Legitimate interests (Private organisation)
	necessary for … scientific research purposes or statistical purposes in accordance with Article 89 (1) based on member state law (see legal gateways) which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the rights and interests of the data subject.
	Requires linkage between data sources, via pseudonymised data either at source or via controlled environment where data processing is automated and not conducted manually by users.



· National data opt out: All sharing initiatives under this approach will consider and where applicable link to the National Data Opt Out (NDOO) where it involves the use of health or care data.  The application of the NDOO will be considered both at the organisational level before data is shared and in any shared analytics/intelligence platform.  Its application will be confirmed in the DPIA for a specific initiative.

7. [bookmark: _Toc78401635]Process for establishing initiative specific data sharing arrangements

Each data sharing initiative (or an existing initiative at the point of review) within the scope of, or requiring the support of this agreement will:
· Set out the service led uses and purposes for data sharing.
· Demonstrate how it will consider engagement with stakeholders and inclusively undertake any engagement identified as necessary.  This to include the public, both from the perspective of concerns around the use of their personal data and the benefits/impacts and justifications for undertaking the initiative in general.
· Set out the best approach to enable the data sharing, based on the principles, processes and reference materials in this agreement. 
· From the identified purposes for sharing, detail the relevant legal gateways and lawful basis, drawing on the detail and approach set out in this agreement and applying them as relevant to the sharing initiative.
· Confirm the status of the organisations involved (i.e. controller, processor etc) and where required, establish joint controller arrangements.
· Identify the data types/items, the method of exchange, the risks and agreed mitigation controls, including pseudonymisation and encryption of data as required by DPIA. 
· Conduct a data protection impact assessment (DPIA) that is compliant with ICO guidance on conducting DPIAs.  A template form is available but use of this form is not mandatory. 
· Where agreed between the parties, in line with ICO guidance an operational data sharing agreement can be established.
· Each controller involved in an initiative will need to maintain ‘records of processing activities’ in line with data protection legislation, which may include data flow maps, access control matrices and associated documents.  Where possible the initiative will develop these once and share.  

The aim of the practical implementation of the agreement (and associated templates) is to ensure all initiatives supported have clear and consistent documentation on sharing, minimising any duplication and utilising any related documentation that the initiative needs on an operational basis (i.e. a shared care record will have a role based access matrix as part of project documentation).
Step through process:
· Identify stakeholders involved & service led drivers for the data sharing
· Identify lead for DPIA
· Conduct DPIA, involving consultation with stakeholders and public as required
· Where potential joint controllers identified, assess and where required set out joint controller arrangement 
· The DPIA will go to the IG leads of each affected Controller (which may form an Information Governance Advisory Panel) on the following basis:
· Initial awareness
· For advice on any specific issues/risks identified where a wider selection of views and analysis will help resolve issues
· Confirmation of agreement to DPIA by relevant partners (an Information Governance Advisory Panel would not be an ‘approving body’)
· Report on risk mitigation in DPIA (i.e. what’s in place, what’s being established)
· All stakeholders to review and approve DPIA via internal organisational process
· Sharing initiated either by agreement to Operational DSA (as required) or by enablement of service/provision of data 

8. [bookmark: _Toc78401636]Organisational commitments
All parties signing the South West Regional Serious Violence and Contextualised Safeguarding IG framework commit to:
· Share relevant data for specific sharing initiatives, with any other relevant agency involved in the sharing initiative, where the process for establishing specific sharing arrangements has been conducted and the detail of the sharing has been agreed by all relevant parties. Any agreement established will not prevent any party withdrawing their participation from a sharing initiative.  
· Where they participate in a sharing initiative, to inform data subjects about the sharing of data related to the safeguarding of individuals and the use of data for purposes other than safeguarding, noting that sharing is not restricted by organisational and geographical boundaries and that relevant information will be shared where necessary.  
· Where data is shared via a shared system, then the relevant partners will maintain ‘records of processing’ in line with data protection legislation, including identifying which data is shared and how any access control will be implemented.
9. [bookmark: _Toc78401637]Sharing partner assurances
Through the completion of a DPIA for any new use of data, it should be considered whether sharing partners must meet standards that qualifies them to partake in a data sharing initiative. An example of a required qualifying standard is provided in Appendix 5. 
Sign up to this framework does not indicate that an organisation meets any qualifying standard.


[bookmark: _Toc78401638]Appendix 1.  Tools to support sharing initiatives

Data Protection Impact Assessment (DPIA) template:
Use of this template is not mandatory, provided the sharing initiative completes a DPIA that is compliant with the ICO guidance on completing DPIAs.
· Describe the nature, scope, context and purposes of the processing;
· Assess necessity, proportionality and compliance measures;
· Consider and undertake any stakeholder and public consultation
· Confirm the legal gateways, the lawful basis for sharing and the implications of any specific legislation or regulation on the context of the sharing across all relevant partners.
· Identify and assess risks to individuals; and identify any measures to mitigate those risks.
· Identification of all controllers and description of their status, i.e. individual, joint etc..
· Identification of all processors and relevant contractual agreements – noting where these are required and assessing that they are put in place
· Process for the controller’s subject to the DPIA to agree the risks identified, the mitigation controls and the process for auditing sufficiency during the sharing programme.
· Mitigation controls will include:
· Technical measures, operating processes, common standards/accreditations, agreed data flow maps/records of processing activities & access controls (i.e. Role Based Access Controls) and associated processes


Operational Data Sharing Agreement Template
The template available here can be used where a sharing initiative has identified the need for a specific operational document setting out the detail of the sharing, including the data items, method and other specifics, where documented agreement is required between partners.





Joint Controllership Assessment & Arrangements Template
Where a DPIA for a sharing initiative has identified that some controllers are acting in a joint controllership capacity, the template below can be used to assess whether the controller are joint and if so to set out the arrangements required by GDPR Article 26.



File sharing / collaboration platform
It is recommended that, for any initiative involving multiple stakeholders, a file-sharing/collaboration platform is used to improve accessibility, avoid duplication and manage version control effectively. 


[bookmark: _Toc78401639]Appendix 2.  Reference materials: the components of data sharing.

Data sharing between agencies requires the following to be in place:
· Identified roles and responsibilities of the organisations sharing data.  
· Organisations which determine the purposes and means for sharing personal data are ‘controllers’ of that data.  This can be separately or on a joint basis.
· Organisations that undertake processing of data but do not determine the purposes and means and act only on instructions of a controller are processors.  
· Legal powers (a.k.a ‘legal gateways’) – legislation that gives public bodies their legal powers to provide services.  It is implicit within many such services that data is recorded and shared to ensure those services can be provided across agencies.  These powers can be delegated by service contract to a private organisation.  Private organisations do not need legislation establishing their functions/activities in the same way, but must ensure all their activities are lawful.
· Lawful basis – personal data and special category personal data cannot be used unless the purpose is covered by justifications for using personal data in data protection legislation.  Data Protection principles also require that any other relevant laws related to the data processing are identified and complied with.
· Application of data protection legislation principles to the data sharing, including:
· Agreed basis on how data sharing partners can demonstrate their accountability in relation to the data sharing.
· Where any sharing is under joint controllership then there needs to be an agreed arrangement to how data subject rights are managed.
· Agreed approach to the management of incidents and breaches where data shared is jointly controlled.  Reliant on individual organisational policy in other circumstances.
Legal Powers to share data (legal gateways)
Under this agreement, information sharing is defined as two distinct paths:
1. Sharing of data for the safeguarding of an individual.  This includes the use of analysis tools on data that can provide useful ‘intelligence’ to the safeguarding professional(s) determining the best action to safeguard an individual.
2. Use for purposes other than safeguarding an individual, which do not directly benefit/impact the individual, such as service evaluation, redesign, research and development of methods to prevent violence.  
Reference material and links to the legal gateways to share data for each path are to be found in Appendix 3.
Lawful bases to process data
The requirement for lawful basis comes from the need to comply with relevant sections of the UK General Data Protection Regulation, the Data Protection Act 2018 and any other relevant law, including the common law of confidentiality.
The relevant lawful basis elements for each path are set out in sections 5 & 6.  

Application of data protection principles to each ‘path’
The following table sets out key requirements related to each ‘path’ that are the starting points for a sharing initiative to set out.  This is to support the DPIA that the initiative needs to conduct and promote a consistent baseline.
	Principle
	Path 1 – Safeguarding
	Path 2 – Purposes other than safeguarding

	Processed lawfully, fairly and in a transparent manner
	See section 5
	See section 6

	Processed for specific purposes and not further processed in a manner that is incompatible
	Satisfied if purpose is to safeguard an individual
	Partners should specify that data is used for these purposes in their ‘fair processing’ notices.  GDPR Article 5(1)b also highlights that research and statistical purposes compliant with Article 89 are not incompatible. This will be assessed by relevant DPIA(s). 

	Adequate, relevant and limited to what is necessary
	Application of controls such as role based access, legitimate relationships (in shared systems) and justification for the inclusion of data items
	Application of controls such as role based access, legitimate relationships (in shared systems) and justification for the inclusion of data items.  Specific consideration of items related to the identity.  Anonymisation or pseudonymisation being applied as early as possible

	Accurate and where necessary kept up to date
	Individual controller responsibility leading to potential joint responsibility in shared record systems and processes supporting safeguarding
	Dependent on application of the principle to data sources used for safeguarding.  Processes to extract and combine data need to consider checks to ensure processing does not compromise quality

	Kept in a form that permits identification for no longer than is necessary
	Application of retention periods already defined in contributing sectors.  May need specific consideration of variation between sectors in combined shared records
	Application of already defined retention periods.  In addition data that has been pseudonymised may be retained for longer (where assessed as compliant with Article 89 of GDPR).

	Processed in a manner that ensures appropriate security
	Assessed via DPIA for programme and identification of appropriate controls
	Assessed via DPIA for programme and identification of appropriate controls





[bookmark: _Toc78401640]Appendix 3.  Reference materials: Legal gateways supporting data sharing

Legal gateways supporting purposes other than the safeguarding of an individual. 
These can be accessed via the NHS England Secondary Use Data Governance Tool (https://data.england.nhs.uk/sudgt/).  A list of purposes other than safeguarding is available at: https://data.england.nhs.uk/sudgt/activities and by clicking through each purpose the detail of the legal gateways and the organisations they are applicable to can be accessed.
Legal gateways supporting the safeguarding of an individual (not an exhaustive list)
	Legislation
	Legal gateway
	Organisation

	Health and Social Care (Quality & Safety) Act 2015

	Section 3 (1),(2)(a)(b):
(1) This section applies in relation to information about an individual that is held by a relevant health or adult social care commissioner or provider (“the relevant person”).
(2) The relevant person must ensure that the information is disclosed to (a)persons working for the relevant person, and (b)any other relevant health or adult social care commissioner or provider with whom the relevant person communicates about the individual.
	All commissioners and providers of health and care services to Adults.

	Health & Social Care Act 2012
	Section 195:
(contains guidance about) specific duties of co-operation, including creating a Health and Wellbeing Board, which must, for the purpose of advancing the health and wellbeing of the people in its area, encourage persons who arrange for the provision of any health or social care services in that area to work in an integrated manner.
	All commissioners and providers of health and care services.

	Care Act 2014
	Section 1:
The general duty of a local authority, in exercising a function under this Part in the case of an individual, is to promote that individual’s well-being.
Well-being in this Part includes:
(b) physical and mental health and emotional well-being;
(c) protection from abuse and neglect;	
(f) social and economic well-being;
	Local authorities as commissioners and providers of health and care services to adults, and those commissioned to provide those services.

	Care Act 2014
	Section 3:
Local authorities must exercise their functions under this Part with a view to ensuring the integration of care and support provision with health provision and health-related provision where it considers that this would —
(a) promote the well-being of adults in its area with needs for care and support and the well-being of carers in its area,
(b) contribute to the prevention or delay of the development by adults in its area of needs for care and support or the development by carers in its area of needs for support, or
(c) improve the quality of care and support for adults, and of support for carers, provided in its area (including the outcomes that are achieved from such provision).
	Local authorities as commissioners and providers of health and care services to adults, and those commissioned to provide those services.

	Care Act 2014
	Section 42: Enquiry by local authorityE+W
This section has no associated Explanatory Notes
(1) This section applies where a local authority has reasonable cause to suspect that an adult in its area (whether or not ordinarily resident there)—
(a) has needs for care and support (whether or not the authority is meeting any of those needs),
(b) is experiencing, or is at risk of, abuse or neglect, and
(c) as a result of those needs is unable to protect himself or herself against the abuse or neglect or the risk of it.
(2) The local authority must make (or cause to be made) whatever enquiries it thinks necessary to enable it to decide whether any action should be taken in the adult's case (whether under this Part or otherwise) and, if so, what and by whom.
	Local authorities as commissioners and providers of health and care services to adults, and those commissioned to provide those services.

	The Children Act 1989
	Section 47(9)(11):
Where a local authority are conducting enquiries under this section, it shall be the duty of any person mentioned in subsection (11) to assist them with those enquiries (in particular by providing relevant information and advice).
The persons are—
(a) any local authority; 
(d) any clinical commissioning group, Local Health Board , Special Health Authority, National Health Service trust or NHS foundation trust; and
(e) any person authorised by the Secretary of State for the purposes of this section.
	Local Authorities conducting child protection enquiries and those that have a duty to assist (health bodies).

	The Children Act 1989
	A local authority may also request help from those listed above in connection with its functions under Part 3 of the Act. Part 3 of the Act, which comprises of Sections 17-30:
(allows for local authorities to provide various types of support for children and families).
Section 17(5):
Every local authority—
(a) shall facilitate the provision by others (including in particular voluntary organisations) of services which it is a function of the authority to provide by virtue of this section, or section 18, 20, 22A to 22C, 23B to 23D, 24A or 24B]; and
(b) may make such arrangements as they see fit for any person to act on their behalf in the provision of any such service.
	Local Authorities facilitating services to those identified as “in need” and those that are commissioned to provide the 
service.

	The Children Act 2004 
	Section 10:
Co-operation to improve well-being.
(3) The arrangements are to be made with a view to improving the well-being of children in the local authority’s area so far as relating to—
(a) physical and mental health and emotional well-being;
(b) protection from harm and neglect; (e) Social and economic well-being.
(4) for the purposes of this section each of the following is a relevant partner:
· District councils
· The police
· The probation service
· Youth offending teams (YOTs)
· Health and Wellbeing Board.  
· Any clinical commissioning group for an area any part of which falls within the area of the authority
	Local Authorities and relevant partners that have the remit to improve the well-being of children.

	The Children Act 2004
	Section 11:
Arrangements to safeguard and promote welfare. 
The section applies to: 
(a) a local authority in England;
(b) a district council which is not such an authority;
(bb) a clinical commissioning group;
(d) a Special Health Authority, so far as exercising functions in relation to England, designated by order made by the Secretary of State for the purposes of this section;
(f) an NHS trust all or most of whose hospitals, establishments and facilities are situated in England;
(g) an NHS foundation trust;
(h) the local policing body and chief officer of police for a police area in England;
(k) a youth offending team for an area in England;
(l) the governor of a prison or secure training centre in England (or, in the case of a contracted out prison or secure training centre, its director);
	Local Authorities and relevant partners that have a duty to safeguard and promote welfare of children.

	Childcare Act 2006
	Section 1:
General duties of local authority in relation to well-being of young children
(1) an English local authority must—
(a) improve the well-being of young children in their area, and
(2) in this Act “well-being”, in relation to children, means their well-being so far as relating to—
(a) physical and mental health and emotional well-being;
(b) protection from harm and neglect;
(e) social and economic well-being.
	Local authorities as commissioners and providers of health and care and services to children, and those commissioned to provide those services.

	Childcare Act 2006
	Section 4:
Duty of local authority and relevant partners to work togetherE+W
(2) This section has no associated Explanatory Notes
(1) For the purposes of this section each of the following is a relevant partner of an English local authority—
(za) the “National Health Service Commissioning Board;”, and
(a) a clinical commissioning group for an area any part of which falls within the area of the local authority;
(b) the Secretary of State, in relation to his functions under section 2 of the Employment and Training Act 1973 (c. 50).
	Local authorities as commissioners and providers of health and care and services to children, and those commissioned to provide those services.

	Children and Families Act 2014
	Section 23:
Places a duty on health bodies (CCGs, NHS Trust and NHS foundation trust) to bring certain children to local authority’s attention, where the health body has formed the opinion that the child has (or probably has) special educational needs or a disability.
	Health bodies and local authorities.

	Children and Families Act 2014
	Section 25:
Places a duty on a local authority to exercise its functions with a view to ensuring the integration of educational provision, training provision with health care and social care provision where it thinks that this would – 
(a) promote the well-being of children or young people in its area who have special education needs or a disability, or 
(b) improve the quality of special educational provision in its area or outside its area for children it is responsible for who have special educational needs
	Local authorities as commissioners and providers of health and care and services to children, and those commissioned to provide those services.

	Crime and Disorder Act 1998  
	Section 17:
Duty to consider crime and disorder implications.
(1) Without prejudice to any other obligation imposed on it, it shall be the duty of each authority to which this section applies to exercise its various functions with due regard to the likely effect of the exercise of those functions on, and the need to do all that it reasonably can to prevent, crime and disorder in its area.
(2) This section applies to a local authority, a joint authority, a local policing body, and others. 
	Local authorities and the Police

	Digital Economy Act 2017
	Section 35 (1)(2)(9)(10)(11)(12):
Disclosure of information to improve public service delivery.
This section has no associated Explanatory Notes
(1) A specified person may disclose information held by the person in connection with any of the person’s functions to another specified person for the purposes of an objective which is a specified objective in relation to each of those persons.
(2) In this section “specified person” means a person specified, or of a description specified, in Schedule 4
(9) The first condition is that the objective has as its purpose—
(a) the improvement or targeting of a public service provided to individuals or households, or
(b) the facilitation of the provision of a benefit (whether or not financial) to individuals or households.
(10) The second condition is that the objective has as its purpose the improvement of the well-being of individuals or households.
(11) The reference in subsection (10) to the well-being of individuals or households includes—
(a) their physical and mental health and emotional well-being,
(b) the contribution made by them to society, and
(c) their social and economic well-being.
(12)The third condition is that the objective has as its purpose the supporting of—
(a) the delivery of a specified person’s functions, or
(b) the administration, monitoring or enforcement of a specified person’s functions.
	Local authorities as commissioners and providers of health and care and services, and those commissioned to provide those services.

	Local Government Act 2000
	Section 2
Promotion of well-being.E+W
1. This section has no associated Explanatory Notes
(1) Every local authority are to have power to do anything which they consider is likely to achieve any one or more of the following objects—
 (b) the promotion or improvement of the social well-being of their area, and
	Local Authorities

	National Health Service Act 1977
	Section 22:
Co-operation between health authorities and local authorities.E+W+S
(1) In exercising their respective functions NHS bodies (on the one hand) and local authorities (on the other) shall co-operate with one another in order to secure and advance the health and welfare of the people of England and Wales.
In this section “NHS body” means—
(za) a Strategic Health Authority;
(a) a Health Authority;
(b) a Special Health Authority;
(d) an NHS trust.]

	Health bodies and local authorities.

	National Health Service Act 2006
	Section 82:
Places a duty on NHS bodies and local authorities to co-operate with one another in order to secure and advance the health and welfare of the people of England and Wales.
	Health bodies and local authorities as commissioners and providers of health and care and services, and those commissioned to provide those services.

	Special Education Needs and Disability Regulations 2014
	Section 6:
Where the local authority secures an EHC needs assessment for a child or young person, it must seek the following advice and information, on the needs of the child or young person, and what provision may be required to meet such needs and the outcomes that are intended to be achieved by the child or young person receiving that provision—
(c) medical advice and information from a health care professional identified by the responsible commissioning body;
(d) psychological advice and information from an educational psychologist;
(e) advice and information in relation to social care;
(f)advice and information from any other person the local authority thinks is appropriate;
(h) advice and information from any person the child’s parent or young person reasonably requests that the local authority seek advice from.
	Local authorities as commissioners and providers of health and care and services to children, and those commissioned to provide those services.





[bookmark: _Toc78401641]Appendix 4. Application of UK GDPR Article 6 and 9 processing conditions to uses of data for purposes related to reducing serious violence and safeguarding concerns
	UK GDPR Article 6 or Article 9 processing condition
	Data uses, related to reducing serious violence and safeguarding concerns, likely to fall under processing condition

	Art 6(1)a “the data subject has given consent to the processing of his or her personal data for one or more specific purposes”
	This could apply to uses of data on victims or witnesses, unless overruled by public interest or a legal duty, which would be covered by another processing condition.

	Art 6(1)b “processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract”
	Unlikely to apply, unless data used is part of service provided to the data subject (e.g. a private health service and the use of data was included in the agreement/contract between service provider and data subject).

	Art 6(1)c “processing is necessary for compliance with a legal obligation to which the controller is subject”
	Likely to apply where data is being used/shared for a purpose for which the Controller has a duty, power or is required, in law, to use/share the data for. 

	Art 6(1)d “processing is necessary in order to protect the vital interests of the data subject or of another natural person”
	Likely to apply where data is used/shared in an emergency situation, to protect an individual from immediate serious harm or death.

	Art 6(1)e “processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller”
	Likely to apply where data is used for a purpose/task, for which the majority of the general public would expect the data to be used, or where the data is used by an organisation in respect of fulfilling a statutory function.

	Art 6(1)f “processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party…”
	Unlikely to be applicable in this context.  However, if 6(1)c nor 6(1)e applies, then this could be considered.

	Art 9(2)a “the data subject has given explicit consent to the processing…”
	This could apply to uses of data on victims or witnesses, unless overruled by public interest or a legal duty, which would be covered by another processing condition.

	Art 9(2)b “processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or of the data subject in the field of employment and social security and social protection law insofar as it is authorised by domestic law…”
	Likely to link to key parts of social protection law, giving controllers a duty or power (depending on applicable law) to use/share relevant data for tackling serious violence and safeguarding concerns.

	Art 9(2)c “processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent”
	Likely to apply where data is used/shared in an emergency situation, to protect an individual from immediate serious harm or death.

	Art 9(2)d “processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body…”
	Unlikely to apply, unless data used relates to a member of such a body – the processing condition does not apply to any disclosures outside of the body.

	Art 9(2)e “processing relates to personal data which are manifestly made public by the data subject”
	Unlikely to apply, as likely, even if such data was used, that another, more appropriate processing condition would apply.

	Art 9(2)f “processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity”
	Possible this would apply, as data used could become relevant a legal claim.

	Art 9(2)g “processing is necessary for reasons of substantial public interest…”
	This is likely to apply in many circumstances where organisations are subject to legal duties, powers etc, to use/share data to tackle serious violence and safeguarding concerns[footnoteRef:7]. [7:  For further information refer to What are the substantial public interest conditions? | ICO] 


	Art 9(2)h “processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services…”
	Likely to apply where use of data relates to the provision or management of health or social care services.

	Art 9(2)i “processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices…”
	Unlikely to apply to uses of data for tackling serious violence and safeguarding concerns. It has a relation to public health, but this condition lends itself more specifically to processing of data necessary to tackle serious cross border threats (such as a pandemic), etc

	Art 9(2)j “processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes…”
	Unlikely to apply until such time as there is no longer necessity to retain data under other processing conditions and so data may be appraised and retained for longer should this condition apply.





[bookmark: _Toc78401642]Appendix 5. Qualifying Standard (Example)
The Qualifying Standard for organisations to achieve to sign up to this sharing agreement is achievement of ‘standards met’ to the current version of the Data Security & Protection Toolkit (https://www.dsptoolkit.nhs.uk/).
Where organisations have completed the toolkit but not achieved ‘standards met’.
In these cases, organisations will be asked to:
· Confirm the standards within DSP Toolkit that they have not met
· Confirm the timescale by when they plan to achieve these standards
· Identify any other standards/accreditations they have that relate
The Information Governance Advisory Panel (or equivalent) will receive and consider the position of the organisation and make recommendation to systems’ Digital Strategy Group (or equivalent) that the organisation can/cannot sign at this time.

Where organisations are not required to complete the DSP Toolkit
Organisations in this position will be invited to complete the DSP Toolkit voluntarily.  If they are unwilling to do so, perhaps on the basis that they have already achieved other accreditations related to information governance and data security then the Information Governance Advisory Panel (or equivalent) will invite them to detail those accreditations along with any narrative the organisation wishes to provide.  This will be reviewed by the panel and any recommendation made provided to the Digital Strategy Group (or equivalent) for consideration.
Where an organisation has previously been compliant with DSP Toolkit or other approved accreditation but it has expired.
The organisation will be asked to confirm their plans for reviewing and updating their DSP Toolkit or accreditation.  The Information Governance Advisory Panel (or equivalent) will make recommendations to the Digital Strategy Group (or equivalent) having considered the organisation’s submission.


[bookmark: _Toc78401643]Appendix 6. Signature of agreement to framework

	Signed on behalf of (Insert org name)


	Name
	

	Job title
	This may be the organisation’s Senior Information Risk Owner, Caldicott Guardian or a representative with equivalent authority

	Signature
	

	Date
	



Alternatively, an email confirming sign up to the framework from the signatory will be accepted.
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NHSE DPIA template


NHSE DPIA template
Data Protection Impact Assessment Summary

FOR COMPLETION BY CORPORATE INFORMATION GOVERNANCE

To skip this section and begin the assessment, please click here



Project information

		Project name

		Project title



		IG reference

		IG20200000



		Purpose

		Brief description of what the project is and what it aims to achieve.



		Is this an update to a previous DPIA?

		Y/N

		If Y, provide IG reference of predecessor DPIA

		IG20200000/NA







Data processing

		Type(s) of personal data processed

		Patient Identifiable Data

		Y/N



		

		Patient Pseudonymised Data

		Y/N



		

		Other Person Identifiable Data

		Y/N



		

		Other Person Pseudonymised Data

		Y/N



		Special category data 

		Y/N



		Processing summary

		Brief description of how the data will be processed. 



		Data processors

		Names of any data processors involved in the processing.







Risks and issues

		Key risks

		Brief summary of key risks for SIRO consideration



		Key issues

		Brief summary of key issues for SIRO consideration







IG review

		IG recommendation

		Approve or Approve with Conditions



		Recommended Conditions

		· Recommended condition 1

· Recommended condition 2



		IG comments

		Space for any further comments, concerns or rationale from the IG colleague supporting the DPIA





DPIA Assurance Checklist

FOR COMPLETION BY CORPORATE INFORMATION GOVERNANCE

To skip this section and begin the assessment, please click here



General checks

		Clear summary provided

		Y/N



		Risk register attached and complete

		Y/N



		Abbreviations explained, watermarks/tracked changes / comments removed

		Y/N



		Consistent use of data type terminology (identifiable, pseudonymised, anonymised / aggregate)

		Y/N



		All queries resolved

		Y/N







Joint data controller(s)

Only where NHSE and/or NHSI will be acting as a joint controller with another organisation (other than each other)

		Criteria

		Check

		If No, provide justification



		Joint data controller agreement included

		Y/N/NA

		







Data processor(s)

Only where one or more data processors will be used

		Criteria

		Check

		If No, provide justification



		Relevant data processor checklist completed for each processor

		Y/N/NA

		



		Data processing agreement, or relevant clauses from contract, included for each processor

		Y/N/NA

		







Data sharing

Only where sharing personal data with one or more third parties (exc. processors)

		Criteria

		Check

		If No, provide justification



		Data sharing agreement included for each third party

		Y/N/NA

		







Lawful basis

Only where sharing personal data with one or more third parties (exc. processors)

		Criteria

		Check

		If No, provide justification



		Lawful basis for processing personal data under Article 6 established

		Y/N

		



		Lawful basis for processing personal data under Article 9 established

Only where processing special categories

		Y/N/NA

		



		Common law duty of confidence is satisfied

Only where processing data subject to confidence

		Y/N/NA

		







Information assets and privacy information

		Criteria

		Check

		If No, provide justification



		New asset to be created or existing asset updated to reflect this processing

		New/Update/N

		



		Central privacy notice reflects this processing or will be updated accordingly

		Y/N

		







Reviewers

		Criteria

		Check

		If No, provide justification



		1a. ICT review sought

Only where new system/technology on NHSE/I infrastructure or any system/technology on 3rd party infrastructure

		Y/N/NA

		



		1b. RIM review sought

Only where processing will create new corporate records

		Y/N/NA

		



		2. IG manager review sought

8a or above in all cases

8b or above if patient identifiable data

		Y/N

		



		3a. DPO review sought

Only where there are risks that remain Amber/Red, Red or Black, processing outside of the UK or identifiable special categories of data 

		Y/N/NA

		



		3b. ICO review sought

Only where the DPO has requested ICO review 

		Y/N/NA

		



		4. Caldicott review sought

Only where patient identifiable data processed

		Y/N/NA

		







Publishing DPIAs

		Criteria

		Check

		If Yes, complete checklist



		Will this DPIA be published or shared outside NHSE/NHSI?

Only needs to be completed once SIRO approval received

		Y/N

		Copy version created with:



		

		

		

		SLSP removed



		

		

		

		Agreements/contracts removed



		

		

		

		DPIA checklist removed



		

		

		

		DP checklist(s) removed



		

		

		

		Risk register removed



		

		

		

		SIRO feedback removed



		

		

		

		Consent to share (business owner, IG owner, DPO, SIRO)



		

		

		

		Names and signatures redacted
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[bookmark: Start]Data Protection Impact Assessment 

<Title>

Status: [In Draft]

Template Version number: 6.0

Published Date: 

Prepared by: 

Classification: OFFICIAL



	

Administrative information

		Business Contact



		Your name

		



		Your job title

		



		Your team

		



		Your directorate or region

		



		Your organisation

		



		Your telephone number

		



		Your email address

		







		Accountable Director (VSM)



		Your name

		



		Your job title

		



		Your team

		



		Your directorate or region

		



		Your organisation

		



		Your telephone number

		



		Your email address

		







		Corporate IG Contact



		Your name

		



		Your job title

		



		Central or regional IG team

		



		Your telephone number

		



		Your email address

		










Purposes

		Is this a new DPIA or update to a previous assessment? 

		



		Fully describe what is the purpose of the project and how is the processing of information necessary to that work?

		







Nature of the data

		Will the processing involve anonymised information[footnoteRef:2]?  [2:  anonymous information is information which does not relate to an identified or identifiable natural person or to personal data rendered anonymous in such a manner that the data subject is not or no longer identifiable
] 




		



		Will the processing involve pseudonymised personal data?

		



		Will the processing involve fully identifiable personal data?

		







		Will the processing involve processing pseudonymised data about NHS patients? 

		



		Will the processing involve processing fully identifiable data about NHS patients? 

		







Assets

		Does the proposal involve creating a new information asset?

		



		Does the proposal involve processing data held on an existing information asset or assets?



		Yes/No

Asset number(s): 

Asset owner(s): 



		Is/are the asset owner(s) aware of the proposal

		







What is the timeframe for the project/programme/initiative? 

Please include commencement dates and any foreseen end dates

		 







Controllers[footnoteRef:3] [3:  'controller' means NHSE, alone or jointly with others, determines the purposes and means of the processing of personal data 
] 


		NHS England

		



		TDA

		



		Monitor

		



		Other (Please do not include any third party that we are contracting with to process personal data for us as a processor.)

		







Screening questions

		Does the proposal involve any of the following – drop down list to include:

· NCDR

· Pseudonymised by NHS Digital 

· Aggregate data

· Anonymised data



		



		Will the processing involve a large amount of personal data (including pseudonymised personal data) and affect a large number of data subjects?

		



		Will the project involve the use of a new technology(ies) which might be perceived as being privacy intrusive? i.e. using biometrics, facial recognition, Artificial Intelligence or tracking (such as tracking an individual’s geolocation or behaviour)?

		



		Will the processing introduce or make use of a new platform not currently in use?

		



		In the absence of proper controls is there the risk that the processing may give rise to discrimination, identity theft or fraud, financial loss, damage to the reputation, loss of confidentiality of personal data protected by professional secrecy (e.g. health records), unauthorised reversal of pseudonymisation, or any other significant economic or social disadvantage?

		



		Does the proposal introduce difficulties in ensuring that individuals are informed or able to exercise their information rights?

		



		Will there be processing of genetic data, data concerning health, sex life, racial or ethnic origin, biometric data, political opinions, religion or philosophical beliefs, or trade union membership?

		



		Will there be processing of data concerning criminal convictions and offences or related security measures?

		



		Will the project involve the targeting of children or other vulnerable individuals for marketing purposes, profiling or other automated decision making?

		



		Will the processing result in you making decisions or taking actions against individuals in ways which can have a significant impact on them? e.g. decisions about an individual’s access to a product, service, opportunity or benefit, or recruitment aptitude test based on automated decision making (including profiling)?

		



		Will there be a systematic monitoring of a publicly accessible area on a large scale (e.g. CCTV)?

		



		Will the processing include any data matching e.g. the combining, comparing or linking of personal data obtained from multiple sources?

		



		Will personal data about individuals be shared with other organisations or people who have not previously had routine access to the data?

		



		Will the project/proposal use personal data about individuals for a purpose it is not currently used for or in a new way?

		



		Will the project require you to contact individuals in ways which they may find intrusive? i.e. telephoning or emailing them without their prior consent.

		



		Are you using a Data Processor/third party supplier or is a service/processing activity being transferred to a new supplier/organisation (or re-contracted) at the end of an existing contract?

		







NB. If the answer to any of the above questions is Yes, please complete the rest of the form. If all of the screening questions are answered No, you do not need to complete the rest of the form, but the central or regional Corporate IG team must still review and approve the document. 






Personal data[footnoteRef:4] [4:  ‘personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person
] 


		Why would it not be possible to do without personal data?

		



		What are the required personal data?
Please itemise them or supply a dummy sample, blank forms, screenshots from the prototype system etc.

		



		Please confirm that this is the minimum amount of personal data that is necessary.

		



		Would it be possible for NHSE to use pseudonymised personal data for any element of the processing?



		



		If Y, please specify the element(s) and describe the pseudonymisation technique(s) that we are proposing to use.

		







Scale and constituency(ies)

		What is the scale of the processing?

i.e. approximately how many people will be the subject of the processing

		



		Please describe the constituency(ies).



		







Outcomes

		What will be the effects of the processing?

i.e. what actions/decisions will result from the processing

		











Joint working controllership relationship and bases for lawful processing

If NHS England and NHS Improvement are not working together for this purpose, then please proceed to next section.

		Which controllership scenario(s) below apply(ies)?

		Yes/No

		Legal basis GDPR Article 6



		

		

		NHS England

		TDA

		Monitor

		NHS Digital

		Other



		1. Joint controllers – aligned exercise of specific statutory functions

		The Parties have separate statutory functions as the basis for conducting activities and processing, but the functions are related, and their exercise is to be aligned.  



For example, processing to support

· NHS England’s functions in respect of the performance assessment of CCGs and giving directions to CCGs

· NHS Improvement’s functions in respect of the oversight and regulation of NHS trusts and Foundation Trusts.



		Yes/No

		

		

		

		

		



		2. Joint controllers – general powers and corporate governance arrangements

		The Parties collaboratively process personal data in the exercise of their general powers.



For example, processing to support

· The appointment of joint executive positions on the board and at a senior level

· Shared HR service

· Planning for operational management of integrated teams

· Line management of integrated teams

· The establishment of a shared secretariat for servicing boards and committees.





		Yes/No

		

		

		

		

		



		3. One Party is a Controller, supported by staff employed by any of the other Parties

		One Party alone is responsible for determining the purpose and means of Processing to exercise its own functions and consequently it is the sole Controller.  An employee of another of the Parties who assists with the Processing under the guidance, direction or supervision of the sole Controller is acting as an agent of the Party which has the function and which is the Controller. 



		Yes/No

		

		

		

		

		



		4. Data sharing – with each organisation as a separate controller

		Information is shared between Parties as individual data controllers. Personal data is disclosed by one Party to another for the latter’s discrete purposes. 



The Parties undertake their own functions, but with the support of either or both of the others in a manner which involves the sharing of personal data.



		Yes/No

		

		

		

		

		



		4a. Disclosing controller

		NHS England / TDA / Monitor

		



		4b. Recipient controller

		NHS England / TDA / Monitor

		



		5. Processor

		One or more of the Parties acts as a processor for one or more of the other Parties. The processing Party does not need a legal basis, relying on that of the controller.



For example

One of the Parties remains as data controller responsible for determining the purpose and means of processing, but the processing of data on itself is undertaken by another Party.



		

		

		

		

		

		



		5a. Controller(s)

		NHS England / TDA / Monitor

		

		

		

		

		

		



		5b. Processor

		NHS England / TDA / Monitor

		

		

		

		

		

		





















Purpose(s) and legal basis(es) of the processing

Only complete if sole controller, select all that apply.

		Lawful Basis

		Processing Condition

		Applies

		Rationale



		The processing is necessary for a task that is within our remit as a public authority.



Please describe NHS England or NHS Improvement’s statutory powers that permit processing of the personal data.

		GDPR Article 6(1)(e)



		

		



		We are under a legal obligation to carry out the processing.



Please describe the legal obligation (e.g. legal obligation to disclose employees’ payments and deductions to HMRC).

		GDPR Article 6(1)(c)



		

		



		The processing is necessary for the arrangement or fulfilment of a contract between us and the subject(s) of the personal data.



Please describe the contract to be fulfilled (e.g. recruitment and management of staff contracts).

		GDPR Article 6(1)(b)

		

		



		We will be seeking, and recording, freely given, specific and informed consent[footnoteRef:5] to the processing.
 [5:  'consent' of the data subject means any freely given, specific, informed and unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her – this must be demonstrable by NHSE
] 


Please be aware that the definition of consent for GDPR purposes is very rigorous and supply a copy of the draft consent form or describe the consent mechanism to be used.

		GDPR Article 6(1)(a)

		

		



		The processing is necessary in an emergency situation to protect the life or safety of any person.



Please describe the situation (e.g. disclosing patient contact information to third parties to facilitate emergency care following a natural disaster), noting that this basis should be used only where the processing cannot be based on another legal basis.

		GDPR Article 6(1)(d)

		

		



		The processing is necessary in the legitimate interests of NHSE or a third party.



Please describe the legitimate interest(s), noting that such interests cannot be used as a basis for our statutory activities, but may be used for incidental tasks. You should also explain why and how they are not in conflict with the interests, rights or freedoms of the subjects of the personal data.

		GDPR Article 6(1)(f)

		

		







Special categories of personal data

Select all the special categories of data that may be processed.

		Racial or ethnic origin

		



		Political opinions

		



		Religious or philosophical beliefs

		



		Trade union membership

		



		Genetic data[footnoteRef:6] [6:  'genetic data' means personal data relating to the inherited or acquired genetic characteristics of a natural person which give unique information about the physiology or the health of that natural person and which result, in particular, from an analysis of a biological sample from the natural person in question
] 


		



		Biometric data[footnoteRef:7] [7:  'biometric data' means personal data resulting from specific technical processing relating to the physical, physiological or behavioural characteristics of a natural person, which allow or confirm the unique identification of that natural person, such as facial images or dactyloscopic data
] 


		



		Data concerning health[footnoteRef:8] [8:  'data concerning health' means personal data related to the physical or mental health of a natural person, including the provision of health care services, which reveal information about his or her health status
] 


		



		Data concerning the sex life or sexual orientation of the data subjects 

		







If there are no special categories of data processed, please skip the following section and proceed to the ‘Common law duty of confidentiality’ section.

Where processing special categories of data, indicate the lawful basis for its processing using th table below, selecting all that apply.

		Lawful Basis

		Processing Condition

		Applies

		Rationale



		We will be seeking explicit consent to undertake the processing.

		GDPR Article 9(2)(a)

		

		



		The processing is required in the field of employment, social security or social protection law.

		GDPR Article 9(2)(b)

		

		



		The processing is necessary in an emergency situation to protect the life or safety of any person where the data subject cannot consent.

		GDPR Article 9(2)(c)

		

		



		The data subject has put the personal data in the public domain.

		GDPR Article 9(2)(e)

		

		



		The processing is necessary for legal claims or to the Courts.

		GDPR Article 9(2)(f)

		

		



		The processing is necessary for reasons of substantial public interest.

		GDPR Article 9(2)(g)

		

		



		The processing is necessary for health or social care purposes.

		GDPR Article 9(2)(h)

		

		



		The processing is necessary for public health purposes.

		GDPR Article 9(2)(i)

		

		



		The processing is necessary for archiving in the public interest, scientific or historical research purposes or statistical purposes.

		GDPR Article 9(2)(j)

		

		







Common law duty of confidentiality 

		Are any of the data subject to a duty of confidentiality (e.g. clinical records, OH details, payroll information)? If so, please specify them.

		



		Where it is planned to disclose such data, what are the grounds for doing so?

		Consent

		

		



		

		Safeguarding

		

		



		

		Other overriding public interest

		

		



		

		Legal duty or permissive power (e.g. s251 support, court order)

		

		



		If the processing is of data concerning health or social care, is it for a purpose other than direct care[footnoteRef:9]? [9:  direct care: a clinical, social or public health activity concerned with the prevention, investigation and treatment of illness and the alleviation of suffering of individuals. It includes supporting individuals’ ability to function and improve their participation in life and society. It includes the assurance of safe and high quality care and treatment through local audit, the management of untoward or adverse incidents, person satisfaction
including measurement of outcomes undertaken by one or more registered and regulated health or social care professionals and their team with whom the individual has a legitimate relationship for their care.
] 


		







Consultation 

		Would it be appropriate to seek the views of data subjects or their representatives on the proposed processing? 

		



		If Y, how will this be done?



		



		If N, why is this the case?



		



		Would it be helpful to seek advice from independent experts (clinicians, security experts, ethicists etc.) where their specialist knowledge would be useful in understanding and managing privacy risks? 

		



		If Y, how will this be done?

		



		Will any other stakeholder(s) (whether internal or external) need to be consulted about the proposed processing (e.g. NHSE Central team, Public Health England, NHS Digital, the Office for National Statistics)?

		



		What was/were the outcomes(s) of such consultation?

		







Datasets and access

		Purpose / process

		Required data items

		Accessed by (Roles)

		Storage location



		

		

		

		



		

		

		

		UK/EEA/Wider



		

		

		

		UK/EEA/Wider



		

		

		

		UK/EEA/Wider







Data processor[footnoteRef:10] [10:  'processor' means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller
] 


		Will the processing be wholly or partly performed on our behalf by a data processor(s)?

		



		If Y please give details 



		



		Where is the data to be processed by the data processor?

		







If the processing is not completed by a data processor, please ignore the following questions and proceed to the ‘Collection of personal data’ section.

		What assurance has been/will be sought about the/each processor’s compliance with the GDPR?

		



		Will the contract use NHS England’s standard data processing agreement template?

		



		Has a draft or final copy of the data processing agreement been supplied with this DPIA? If No, please explain.

		



		Will the contract contain standard clauses to require compliance with the GDPR?

		



		Will the contract contain clauses to address the secure transfer of the personal data to a successor data processor should this become necessary or upon the expiry of the term? 

		







Collection of personal data

		Will personal data be collected from the data subject?



		



		Will personal data be obtained from sources other than the subject?

		



		Will personal data be collected from a third party(ies)?



		



		If Y, please identify the third party(ies)?



		



		Is the provision of personal data obligatory or voluntary?



		



		If obligatory, why/how is that the case?



		



		What are the possible consequences for a data subject if there is a failure to provide the requested personal data?

		







Privacy information

		Does NHS England and NHS Improvements central privacy notice already describe this processing? 

		



		Will the NHS England and NHS Improvement central privacy notice be updated to describe this processing?

		



		Will local privacy information be made available to data subjects in addition to the central privacy notice (required where information will be collected directly from data subjects)? If so, please provide a draft of the proposed privacy information.



		







Accuracy of personal data

		How will we ensure the accuracy of the personal data (including their rectification or erasure where necessary)?

		



		How will we monitor the quality of the personal data?

		







Subject access and data subjects’ rights

		How will it be possible to provide a copy of the personal data processed about a particular individual to them (redacted as necessary) should they request access to this information?

(If you are purchasing an information management system, you should consider including requirements in the specification about searching and subject access requests.)

		



		What processes will be put in place to ensure that other data subjects rights can be appropriately applied to the personal data if necessary? 

		







Data sharing (other than between NHSE and NHSI)

		Will some or all of the personal data be shared with a third party (other than NHSE / NHSI and data processors)

		







If No, please skip outflows in the next section

		If Y, will the personal data be disclosed to a recipient(s) in a country outside the EEA or an international organisation?  

		







Data flows (including transfers between NHSE and NHSI)

Please supply a data flow map or complete the table:







		 Inflows



		Sender

		Content

		Pseudonymised?

		Mode

		Security

		Recipient



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		







		Outflows



		Sender

		Content

		Pseudonymised

		Mode

		Security

		Recipient



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		







Risks

What are the identified risks of the processing? Please complete risk register attached.





Incident reporting

		What plans are in place in relation to the internal reporting of a personal data breach?

(NB Unless the personal data breach is unlikely to result in a risk to the rights and freedoms of the individual(s), it will normally need to be reported to the ICO within 72 hours.)

		



		What plans are in place in relation to the notification of data subjects should there be a personal data breach?

(NB Where a personal data breach is likely to result in a high risk to the rights and freedoms of the individual(s), they should be notified as soon as reasonably feasible and provided with any recommendations to mitigate potential adverse effects.)

		







Business continuity planning

		How will the personal data be restored in a timely manner in the event of a physical or technical incident?

		







Records Management

		Will corporate records be created and / or managed as a result of this processing?

		



		Where will these records be stored?

		



		Is there a trained Records and Information Management Coordinator (RIMC) responsible for these records?

		







Retention of personal data

		What is/are the retention period(s) for the personal data?

		



		What is the basis for this retention period?

(Please indicate applicable guidance or rationale)

		



		Where personal data are processed outside of NHSE’s premises or systems, how will they be securely returned to NHSE for the remainder of the retention period(s) as and when this becomes necessary (e.g. following the closure of the project)?  

		







Direct marketing[footnoteRef:11] [11:  direct marketing is “the communication (by whatever means) of any advertising or marketing material which is directed to particular individuals” - all promotional material falls within this definition, including material promoting the aims of not-for-profit organisations
] 


		Will any personal data be processed for direct marketing purposes?

		



		If Yes, please describe how the proposed direct marketing will take place:

		







Data portability

		Where the processing is based on consent or due to a contract, it is carried out by automated means and the data subject has provided the personal data to us, will it be possible to provide them or a different controller with the personal data in a structured, commonly used and machine-readable format?



(NB This does not apply to processing necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller – GDPR Article 6(1)(e).)

		







Automated processing

		Will the processing result in a decision being made about the data subject solely on the basis of automated processing[footnoteRef:12] (including profiling[footnoteRef:13])? [12:  examples include the automatic refusal of an online credit application and e-recruiting practices without any human intervention
]  [13:  'profiling' means any form of automated processing of personal data consisting of the use of personal data to evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects concerning that natural person's performance at work, economic situation, health, personal preferences, interests, reliability, behaviour, location or movements] 


		



		If Yes, is the decision:

· necessary for entering into, or performance of, a contract between the data subject and a data controller

· authorised by law

· based on the data subject’s explicit consent?

		



		Please describe the logic involved in any automated decision-making.

		



		Please outline the significance and the envisaged consequences of such processing for the data subject.

		







ICT

		Will we, or the data processor(s), be using a new system to process the personal data?

		







 

If Yes to the above question around new systems, please ensure that a System Level Security Policy is completed, risk assessed by ICT and attached to this DPIA before proceeding to the sign off stage below. 






DPIA Review

Numbering denotes sequence of reviews



1a. Corporate ICT

Required if DPIA considers a new ICT system on NHS England and NHS Improvement’s infrastructure or any ICT system on a third party’s infrastructure

Submit to email TBC

		Summary of ICT review to be provided here.







		Name

		



		Role

		



		Signature

		







		Date

		







1b. Records and Information Management

Required if processing will create corporate records



		Summary of records and information management review to be provided here.







		Name

		



		Role

		



		Signature

		



		Date

		







2. IG Management

To be completed by senior member of Corporate IG (manager or above) in all cases or a Corporate IG Senior Manager or above where processing involves identifiable data about patients

Submit to relevant Corporate IG manager 

		Summary of IG manager’s review to be provided here.







		Name

		



		Role

		



		Signature

		







		Date

		







3a. Data Protection Officer

Required if processing involves risks that cannot be mitigated, processing outside of the UK or identifiable special categories of data



		Summary of DPO review to be provided here.







		Name

		



		Role

		



		Signature

		







		Date

		







3b. Information Commissioner’s Office

Only required where DPO requests ICO review



		Summary of ICO review to be provided here.







4. Caldicott Guardian

Only required where processing involves identifiable data about NHS patients



		Summary of Caldicott Guardian review to be provided here.







		Name

		



		Role

		



		Signature

		







		Date

		










DPIA Approval



Senior Information Risk Owner

		Decision of the SIRO:

		Approved / Approved with Conditions / Rejected







Questions or concerns raised during SIRO review

		Summary of concerns and questions raised at SIRO review to be provided here







Any additional conditions applied, beyond those identified in the risk register

		

		Additional Condition

		Review Date



		1

		

		



		2

		

		



		3

		

		



		4

		

		



		5

		

		







		Name

		



		Role

		



		Signature

		







		Date

		










Processor Checklist



		SUPPLIER INFORMATION



		Supplier name:





		Address: 





		Telephone number: 





		Name of key contact: 





		Email address of key contact: 





		If your organisation is registered with the ICO please provide Data Protection Notification number:





		Is your organisation compliant with the Data Security and Protection Toolkit:





		SERVICE TO BE SUPPLIED



		Please describe the service which is to be provided: 





		CHECKLIST



		1. Do you have policies covering all elements of Data Protection and Information Security (e.g. records of processing activities, data subject rights’ management)? 

 

		



		2. Do you have a register containing the processing activities conducted on behalf of NHS England and NHS Improvement?  

 

		



		3. Has the Data Processor appointed a Data Protection Officer if required? Please provide contact details if a DPO is required. 

 

		



		4. Will you be processing at an NHS site? If so, where?  

 

		



		5. Will your staff have remote access to NHS data? If yes, please explain.  

 

		



		6. Will you be storing any NHS data in paper format for any length of time? If yes, how will the data be stored?  

 

		



		7. Will you be storing any NHS data in electronic format?  

 

		



		8. If yes to Q7:  

 

- Do all users of your systems have their own log-in and password?  

 

		



		- How are access rights to systems controlled?  

 

		



		- Are back–ups encrypted?  

 

		



		- What protection do you have against malicious code?  

 

		



		- How often do you apply security patches?  

 

		



		- How often do you risk assess your security controls? 

 

		



		- What business continuity/disaster recovery plans do you have in place?  

 

		



		- Are USB ports/CD writers on staff equipment disabled?  

 

		



		- Will you be storing data outside the UK? If so, where? What information governance considerations have been taken into account?  

 

		



		- Will the data be linked with any other data collections? If so, how will the linkage be achieved?  

 

		



		9. What security controls do you have in place for your office premises?  

 

		



		10. What controls do you have in place for the security of your equipment?  

 

		



		11. Have you had any personal data breaches in the last three years? If so, please explain.  

 

		



		12. Please list the policies you have in relation to information security, data protection and incident reporting?  

 

		· 



		13. Describe potential disciplinary actions for breach of policy.  

 

		



		14. What steps do you take to ensure that the people you recruit have the honesty and integrity to handle person identifiable data?  

 

		



		15. How do you ensure that your staff understand the importance of data security and how to keep person identifiable data secure?  

 

		



		16. How frequently do you provide your staff with any training on data security and confidentiality and is their learning tested?  

 

		



		17. Will you ever transfer NHS data electronically? If so, how will it be transferred?  

 

		



		18. Will you ever transport any NHS hard copy data? If so, what security controls will be in place?  

 

		



		19. Will you ever destroy any NHS data? If so, how will this be done and what evidence of the destruction will you provide?  

 

		



		20. Will you ever sub-contract work in relation to NHS data? If so, in what circumstances? And if so, do you have relevant contractual relations with any sub-processors and have these been approved by NHS England and NHS Improvement? 

 

		



		APPROVAL



		Date reviewed

		



		Reviewed by

		



		Email address
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PIA Risk register


			Data Protection Impact Assessment - Risk Register





			Ref			Risk Title			Summary of Risk Potential			Risk Score
(Pre-mitigation)									Proposed solution(s) or mitigating action(s)			Action(s) required			Action Owner(s)			Date(s) for completion			Residual Risk Score
(Post-mitigation)									Evaluation of mitigation
(once complete)			Status


												Likelihood


Spiers, Jenny: 1 = Rare 
2 = Unlikely
3 = Possible
4 = Likely
5 = Almost certain

			Impact


Spiers, Jenny: 1 = Insignificant or  minor
2 = Moderate
3 = Significant
4 = Very significant
5 = Major
			RAG status															Likelihood


Spiers, Jenny: 1 = Rare 
2 = Unlikely
3 = Possible
4 = Likely
5 = Almost certain

			Impact


Spiers, Jenny: 1 = Insignificant or  minor
2 = Moderate
3 = Significant
4 = Very significant
5 = Major
			RAG status


			1			MANDATORY: Transferring of data outside of the EEA


			2			MANDATORY: Misuse of information by those with access


			3			MANDATORY: Adequate data processing agreements with relevant data processors


			4			MANDATORY: Lack of technical or organisational measures implemented to ensure appropriate security of the personal data


			5			MANDATORY: Personal data not being encrypted both/either in transit or at rest


			6			MANDATORY: Lack of testing which would assess and improve the effectiveness of such technical and organisational measures


			7			MANDATORY: The personal data not registered on the Information Asset Management System


			8			MANDATORY: Insufficient or non-compliant privacy information provided to the data subject(s)


			9			ADDITIONAL:


			10			ADDITIONAL:


			11			ADDITIONAL:


			12			ADDITIONAL:








Types of privacy risk


			Types of privacy risk





			Risks to individuals


			·         Inadequate disclosure controls increase the likelihood of information being shared inappropriately.


			·         The context in which information is used or disclosed can change over time, leading to it being used for different purposes without people’s knowledge.


			·         New surveillance methods may be an unjustified intrusion on their privacy.


			·         Measures taken against individuals as a result of collecting information about them might be seen as intrusive.


			·         The sharing and merging of datasets can allow organisations to collect a much wider set of information than individuals might expect.


			·         Identifiers might be collected and linked which prevent people from using a service anonymously.


			·         Vulnerable people may be particularly concerned about the risks of identification or the disclosure of information.


			·         Collecting information and linking identifiers might mean that an organisation is no longer using information which is safely anonymised.


			·         Information which is collected and stored unnecessarily, or is not properly managed so that duplicate records are created, presents a greater security risk.


			·         If a retention period is not established information might be used for longer than necessary.








			Compliance risk


			·         Non-compliance with the DPA.


			·         Non-compliance with the Privacy and Electronic Communications Regulations (PECR).


			·         Non-compliance with sector specific legislation or standards.


			·         Non-compliance with human rights legislation.





			Associated organisation/corporate risk


			·         Non-compliance with the DPA or other legislation can lead to sanctions, fines and reputational damage.


			·         Problems which are only identified after the project has launched are more likely to require expensive fixes.


			·         The use of biometric information or potentially intrusive tracking technologies may cause increased concern and cause people to avoid engaging with the organisation.


			·         Information which is collected and stored unnecessarily, or is not properly managed so that duplicate records are created, is less useful to the business.


			·         Public distrust about how information is used can damage an organisation’s reputation and lead to loss of business.


			·         Data losses which damage individuals could lead to claims for compensation.








Guidance for completion


						Risk guidance





						Guidance for completing a risk register 





						What is the actual risk ? (really consider and evaluate what the risk is). 


						Is the risk clear and concise and articulated with appropriate use of language, suitable for the public domain.


						All risks need to proceed with the wording: There is a risk that ……… would lead to ………….


						‘Risk owner’ and ‘Action owner’ should include full job title (not names). 


						Acronyms must be spelt out in the first instance.


						Be careful and sensitive about the wording of the risk, as risk registers are subject to Freedom of Information (FOI) requests.


						Don’t reference blame to other organisations in the risk register (the register may be made available in the public domain).


						Does the risk belong to a business area within the NHS England or another NHS body, e.g. DH.


						Risk assessment / scoring in line with the guidance  (really ask yourself how likely the realisation of the risk is). 





						The risk register





						Risk owner – the owner is responsible for the management and control of all aspects of the risk. Each national directorate has an assigned National Director who as Senior Responsible Owner (SRO) is the responsible risk owner for the strategic risks. 


						Risk description- a statement describing the cause, risk event and impact.  


						Mitigating actions - systems and processes that are in place and operating that mitigate this risk. This can include assurances: Internal assurance - internal evidence that this risk is being effectively managed (e.g. Board reporting, sub-committee and internal audit committee reviews), and external assurance - external evidence that this risk is being effectively managed (e.g. planned or received external audit reviews).


						Action owners - all risks have an action owner to who has delegated responsibility for the on going control, monitoring and status reporting.


						Completion date for actions - each mitigating action should have a completion date, for when the action will be completed. 





						Scoring the risks


						NHS England risks should be scored between 1-5 for both likelihood and impact. 


						The table below provides descriptions of likelihood and impact scoring. 





									Score


						Likelihood score 			1			2			3			4			5


						Descriptor			Rare			Unlikely			Possible			Likely			Almost Certain


						Frequency - how often might it happen? 
			This probably will never happen/recur			Do not expect it to happen/recur, but it is possible it may do so			Might happen or recur occasionally			Will probably happen/recur, but is not a persisting issue or circumstance			 Almost certain to happen/recur; possibly frequently





									Score


						Impact score			1			2			3			4			5


						Descriptor			Very low			Low			Medium			High			Very high


						Impact should it happen?
			Unlikely to have any impact			May have an impact			Likely to have an impact			Highly probable it will have a significant impact			Will have a major  impact





						NHS England uses a RAG matrix rating system. RAG stands for red, amber, green. To achieve a RAG rating, each risk first needs a likelihood and impact score.                          


						Each risk will be RAG rated by taking the likelihood and impact scores, and using the matrix below:





												LIKELIHOOD


												No Risk			Rare			Unlikely			Possible			Likely			Almost Certain


												N/A			1			2			3			4			5


			IMPACT			No Risk			N/A			N/A			N/A			N/A			N/A			N/A			N/A


						Very Low			1			N/A			G			G			G			G			G


						Low			2			N/A			G			AG			AG			A			A


						Medium			3			N/A			AG			A			A			AR			AR


						High			4			N/A			A			A			AR			R			R


						Very High			5			N/A			A			AR			R			R			R


						Using the risk “RAG” rating system for scoring risks means risks can be ranked so that the most severe are addressed first. Decisions can then be made as to what mitigating action can be taken to alleviate the risk. 








RAG Lookup


			Risk Scoring


			Impact			Likelihood			Concat			RAG


			1			1			11			G


			1			2			12			G


			1			3			13			G


			1			4			14			G


			1			5			15			G


			2			1			21			G


			2			2			22			AG


			2			3			23			AG


			2			4			24			A


			2			5			25			A


			3			1			31			AG


			3			2			32			A


			3			3			33			A


			3			4			34			AR


			3			5			35			AR


			4			1			41			A


			4			2			42			A


			4			3			43			AR


			4			4			44			R


			4			5			45			R


			5			1			51			A


			5			2			52			AR


			5			3			53			R


			5			4			54			R


			5			5			55			R
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South West Regional Serious Violence and Contextualised Safeguarding

Template operational data sharing agreement (DRAFT v0.1)







This template agreement should be completed by the parties involved in the specific project/programme that involves the sharing or personal data..



This is a high level Data Sharing Agreement that can be used to outline the basics of personal data sharing between relevant parties, and to help operationalise the completed DPIA.


		THIS  DATA SHARING AGREEMENT is made on

[INSERT DATE]





		1 

		Between: [List all the parties]

(in DPIA project details)



		2 

		Purpose, objectives of the information sharing:

[Be clear and concise about the reasons for data sharing, being as granular as possible, and what objective you are hoping to achieve by sharing personal data between organisations. Each purpose can be numbered seperately]

In DPIA step 2



		3 

		Data Controller(s) 

In DPIA step 6

[List here all organisations who are Data Controllers as part of this agreement, and for which purposes]



		4 

		Data Processor(s)

In DPIA step 6

[List here all organisations acting as Data Processors as part of the agreement (and to which purpose they relate to), and state which Controller (s) they report to]



		5 

		Data items to be processed 

In DPIA step 2



		Data Item



		Justification for inclusion





		

		



		

		



		

		



		

		



		

		



		

		









		6a





		UK GDPR Article 6 condition – all Personal Data (DPIA step 5)

[Where applicable, specify here which Article 6 condition is met.  You can rely on more than one condition.]



		6b

		UK GDPR Article 9 condition – Special Categories of Personal Data (DPIA step 5)



[Where applicable, specify here which Article 9 condition is met.]



		7

		UK Data Protection Act 2018 – Conditions for sensitive processing



[Where applicable, specify here which condition for sensitive processing under Part 3, Schedule 8 is met]



		8

		Compliance with Confidentiality/ Right to Privacy (DPIA Step 5)



[Please state here how you will be satisfying Confidentiality]



· Consent

· Statutory Override

· Substantial Public Interest



[Please provide an explanation if necessary.] 

Is there any interference with Human Rights Article 8?

Yes/No/Not applicable

If yes, document why it is necessary and proportionate to do so:





		9

		Transparency (DPIA step 4)

[communication with the public ie update Privacy notice, patient information leaflets/posters etc]



		10

		Management of Individual Rights (DPIA Step 4)

[explain how these will be managed by parties to this agreement, particularly where any joint controller arrangements are in place]



		11

		How will the data sharing be carried out? 



· the mechanism by which the data will be shared and an explanation, why this is secure and which organisation is responsible for ensuring security

· how any outputs/ analysis will be shared  and an explanation of why this is secure

· frequency – including security precautions proportionate to the level of frequency

· whether any information is being transferred outside the EU (this is to ensure compliance with Article 45 of the GDPR)



		12

		Accuracy of data being shared (DPIA Step 4)



[Describe the processes / procedure for ensuring that data held and shared is accurate. Explain how any updates will be shared with all recipients of the data.]







		13

		Rectification of data  that has been shared



[Specify here any procedures in place, or to be put in place, for rectifying the sharing of inaccurate data].





		14

		Retention and disposal requirements for the information to be shared (DPIA Step 2)





		15

		Breach Management

[Outline the process for how any breach of the data’s security/confidentiality will be managed by relevant parties]



		16

		Specify any particular obligation on any party to this Agreement





		17

		Contacts – Information Governance



[List here the IG contacts for each organisation]



		[bookmark: _Ref507682916]18

		Commencement of Agreement

[Specify the date the Agreement will come into force]



		19

		Review of Agreement

[Specify if, and when, the agreement will be reviewed]



		20

		Review Period

[Specify, if applicable, how long any review period will be]



		21

		Variation



[Specify here if the parties, or any party, can vary the terms of this agreement. If so, detail how this is done]



		22

		Ending the Agreement



[Specify how a party ends their participation in the Agreement, and how data will be managed by the exiting party]



		23

		End date



[Specify the date the agreement ends]



		24

		Signatories



[Each organistion signs here, detailing the name and position of the signatory based on the sharing required. ie DPO/SIRO/CG/CEO/Head of service]









Appendix A – List of data controllers

List here all Organisations who are party to the DSA, where there is not enough space in the main document.
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South West Regional Serious Violence and Contextualised Safeguarding

Joint Controller arrangements – process to assess potential joint controllership situations.

GDPR article 26 defines joint controllership as: ‘Where two or more controllers jointly determine the purpose and means of processing, they shall be joint controllers’.

The key factors in identifying organisations as joint controllers are:

· The extent of any potential joint controller in making a determination

· Whether their involvement in determination extends to both the purposes AND means of processing.

Analysis of this in the actual processing circumstances is unlikely to be binary, levels of involvement in determination will vary between the ‘barely involved’ to the ‘intrinsically involved’.

All controllers involved in a data sharing activity will have a degree of determination, at the very least whether the data they individually control can be shared.

Method of assessing involvement:

For each organisation involved in the sharing consider these questions:

		Consideration

		Impact of response



		Has the organisation been, is or is going to be actively involved with others on deciding the purpose(s) for processing, the data items processed and how it is processed?  



Considerations over purpose can include:

· Why is this being done?

· Who started this activity?

· Who benefits from this activity?



How it is processed may include:

· Whose data will be processed

· How long will it be processed for

· Who will have access to the data

· Who will receive the data

· Design of security measures



(Active involvement is likely to be via regular meetings setting up and running a data sharing initiative, or a committee that over sees data sharing as some or all of it’s responsibilities.)



		Clear active involvement in decisions on purposes and how data is processed, indicates they are likely to be a joint controller.



		Is the organisation’s involvement in the discussions and determinations ongoing?  I.e. they haven’t attended as a ‘one off’ or responded to a consultation on a set of proposals

		Ongoing involvement links to being a joint controller.



		Is the organisation representing others (i.e. the Local Medical Committee representing General Practices) – they may be providing a representative view but not have formal ‘decision making’ powers.



		The representative organisation is not a data controller, nor are they acting as a delegate for other controllers as controllership cannot be delegated.





		Has the organisation been invited to share data, but is not actively involved in any meetings/committees where decisions are taken?



		The organisation is a data controller and decides if the basis to share is legal/appropriate, but is unlikely to be a joint controller of the data shared.







Some scenarios:

		A shared care record/data repository, where data is brought in from other systems, linked and combined into a new dataset:  



		If a number of organisations are actively working together to decide what data is used, how its used etc via a committee, then those organisations are likely to be joint controllers.  



Other partners they invite to share data, but who aren’t involved in decisions indicated above are not joint controllers.  They are likely to be approached with a proposal to share data for already defined purposes and via already defined means.  They are being asked to agree that there is a lawful basis to share the data they control.  That is not the same as determining what the shared data will be used for. 





		An organisation allowing another access to one or more of their systems

		Where access provided is ‘read only’

If the organisation(s) wanting to access the data held by the source organisation are approaching the source with a proposal why they want access, then the source organisation may not have determined the purpose(s) of the other organisation(s) and could be simply agreeing to share the data via this method.



If the organisations are working closely together and jointly determine the purpose(s) that require the access and that sharing access to an existing system is the best method, then they are likely to be joint controllers over the data shared.



Where the access provided is read/write

This is a more complex situation and will depend on the data subjects.  Where the organisations are reading and writing to the same cohort of data subjects, then they are likely to be joint controllers of the data on those shared data subjects.



If however they do not share any data subjects between them and simply use the same platform then they are likely individual controllers for the cohort of data subjects that they manage.  There will likely be some shared decisions over the security features of the system (ideally to put some system based segregation in place), but that determination may only relate to the ‘means’ and not the ‘purposes’ of processing.





		Where systems or processes are designed to push or pull data between them, either electronically or via paper or other data sharing methods.

		Organisations in these situations are likely to be individual controllers exchanging data.  Each organisation is deciding what they provide or require and what they are able to share with others.









Information Commissioner’s Office checklists:

Are we a controller? (the more ticks, the more likely you are a controller)

☐ We decided to collect or process the personal data.

☐ We decided what the purpose or outcome of the processing was to be.

☐ We decided what personal data should be collected.

☐ We decided which individuals to collect personal data about.

☐ The data subjects are our employees.

☐ We make decisions about the individuals concerned as part of or as a result of the processing.

☐ We exercise professional judgement in the processing of the personal data.

☐ We have a direct relationship with the data subjects.

☐ We have complete autonomy as to how the personal data is processed.

☐ We have appointed the processors to process the personal data on our behalf.

Are we a joint controller?

☐ We have a common objective with others regarding the processing.

☐ We are processing the personal data for the same purpose as another controller.

☐ We are using the same set of personal data (eg one database) for this processing as another controller.

☐ We have designed this process with another controller.

☐ We have common information management rules with another controller.










Joint Controller Arrangements template:   

		Name of data sharing project:

		



		Organisations identified as joint controllers (include ICO registration details):

		







		Key contacts for each organisation:

		







		Data Protection Impact Assessment

		(detail where this is held) – this should detail any other controllers and processors involved in the sharing that are not considered ‘joint’ and not party to the joint controller arrangements





		Data Sharing Agreement

		(detail any relevant DSA and where it is held).  The DSA may be across a wider set of partners than just those who are joint controllers.





		Complete the following four sections if they are not adequately described and agreed in either DPIA or DSA



		Subject matter and duration

		(Describe the context of the processing and how long the Personal Data will be processed for. In particular, consider the extent to which processing will continue following termination of the agreement.)



		Nature and purpose of processing

		(Describe what processing of the Personal Data will take place and for what purpose.)



		Type of personal data

		(Describe the types of Personal Data being processed.)



		Categories of data subjects

		(Describe the categories of Data Subjects whose Personal Data will be processed.)







Joint Controller responsibilities:

The allocation of responsibilities is for the joint controllers to determine in a transparent manner, hence this template joint controller arrangement. Responsibilities do not have to all be shared and equal, however all joint controllers are accountable for responsibilities being carried out effectively.

Controllers who are actively involved in the design and implementation of a data sharing project will share responsibility for decisions around the following items:  

		Data controller responsibility area

		Which controllers are responsible

		Agreed method of compliance & link to relevant documents



		Informing individuals

		

		



		Lawful processing

		

		



		Limitation of purposes

		

		



		Data minimisation

		

		



		Accuracy 

		

		



		Retention

		

		



		Security definitions

		

		



		Technical security management

		

		



		Encryption & pseudonymisation

		

		



		Resilience & restoration

		

		



		Conducting security audits

		

		



		Conducting usage audits

		

		



		Authorising access

		

		



		Managing access processes

		

		



		Maintaining records of processing (ROPA)

		

		



		Breach notification

		

		



		Impact assessment

		

		







How & where are joint controller decisions made?

The data sharing project is likely to have a committee overseeing and co-ordinating the project (may be a project board), at this committee decisions on the purposes and means are to be taken by the relevant joint controller organisations.



Documents to support the joint controller arrangements (these may need to be drawn up separately as part of the risk controls in the DPIA – examples will be compiled into the resources held by the IG Advisory Panel):

		Document

		To be made publically available?



		Project Board – Terms of reference, agendas and meeting notes



		Yes, unless specific items need redacting



		Data Subject rights policy & operational processes



		Yes



		Data Processing contract



		Yes with redaction of any commercially confidential items







Contact point(s) for data subjects

The joint controllers may identify a central contact point for data subjects, however a data subject can go to any joint controller to exercise their rights across the jointly controlled data.




