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Useful links and resources
The Test Beds programme is a pioneering project which combines digital technologies and new models of care and tests 
them in the real world. The programme generates evidence that can drive the uptake of digital innovations at scale and pace 
across the health and care system and share learning around what works. Learning generated from Wave 1 of the Test Beds 
programme demonstrated the critical importance of a structured approach to tackling information governance challenges 
throughout the life of a project. This compendium of useful links and resources accompanies the detailed learning captured 
in NHS England  Test Beds Programme: Information Governance  learning from Wave 1. It should be used as a directory for 
further reading around specific topic areas.

Section Sub-Section Guidance Topic Link
Technology Risk 

Stratification for 
Case Finding

NHS England: Risk stratification https://www.england.nhs.uk/ig/risk-
stratification/

NHS England: “Using case finding and risk 
stratification: A key service component for 
personalised care and support planning” 
(January 2015)

https://www.england.nhs.uk/wp-content/
uploads/2015/01/2015-01-20-CFRS-v0.14-
FINAL.pdf

NHS England: “Next Steps for Risk Stratification 
in the NHS” (2015)

https://www.england.nhs.uk/wp-content/
uploads/2015/01/nxt-steps-risk-strat-glewis.pdf

Better Care Fund: ‘How to’ guide: the 
BCF technical toolkit section 1: Population 
segmentation, risk stratification & information 
governance (August 2014)

https://www.england.nhs.uk/wp-content/
uploads/2014/09/1-seg-strat.pdf

National Data Guardian for Health and Care: 
“Review of Data Security, Consent and Opt-
Outs” (June 2016)

https://www.gov.uk/government/publications/
review-of-data-security-consent-and-opt-outs

NHS Digital: Independent Group Advising on 
the Release of Data (IGARD) [website]

https://digital.nhs.uk/about-nhs-digital/
corporate-information-and-documents/
independent-group-advising-on-the-release-of-
data

NHS England: “Fair Processing for Risk 
Stratification Checklist”

https://www.england.nhs.uk/ig/ig-fair-process/
checklist/

Health Research Authority CAG Applicant 
Guidance 

https://www.hra.nhs.uk/about-us/committees-
and-services/confidentiality-advisory-group/
guidance-confidentiality-advisory-group-
applicants/

Algorithm 
Development

Medicines and Healthcare products Regulatory 
Authority

https://www.gov.uk/government/organisations/
medicines-and-healthcare-products-regulatory-
agency

Information Commissioner’s Office: “Big data, 
artificial intelligence, machine learning and data 
protection” (2017) 

https://ico.org.uk/media/for-organisations/
documents/2013559/big-data-ai-ml-and-data-
protection.pdf

Information Commissioner’s Office: “Royal Free 
London NHS Foundation Trust” (July 2017)

https://ico.org.uk/action-weve-taken/
enforcement/royal-free-london-nhs-foundation-
trust/

Data Analytics 
and Dashboards

Information Commissioners Office: Principle (c): 
Data minimisation

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
principles/data-minimisation/

Information Commissioners Office: 
Anonymisation: managing data protection risk 
code of practice

https://ico.org.uk/media/for-organisations/
documents/1061/anonymisation-code.pdf

Digital: Data and cyber security: protecting 
information and data in health and care

https://digital.nhs.uk/services/data-and-cyber-
security-protecting-information-and-data-in-
health-and-care

National Data Guardian for Health and Care: 
“Information: To Share Or Not To Share? The 
Information Governance Review” (2013)

https://www.gov.uk/government/publications/
the-information-governance-review

National Data Guardian for Health and Care: 
“Review of Data Security, Consent and Opt-
Outs” (June 2016)

https://www.gov.uk/government/publications/
review-of-data-security-consent-and-opt-outs
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Section Sub-Section Guidance Topic Link
Technology Patient Held 

Apps and 
Devices

EU: “Privacy Code of Conduct on mobile health 
apps” 

https://ec.europa.eu/digital-single-market/en/
privacy-code-conduct-mobile-health-apps

Medicines & Healthcare products Regulatory 
Agency (MHRA): “Medical devices regulation 
and safety “

https://www.gov.uk/topic/medicines-medical-
devices-blood/medical-devices-regulation-safety

Medicines & Healthcare products Regulatory 
Agency (MHRA): “Guidance: Medical device 
stand-alone software including apps (including 
IVDMDs)” (2017)

https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/
attachment_data/file/648465/Software_flow_
chart_Ed_1-04.pdf

Public Health England: “Guidance: Criteria for 
health app assessment “ (October 2017)

https://www.gov.uk/government/publications/
health-app-assessment-criteria/criteria-for-
health-app-assessment

European Union Agency for Network and 
Information Security (ENISA): “Privacy and 
data protection in mobile applications  A 
study on the app development ecosystem 
and the technical implementation of GDPR” 
(November 2017)

https://www.enisa.europa.eu/publications/
privacy-and-data-protection-in-mobile-
applications

Internet of 
Things

NHS Digital: “Data and cyber security: 
protecting information and data in health and 
care”

https://digital.nhs.uk/services/data-and-cyber-
security-protecting-information-and-data-in-
health-and-care

Internet of Things UK: “IoT in Health and Social 
Care Preserving Privacy: Good Practice Brief” 
(November 2017)

https://iotuk.org.uk/wp-content/
uploads/2017/11/IoT-in-Health-and-Social-Care.
pdf

European Union Agency for Network and 
Information Security (ENISA): “A tool on Privacy 
Enhancing Technologies (PETs) knowledge 
management and maturity assessment” (March 
2018)

https://www.enisa.europa.eu/publications/pets-
maturity-tool

PETRAS Internet of Things Research Hub https://www.petrashub.org/ 

Article 29 Working Party on Data Protection: 
“Opinion 8/2014 on Recent Developments on 
the Internet of Things”, adopted 16 September 
2014

http://ec.europa.eu/justice/article-29/
documentation/opinion-recommendation/
files/2014/wp223_en.pdf

Technology 
Enabled Delivery 
Models

NHS England: “Technology Enabled Care 
Services (TECS)” (2015)

https://www.england.nhs.uk/tecs/

NHS Digital: “Clinical Risk Management: 
Telehealth / Mobile Health Solutions - 
Implementation Guidance” (2013)

https://digital.nhs.uk/data-and-information/
information-standards/information-standards-
and-data-collections-including-extractions/
publications-and-notifications/standards-and-
collections/dcb0160-clinical-risk-management-
its-application-in-the-deployment-and-use-of-
health-it-systems

NHS Digital: “Data and cyber security: 
protecting information and data in health and 
care”

https://digital.nhs.uk/services/data-and-cyber-
security-protecting-information-and-data-in-
health-and-care

Information Governance Alliance (IGA): 
“Using Video Conferencing for Service User 
Consultations” (2016)

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/a/a/videoconf.pdf

Technology 
Enabled 
Research and 
Evaluation

NHS Health Research Authority (HRA): “Is my 
study research? “   

https://www.hra.nhs.uk/approvals-amendments/
what-approvals-do-i-need/

NHS Health Research Authority (HRA): Decision 
Tool

http://www.hra-decisiontools.org.uk/research/

NHS Health Research Authority (HRA): “HRA 
guidance on the General Data Protection 
Regulation”

https://www.hra.nhs.uk/hra-guidance-general-
data-protection-regulation/
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Section Sub-Section Guidance Topic Link
Technology Technology 

Enabled 
Research and 
Evaluation

NHS Health Research Authority (HRA): 
“Templates. Recommended wording to help 
you comply with GDPR”

https://www.hra.nhs.uk/planning-and-
improving-research/policies-standards-
legislation/data-protection-and-information-
governance/gdpr-guidance/templates/

NHS Health Research Authority (HRA): 
“Confidentiality Advisory Group (CAG)”  

https://www.hra.nhs.uk/about-us/committees-
and-services/confidentiality-advisory-group/

Devices and 
Apps for 
Professionals

NHS England: “Technology Enabled Care 
Services (TECS)” (2015)

https://www.england.nhs.uk/tecs/

NHS Digital: “Clinical Risk Management: 
Telehealth / Mobile Health Solutions - 
Implementation Guidance” (2013) 

https://digital.nhs.uk/data-and-information/
information-standards/information-standards-
and-data-collections-including-extractions/
publications-and-notifications/standards-and-
collections/dcb0160-clinical-risk-management-
its-application-in-the-deployment-and-use-of-
health-it-systems

Medicines & Healthcare products Regulatory 
Agency (MHRA): “Medical devices regulation 
and safety “

https://www.gov.uk/topic/medicines-medical-
devices-blood/medical-devices-regulation-safety

Medicines & Healthcare products Regulatory 
Agency (MHRA): “Guidance: Medical device 
stand-alone software including apps (including 
IVDMDs)” (2017)

https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/
attachment_data/file/648465/Software_flow_
chart_Ed_1-04.pdf

Public Health England: “Guidance: Criteria for 
health app assessment “ (October 2017)

https://www.gov.uk/government/publications/
health-app-assessment-criteria/criteria-for-
health-app-assessment

Technology 
Enabled Social 
Prescribing

The Kings Fund: “What is social prescribing? https://www.kingsfund.org.uk/publications/
social-prescribing

Information Governance Alliance: “Sharing 
Information about patients and service users 
with the voluntary sector “ (2015)

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/b/k/sharing_with_the_voluntary_
sector.pdf

Information 
Governance 

Enablers

Data Flow 
Mapping

Information Commissioners Office: GDPR 
Guidance -- Documentation

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/documentation/

Information Governance Alliance: GDPR: 
Guidance on lawful processing

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/3/p/igagdprprocessing.pdf

Data Protection 
Impact 
Assesments

Information Commissioners Office: Data 
protection impact assessments

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
impact-assessments/

HRA: Data Privacy Impact Assessments https://www.hra.nhs.uk/planning-and-
improving-research/policies-standards-
legislation/data-protection-and-information-
governance/gdpr-guidance/what-law-says/
data-privacy-impact-assessments/

Data Processing 
Contracts

Information Commissioners Office: Contracts https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/contracts/

NHS procurement transparency: NHS Standard 
Contract

https://www.gov.uk/government/publications/
nhs-procurement-transparency-nhs-standard-
contract-2014-to-2015

Government Public procurement policy. 
Directives, regulations, policies and guidance 
relating to the procurement of supplies, services 
and works for the public sector

https://www.gov.uk/guidance/public-sector-
procurement-policy

Procurement and contracting transparency 
requirements. Guidance to assist departments 
in meeting the procurement and contracting 
transparency requirements and ensure a 
consistent approach

https://www.gov.uk/government/publications/
procurement-and-contracting-transparency-
requirements-guidance
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Section Sub-Section Guidance Topic Link
Information 
Governance 

Enablers

Data Sharing 
Agreements

Information Commissioners Office: 
Accountability and governance

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/

Information Commissioners Office: GDPR 
Guidance -- Documentation

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/’https:/ico.org.
uk/for-organisations/guide-to-the-general-data-
protection-regulation-gdpr/accountability-and-
governance/documentation/

National Data Guardian for Health and Care: 
“Information: To Share Or Not To Share? The 
Information Governance Review” (2013)

https://www.gov.uk/government/publications/
review-of-data-security-consent-and-opt-outs

Communications 
and 
Transparency

Information Commissioner’s Office: “The Right 
to be Informed

“ https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
the-right-to-be-informed/

NHS Identity guidelines https://www.england.nhs.uk/nhsidentity/

NHS Accessible Information Standard https://www.england.nhs.uk/ourwork/
accessibleinfo/

Making health and social care information 
accessible

Wellcome Trust: “The one-way mirror: public 
attitudes to commercial access to health data” 
(2016)

https://wellcome.ac.uk/sites/default/files/public-
attitudes-to-commercial-access-to-health-data-
wellcome-mar16.pdf

Wellcome Trust: Understanding patient data http://understandingpatientdata.org.uk/

HRA: Informing participants and seeking 
consent

https://www.hra.nhs.uk/planning-and-
improving-research/best-practice/informing-
participants-and-seeking-consent/

Considerations 
for Project 
Managers

Local 
Information 
Governance 
Knowledge 
Skills and 
Resources

Information Governance Alliance: General Data 
Protection Regulation (GDPR) guidance

https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-
and-information-governance/information-
governance-alliance-iga/general-data-
protection-regulation-gdpr-guidance

Information Governance Alliance: Information 
governance is the responsibility of everyone

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/a/9/information_governance_is_the_
responsibility_of_everyone_-_staff_leaflet.pdf

Information Governance Alliance: Changes to 
Data Protection legislation: why this matters to 
you (CEO briefing)

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/7/9/gdpr_ceo_briefing_3.7.17.pdf

Information Governance Alliance: New to care 
sector information governance? What you 
should know

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/7/g/what_you_should_know_about_
information_governance_-_for_new_care_
sector_staff.pdf

Information Governance Alliance: GDPR 
guidance -- frequently asked questions

https://digital.nhs.uk/binaries/content/assets/
legacy/word/a/1/20180329_gdpr_faqs_v_2.1_
final.docx

Evaluating 
Technology 
Partners

Information Commissioners Office: Data 
Protection Fee

https://ico.org.uk/for-organisations/data-
protection-fee/

NHS Digital: Data Security and Protection Toolkit https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-and-
information-governance/data-security-and-
protection-toolkit

Information Commissioners Office: GDPR 
Guidance -- Documentation

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/documentation/

Information Governance Alliance: Guidance on 
the role of the Data Protection Officer

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/1/o/iga_-_guidance_on_the_gdpr_
dpo_v1_final.pdf
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Section Sub-Section Guidance Topic Link
Considerations 

for Project 
Managers

Evaluating 
Technology 
Partners

Information Governance Alliance: Guidance on 
accountability and organisational priorities

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/1/o/iga_-_guidance_on_gdpr_acc___
org_priorities_v1_final.pdf

Information Governance Alliance: Personal data 
breaches and notification [not yet published]

https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-
and-information-governance/information-
governance-alliance-iga/general-data-
protection-regulation-gdpr-guidance

Privacy by 
Design

Information Commissioners Office: Data 
protection impact assessments

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
impact-assessments/

HRA: Data Privacy Impact Assessments https://www.hra.nhs.uk/planning-and-
improving-research/policies-standards-
legislation/data-protection-and-information-
governance/gdpr-guidance/what-law-says/
data-privacy-impact-assessments/

Information Commissioners Office: GDPR 
Guidance -- Data protection by design and 
default

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
by-design-and-default/

European Agency for Network and Information 
Security (ENISA): Privacy by Design

https://www.enisa.europa.eu/topics/data-
protection/privacy-enhancing-technologies

Article 29 Working Party on Data Protection: 
“Opinion 8/2014 on Recent Developments on 
the Internet of Things”

http://ec.europa.eu/justice/article-29/
documentation/opinion-recommendation/
files/2014/wp223_en.pdf

Information Governance Alliance: Privacy by 
design and default [not yet published]

https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-
and-information-governance/information-
governance-alliance-iga/general-data-
protection-regulation-gdpr-guidance

NHS Digital: Data and cyber security: protecting 
information and data in health and care

https://digital.nhs.uk/services/data-and-cyber-
security-protecting-information-and-data-in-
health-and-care

Privacy by 
Default

Information Commissioners Office: Data 
protection impact assessments

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
impact-assessments/

HRA: Data Privacy Impact Assessments https://www.hra.nhs.uk/planning-and-
improving-research/policies-standards-
legislation/data-protection-and-information-
governance/gdpr-guidance/what-law-says/
data-privacy-impact-assessments/

Information Commissioners Office: GDPR 
Guidance -- Data protection by design and 
default

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
by-design-and-default/

Article 29 Working Party on Data Protection: 
“Opinion 8/2014 on Recent Developments on 
the Internet of Things”, adopted 16 September 
2014

http://ec.europa.eu/justice/article-29/
documentation/opinion-recommendation/
files/2014/wp223_en.pdf

Information Governance Alliance: Privacy by 
design and default [not yet published]

https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-
and-information-governance/information-
governance-alliance-iga/general-data-
protection-regulation-gdpr-guidance
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Section Sub-Section Guidance Topic Link
Considerations 

for Project 
Managers

Privacy 
Enhancing 
Technologies

Information Commissioners Office: GDPR 
Guidance -- Data protection by design and 
default

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
by-design-and-default/

European Agency for Network and Information 
Security (ENISA): Privacy enhancing technologies

https://www.enisa.europa.eu/topics/data-
protection/privacy-enhancing-technologies

Article 29 Working Party on Data Protection: 
“Opinion 8/2014 on Recent Developments on 
the Internet of Things”, adopted 16 September 
2014

http://ec.europa.eu/justice/article-29/
documentation/opinion-recommendation/
files/2014/wp223_en.pdf

Information Governance Alliance: Privacy by 
design and default [not yet published]

https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-
and-information-governance/information-
governance-alliance-iga/general-data-
protection-regulation-gdpr-guidance

Legal Counsel Information Commissioners Office: Data 
protection impact assessments

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
impact-assessments/

HRA: Data Privacy Impact Assessments https://www.hra.nhs.uk/planning-and-
improving-research/policies-standards-
legislation/data-protection-and-information-
governance/gdpr-guidance/what-law-says/
data-privacy-impact-assessments/

Considerations 
for 

Information 
Governance 

Leads

Local 
Information 
Governance 
Knowledge 
Skills and 
Resources

Information Governance Alliance: General Data 
Protection Regulation (GDPR) guidance

https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-
and-information-governance/information-
governance-alliance-iga/general-data-
protection-regulation-gdpr-guidance

Information Governance Alliance: Information 
governance is the responsibility of everyone

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/a/9/information_governance_is_the_
responsibility_of_everyone_-_staff_leaflet.pdf

Information Governance Alliance: Changes to 
Data Protection legislation: why this matters to 
you (CEO briefing)

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/7/9/gdpr_ceo_briefing_3.7.17.pdf

Information Governance Alliance: GDPR 
guidance -- frequently asked questions

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/documentation/

Information Governance Alliance: Guidance on 
the role of the Data Protection Officer

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/1/o/iga_-_guidance_on_the_gdpr_
dpo_v1_final.pdf

Information Governance Alliance: Guidance on 
accountability and organisational priorities

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/1/o/iga_-_guidance_on_gdpr_acc___
org_priorities_v1_final.pdf

Evaluating 
Technology 
Partners

Information Commissioners Office: Data 
Protection Fee

https://ico.org.uk/for-organisations/data-
protection-fee/

NHS Digital: Data Security and Protection Toolkit https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-and-
information-governance/data-security-and-
protection-toolkit

Information Commissioners Office: GDPR 
Guidance -- Documentation

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/documentation/

Information Governance Alliance: Guidance on 
the role of the Data Protection Officer

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/1/o/iga_-_guidance_on_the_gdpr_
dpo_v1_final.pdf

Information Governance Alliance: Guidance on 
accountability and organisational priorities

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/1/o/iga_-_guidance_on_gdpr_acc___
org_priorities_v1_final.pdf
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Section Sub-Section Guidance Topic Link
Considerations 

for 
Information 
Governance 

Leads

Evaluating 
Technology 
Partners

Information Governance Alliance: Personal data 
breaches and notification [not yet published]

https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-
and-information-governance/information-
governance-alliance-iga/general-data-
protection-regulation-gdpr-guidance

NHS Digital: NHS and social care data: off-
shoring and the use of public cloud services

https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-and-
information-governance/nhs-and-social-care-
data-off-shoring-and-the-use-of-public-cloud-
services

Information Commissioners Office: Contracts https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/contracts/

Privacy by 
Design

Information Commissioners Office: Data 
protection impact assessments

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
impact-assessments/

HRA: Data Privacy Impact Assessments https://www.hra.nhs.uk/planning-and-
improving-research/policies-standards-
legislation/data-protection-and-information-
governance/gdpr-guidance/what-law-says/
data-privacy-impact-assessments/

Information Commissioners Office: GDPR 
Guidance -- Data protection by design and 
default

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
by-design-and-default/

European Agency for Network and Information 
Security (ENISA): Privacy by Design

https://www.Health Research Authority.europa.
eu/topics/data-protection/privacy-enhancing-
technologies

Article 29 Working Party on Data Protection: 
“Opinion 8/2014 on Recent Developments on 
the Internet of Things”, adopted 16 September 
2014

http://ec.europa.eu/justice/article-29/
documentation/opinion-recommendation/
files/2014/wp223_en.pdf

Information Governance Alliance: Privacy by 
design and default [not yet published]

https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-
and-information-governance/information-
governance-alliance-iga/general-data-
protection-regulation-gdpr-guidance

Digital: Data and cyber security: protecting 
information and data in health and care

https://digital.nhs.uk/services/data-and-cyber-
security-protecting-information-and-data-in-
health-and-care

Privacy by 
Default

Information Commissioners Office: Data 
protection impact assessments

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
impact-assessments/

HRA: Data Privacy Impact Assessments https://www.hra.nhs.uk/planning-and-
improving-research/policies-standards-
legislation/data-protection-and-information-
governance/gdpr-guidance/what-law-says/
data-privacy-impact-assessments/

Information Commissioners Office: GDPR 
Guidance -- Data protection by design and 
default

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
by-design-and-default

Article 29 Working Party on Data Protection: 
“Opinion 8/2014 on Recent Developments on 
the Internet of Things”, adopted 16 September 
2014

http://ec.europa.eu/justice/article-29/
documentation/opinion-recommendation/
files/2014/wp223_en.pdf
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Section Sub-Section Guidance Topic Link
Considerations 

for 
Information 
Governance 

Leads

Privacy by 
Default

Information Governance Alliance: Privacy by 
design and default [not yet published]

https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-
and-information-governance/information-
governance-alliance-iga/general-data-
protection-regulation-gdpr-guidance

Information Governance Alliance: Guidance on 
accountability and organisational priorities

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/1/o/iga_-_guidance_on_gdpr_acc___
org_priorities_v1_final.pdf

Privacy 
Enhancing 
Technologies

Information Commissioners Office: GDPR 
Guidance -- Data protection by design and 
default

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
by-design-and-default/

European Agency for Network and Information 
Security (ENISA): Privacy enhancing technologies

https://www.enisa.europa.eu/topics/data-
protection/privacy-enhancing-technologies

Article 29 Working Party on Data Protection: 
“Opinion 8/2014 on Recent Developments on 
the Internet of Things”, adopted 16 September 
2014

http://ec.europa.eu/justice/article-29/
documentation/opinion-recommendation/
files/2014/wp223_en.pdf

Information Governance Alliance: Privacy by 
design and default [not yet published]

https://digital.nhs.uk/data-and-information/
looking-after-information/data-security-
and-information-governance/information-
governance-alliance-iga/general-data-
protection-regulation-gdpr-guidance

HRA: GDPR: technical guidance https://www.hra.nhs.uk/planning-and-
improving-research/policies-standards-
legislation/data-protection-and-information-
governance/gdpr-detailed-guidance/safeguards/

Legal Counsel Information Commissioners Office: Data 
protection impact assessments

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
accountability-and-governance/data-protection-
impact-assessments/

HRA: Data protection and information 
governance -- Currently applicable legislation

https://www.hra.nhs.uk/planning-and-
improving-research/policies-standards-
legislation/data-protection-and-information-
governance/

HRA: GDPR: technical guidance https://www.hra.nhs.uk/planning-and-
improving-research/policies-standards-
legislation/data-protection-and-information-
governance/gdpr-detailed-guidance/

Technical guidance for data protection officers, 
information governance officers and research 
governance managers

Information Governance Alliance: Guidance on 
lawful basis for processing

https://digital.nhs.uk/binaries/content/assets/
legacy/pdf/3/p/igagdprprocessing.pdf

Information Commissioners Office: Lawful basis 
for processing

https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/
lawful-basis-for-processing/


