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Introduction

This document provides the interpretation and guidance on the
GMS Contract 2019-2024 commitment 5.10 (ii).

The approach has been agreed by NHS England and BMA
General Practitioners Committee (GPC) in England and is
supported by both organisations.

. &BMA [INHS]|
5.10 NHS England and GPC England have agreed eight England
specific improvements, backed by agreed contract Investment and evolution:
changes, in areas where it is realistic to make early A s yoromverk o G contctcorni

progress, given available functionality: ot by 210

(i)  all patients will have online access to their full record,
including the ability to add their own information, as the
default position from April 2020,

with new registrants having full online access to
prospective data from April 2019, subject to
existing safeguards for vulnerable groups and
third party confidentiality and system functionality

RCGP Joint
guidance statement
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Existing contract m

commitments

Definitions Since 2014, patients have had the right to
view limited parts of their record, these have
been included in previous contracts.

Detailed coded record
April 2015

Included

Demographics

Allergies/adverse reactions

Medication

Immunisations

Test results

Coded problems, diagnoses, procedures
Coded referrals and letters received
Other codes (ethnicity, QOF etc)

Prospective records access, and in the future
full records access build on these.

Prospective record access
April 2019

From April 2019 new patients registering with a practice

should be offered full online access to the digital record Excluded
for their prospective information, starting from the date of © AR

. . . . . . . * Letters and attachments
their registration for online services, where patients wish o AgTiTETETE TEs

to have access.
Summary information

In addition to the detailed coded records (DCR) which is April 2014
currently available, access to a full patient record includes SuTITERY ) S GP s )
« free text consultation notes and + Allergies/adverse reactions

« documents i.e. hospital discharge letters, referral letters * Medications

as outlined on the GMS contract.

etc
RCGP Joint
guidance statement
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Clinical and patient
safety

RCGP Joint
guidance statement

Prospective access to full records from a set
date is subject to the same safeguarding
requirements and management of third-party
information as applied when patients have
access to their detailed coded record (DCR)

When recording third party information, and if
it is unknown to the patient, GP practices will
need to ensure that this information becomes
redacted from patient view.

Practices should also ensure that information
Is recorded in a way which makes it easy for
the patients to understand it.

Guidance on safeguarding, sensitive data,
and data recording is already available within
the records access section of the RCGP
toolkit available at
www.rcgp.org.uk/patientonline.

@&

RC Royal College of

GP General Practitioners

A toolkit to support
the provision of

GP online services

Introduction
Setting up Patient Online services
Registering new applicants for Patient Online

Record access
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Clinical and patient
safety

Third-party and
sensitive information

RCGP Joint
guidance statement

NHS

Extract from the RCGP guidance on sensitive
Information

GP records sometimes contain information that is confidential information
about a third party which the patient must not see. There may also be
information that may harm the patient, a diagnosis, abnormal result or
opinion that the patient is not aware of. It may also contain information that
the patient believes is mistaken or wants to have removed from the record.
For brevity we refer to all such information as 'sensitive data'.

Patients or their proxies may ask for entries to be altered or removed if they
disagree with them or find them upsetting or offensive. However, all health
professionals have a right (and a duty) to make complete records of facts
and their professional opinions about their patients’ health, indicating clearly
which are facts and which are opinions.

All GP systems have a method of preventing data being visible to patients
with online record access. This is generally known as data redaction.
Before record access is switched on all the data (detailed coded or full
record access) that the patient will see should be checked for sensitive data
that needs to be redacted. It is helpful to establish a practice record
keeping policy about recording and redacting new entries of potentially
harmful and confidential third party data even if they do not currently have
online record access.

) 7
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Clinical and patient
safety

Patients perceived to
be at risk of coercion

RCGP Joint
guidance statement

Extract from the RCGP guidance on
coercion

Coercion is the act of governing the actions of another
by force or by threat, in order to overwhelm and
compel that individual to act against their will. Online
services of all types are vulnerable to coercion.

In the context of GP online services, coercion might
result in patients being forced into sharing information
from their record, including login details, medical
history, repeat prescription orders, GP appointment

booking details and other private, personal information.

This is not a new issue. Practices will already have
processes in place to manage instances of suspected
coercion related to paper-based and face-to-face
services. But GP online services creates new and
additional opportunities for coercive behaviour that
must be addressed by practices.

) 8

RC Royal College of
GP General Practitioners
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Prospective record
access

Checklist

Brief staff. Ensure they understand that, when appropriate,
information should be redacted at the time it is entered into the
patient’s record.

Update new patient registration process to include sign-up for
prospective access in addition to appointments and repeat
prescriptions.

Setup clinical system

Promote prospective access to newly registering patients.

Start planning for full records access

RCGP Joint
guidance statement
S sy 9
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. NHS
Setting up

our C||n|Ca| The default requirement is that GP practices will set up a GP online service
y account, including full record access, for all new registrants

SySte I l * GP practices will need to enable full record access within their clinical system’s organisational settings,
where the functionality exists (see table below)

* The records only need to show information recorded from the date that the patient registered at the practice.
This can be set within the organisational settings or for individual patients

» GP practices should not enable record access for individual patients if there are any safeguarding / safety
concerns.

Each clinical system has different steps for enabling records access and redacting information. This guide
includes instructions for each clinical system.

Available system Detailed Prospective Full
functionality coded record record record

EMIS Web v v v

EMIS Microtest
setup setup

TPP Vision
setup setup

Microtest Evolution

TPP SystmOne

AR NN
O NN
I NN

Vision
RCGP Joint
guidance statement

Clinical safety Contact us ﬁ 10
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Enabling prospective
access in your m

clinical system

EMIS Prospective full record only

Web =z Scanning Documents  AuditTrails  Prescription Printing  Legacy Data Mapping  Patient Archive | EMAS Manager | Non-Patient Data Transfer  Launch BC Client
/ X Navigate to the patient facing services
Activate  Deactivaie Save
Application  Application || Settings tab
| EMAS Applications || Patient 5. ° EMIS ball >
Registration - 1068 (84) Lab Reports - 90 (44) Medicine Management - 49 (14) Tasks - 13 (3) ° System TOOIS >
. . Emis Emis - Patient Facing Services
Patients will only see - — P T 0 0 S T « EMAS Manager >
their record from the ¥ patientFading Semices Core surmary cae record « Patient Facing Services

oy d setti
date entered. x EPMS S Core summary Care record settings

Core summary care record will give pafients access fo alergies and medication.

Then tick the buttons

X Managed Referrals
If a patient has P « Use detailed coded record
previously had access Detaied coded record il aow you to chocse wichservices patents can access » Laboratory test results
H H Allergies and medication are mandatory for the detailed coded record H H
to their detailed coded S e Immunisations
record (DCR) the W Medications * Problems
historical part of their W Laboratory testresuls « Consultations
V' Display free text from: 01-Jan-1900 m

record will no longer I
be ava.llable 7 Only show documents from:

[T Display free text from:

Add the date from which prospective
access starts in each of the Display
free text from date fields.

¥ Immunisations

¥ problems
" Display free text from:
EMIS redaction ¥ Consuations Add a date in the Only show
[ Only show consultations from: ConSUItatlonS from fleld
¥ Display free text from: 01.04.2019 o

RCGP Joint
guidance statement

& 11
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Enabling prospective
access in your m
clinical system

EMIS Prospective full record and retrospective detailed coded record

We b =z Scanning Documents  AuditTrails  Prescription Printing  Legacy Data Mapping  Patient Archive | EMAS Manager | Non-Patient Data Transfer  Launch BC Client
/ X Navigate to the patient facing services
Activate  Deactivaie Save
Application  Application || Settings tab
| EMAS Applications || Patient 5. ° EMIS ball >
Reqistration - 1068 (84) Lab Reports - 90 (44) Medicine Management - 49 (14) Tasks -13 (3) ° System TOOIS >
. . . Emis Emis - Patient Facing Services
Patients will see their - — G b S « EMAS Manager >
detailed coded record Core summary care record e Patient FaCing Services

v Patient Facing Services

(DCR) plus % " Use core summary care record settings
! EPMS Core summary care record will give pafients access fo alergies and medication.
« Laboratory test

Then tick the buttons

X

Managed Referrals _
results PR « Use detailed coded record
. . - Se deCaled Coded record setoings
Immunisations Detaded codecd record wil alow you to choose tich servicespatients can 3cces. » Laboratory test results
Allergies and medication are mandatory for the detailed coded record H H
Problems_ S e Immunisations
Consultations ¥ Medictions e Problems
from the date entered. ¥ Laboratory test resiits  Consultations
V' Display free text from: 01-Jan-1900 m

" Documents

Add the date from which prospective
access starts in each of the Display
free text from date fields.

I~ only show documents from:
[T Display free text from:

¥ Immunisations

¥ problems
" Display free text from:
EMIS redaction ¥ Consustons DO NOT add a date in the Only show
I ontshow concfzons o consultations from field, as this will
¥ Display free text from: 01.04.2019 oz

restrict all access until after that date.

RCGP Joint
guidance statement
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Enabling prospective
access in your
clinical system

Microtest
Evolution

Microtest redaction
RCGP Joint
guidance statement

NHS

L Online Patient Services «

Register Online User

Edit Online User

Edit Online User (Test)

Edit Online User (Alex Test)

Edit Online User (Alex Test2)

e N N AR+

i

Practice Services

ac

System Configuration

Opmctonserims ]

¢! Detaled Coded Record - Clinical terminology only (No freetext)

& devsys | & DrDDisorderly v | MICTOTEST [EB&-:

@
-
A No patient has been selected

Practice Communication

Partial Clinical Record
Partial Clinical Record
Please indicate which records are to be made available
+ | Laboratory Test Results |« | Documents ( Clinical and Administrative )
« | Medication and Innumisation
Date after which records are displayed no later than 1 April 2015
Date | 05/02/2015
Action for unmarked records treat as "Restricted’ or "Appropriate
Apropriate @ Restricted

Detailed Coded Record

Date after which records are displayed no later than 1 April 2015
Date | 05/02/2015

Action for unmarked records treat as "Restricted’ or "Appropriate

@ Apropriate Restricted
P
Full Clinical Record
This will include Allergies. Documents, Medication with reason, Encounter values, History with comments
(including problem headers), INR. Consultation notes, Lab test results, Recalls (immunisations etc). referrals and

eMED3

Date after which records are displayed no later than 1 April 2015

Date | 20/02/2015
Action for unmarked records treat as ‘Restricted’ or ‘Appropriate

@ Apropriate Restricted

13

Microtest provides a comprehensive step-
by-step guide called Patient Facing
Services (PFS) - User Manual Microtest
Evolution.

Online access for patients to make
appointments, order medication,
communicate with the practice and view
records are called “Patient Facing Services”

This guide is available in each system at
Y:\CAP GP - Microtest\PROJECTS\GPS0C-R -

Patient Facing Services (TWR)\The Waiting Room

2 (TWR2)\PES User Manual.docx
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Enabling prospective
access in your
clinical system

TPP
SystmOne

Patients will only see
their record from the
date entered.

If a patient has
previously had access
to their detailed coded
record (DCR) the
historical part of their
record will no longer
be available.

TPP redaction

RCGP Joint
guidance statement

NHS

= -

¥ Organisation Preferences

f | Enter text to search Search || Clear

4 Map of Medicing
+ MG
+  Mobile Warking
+ Multiple Cliznts
+ Mame Formatting
+ NDTMS
I 4 NHS 114
4 NHS Pathways
" Motice Board
4 Q} Orline Services
+ Global Settings
Appointment Booking
Appointment Cancellation
Medication Reguesting
Online Messaging
Parental Access
Patiert Communication
Patient Record Access
Self Registration
+ SystmOnline Messages
i 0 Panic Button
[+ uﬂu Pathalogy
+ Pathways
Q PHE Surveillance

vl B Prescribing

* * * +* * * * *

Summary Record Access
Enable summary patient record access
Detailed Coded Record
|:| Enable detailed coded record access
By default the detailed coded record will include all consultations
consultations from the date of consent onwards

Defautt date detailed coded record wil be visible from (01 Mov 2015 |+

Full Clinical Record
Enable full clinical record access

By default the online record will include O all conzuttations

(®) bonsultstions from the date of consent onwards

Default date record will be visible from |27 Sep 2016 -

|:| Allow patierts to request access to their records via SystmOnline

Audit Information

|:| Allow access to patient record audits
Test Results
Patient message for new test results | You have a new test result that you can view.

Sharing Information

|:| Enable viewing consent to share settings

Restore Defaults ok Cancel

Read Mare

@&

14

To setup default practice settings,
navigate to the patient record
access section

 Setup

» Users & policy

* Organisational Preferences >
e Online Services >

» Patient Record Access >

Then tick the buttons

 Enable full clinical record
access

e Consultations from the date of
consent onwards

Add the date from which
prospective access starts in the
Default date record will be visible
from date field.
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Enabling prospective

access in your m

clinical system

Vision At present, Vision does not provide the functionality to offer
prospective record access

AS Of 01 December 2019’ the VISIOn System No, full ;\eltl:;)::::cess is not yet av:;i:ble from the Vision system, we only offer DCR at present.
doeS not have the fO"OW|ng funCtlonahty - Adverse reactions: Yes
- Medications: Yes

- Immunisations: Yes

« Prospective record access

- Problems: Yes

- Consultations: Yes
» Full record access - Testresults: Yes
- Free text: No — earmarked for next year

- Documents: No — earmarked for next year

» Correspondence and documents access.

As such, GP Practices using the Vision
system will not be able to offer prospective
record access or full record access to their
patients, until this becomes available.

Click here for information on setting up

detailed coded records (DCR)

RCGP Joint
guidance statement

& 15
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Redaction

EMIS
redaction

TPP
redaction

RCGP
guidance

Clinical safety

Microtest
redaction

Vision
redaction

Joint
statement

Contact us

Patient access to any element of their record is subject to
appropriate safeguards. These are designed to ensure that
access to records

» does not cause harm to the patient

» that legal confidentiality obligations for the non-disclosure
of third-party information are adhered to.

Where this information is contained within a record it must be
redacted. The process for redacting information is different
for each GP clinical system.

Confidentiality policies should NOT be used

for hiding sensitive information

A 16
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Redaction

EMIS
Web

Confidentiality policies
should NOT be used for
used for hiding sensitive
information - Online
visibility should
ALWAYS be used

EMIS setup

RCGP Joint
guidance statement

Clinical safety Contact us

NHS

Redacting Sensitive Information from Online View

=L EMIS Web Health Care System - THORPE HESLEY SURGERY - 6861

Sceremary | Corsulintions | Medcstion  Problems  Imvestipstions  CareHiadory  Demey . Docurerts Relerrals

@?Enucmm.um & _jzw";m Av Ay e, @ {aaf (e

38 Delete Conandistion
My £ Seach  Print cR ]
=" Sharing - Corasliations d:‘" hew _"' Config s'“:“
PiclExgn Whew Filter Prant Config | Knowled
Mail frbox - 2 (2} Begort Maneopment -7 SOR -3 TestRegueits - 107, GRIGR -9 (7)) Bedbtration - 283 (22) Taks - 50 (22)

¥ Maw priority Workflow Ibemms recetved - Tasks, Registration, GP2GP

¥ MOUSE, Mickey (M)

1 29-May-1989 (27y) S ho, 999 999 9999 3 PAGE, Jason (Dr)

- Diate Mavigaton Diate Corsultation Test
= 2016 (4) 26:204- 2018 GP Sungery (Thonpe Hesay Sungary ) g ;;&E&;um EROWH, Janet (Mre)
5 Comement tand - N0 reason i
Jul (2) . fomoent:  Dotafed oo Delets Cansultstion | _— 4
26th: [JEB] GP Surg [ 56-3d v GP Surgery (Thome Hesley Surgary) R (Mrs)
26th: [JEB] GP Surg P etiad onfidertsality
T ":'ﬂ“io — 02-Mx-2016 =5GP Surgery (Thompe Hesley Surgery) O LOCUM, a (Dr)
L Fe: {lllj cl we Lot =t Menmtor tope printed: Spenal Cord bnjury and Compiession, B1 topec peinted: Examination of tha Spine, BEP10T0 (Ve don=23)
. 12th: [LOCIGP Swrc | Spinal cord compression (St Tabulsr Tren -
= 2015 (9) 1| 12Feb-20is GP SLrgery (Rawmarsh surgery) Audit Trail LOCUM, 3 (Dr)
= Sap (5) For abm and ev 1752
23rd: [JP] GP Surge no teath in maouth
23rd: [JP] GP Surge Swolen Quims ++
23rd: [IP] GP Surge e

23rd: [IF] GF Surge

Eroken tooth npury
21st: [LRE] THORPE

View -> My Record (Mo shared data. )

7 Aug (1) T2 GP Surgery (Thome Hesley Swgary) PAGE, Jason (x)
11th: [JP] GP Surged
& Jul (2} A Ex Cafe nitidl FScasement BLdanmetny
= Apr (1) Ear cane folowup Fssessment Ear Irigation
© 2014 (1) Ex care folow-up assessment Audiomeairy
-Seg-20 GP Surgery (Thope Hesley Sungany) PAGE, Xazon (Dr)
Ear cae initlal assessment Wae nstrumentation
Z 2015 3 Su‘perr {Thorpe Hesley Surgery) PAGE, Jason (Dr)
S Sep-2015 3 Sﬂ.m_erv tTh:me Fesiay Surgery) PARE, Jason (D)
Ear care nitlal assessment fura Todet - dididiidicnd
Sep-20 THOAPE HESLEY SURGERY ERCWRM, Laura (Mss)
sl ) A " Attachment @ ECG Test, PDF Repaxt,
Fretdems : Eix Standird 05
% Adein/Clrical &.mn | BROWH fanet(br) | Thorpe Hesiey Surgery | w{ waitable

-nn-_\chmw G To r‘:: Ia~—r Fhree | rn=-5 va 15 capsuls
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Right Click on Entry,
and select Online
Visibility.

NB Preventing online
visibility can only be
completed in care
history of
Consultations.
Problems will not show
the information has
been redacted
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Redaction

Microtest
Evolution

Microtest setup

RCGP Joint
guidance statement

NHS

Rather than redacting information in the
physical patient record, information can be
restricted from the patient view in patient
facing services.

Information on how to do this is contained in
the Patient Facing Services (PFS) - User
Manual Microtest Evolution, please refer to
the following sections

» Partial clinical record
* Detailed coded record
* Full clinical record

* Restriction by date

 Default action for unmarked records

18

The Patient Facing Services (PFS) - User
Manual Microtest Evolution is available in
each system at

Y:\CAP GP - Microtest\PROJECTS\GPSoC-
R - Patient Facing Services (TWR)\The
Waiting Room 2

(TWR2)\PES User Manual.docx
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Redaction

TPP
SystmOne (1)

TPP setup

RCGP Joint
guidance statement

Clinical safety Contact us

Redact information from the Patient New Journal View — this can be selected and deselected

here

¥ SystmOne GP: RENWICK, Kay ('Other' Community Health Service) at NHS England PFS Practice - Patient Record -
Patient Appointments Reporting Audit Setup Links Clinical Tools  Workflow User System Help
. ﬁ O @9 @ g gD AN Other 02 Nov 1979 (36 ) F
1 Anytown,Anywhere

Q E

Search Task Discard

Start Consultation  Mext Event

Clinical - Administrative
I3, patient Home
> H Major
> 8 inar
> A Inactive Problems
Summary & Family History
» @ Quick Glance
ﬂ New Journal
L] Read Cade Journal (13)
E Medication
E Repeat Templates
f a ions
@ Communications & Letters
- Recalls
S/, Cervical Screening
11 Reminders

h Sensitivitizs & Allergies

ctive Problems

ve Problems

> HW Pathology & Radiclogy
] Mumeric Resuts
> ¥ Cause of Death

Save Details Next Acute Note Appts Home

BUHAES N e bad b

i ] B @ G 0000000000 G
Bemvioods

Event Details | Pathology  Drawing  Auto-Consultation  Settings

New Journal
ey 3y s @ b W | Custom Fitter

Show in the onling record

VY Y | SEE A+ - X

Do not show in the online record

AR Seasonal iﬁﬂuenza vaccination contraindicated {¥aZ0j) (Ongoing Episode)

09 Feb 2015 [00:00 - Surgery: ANDERSON, AM (D) (GF Senior Partne @
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Further
Information

RCGP Joint
guidance statement

This guide discusses the considerations and provides
guidance on the issues surrounding Prospective Record
Access

* Prospective record access at
https://www.england.nhs.uk/publication/patient-
access-to-records-online-prospective-record-access/

« Best practice guidance is available at
www.rcgp.org.uk/patientonline

« patient information at www.nhs.uk/gponlineservices

e programme information at www.england.nhs.uk/GP-
online-services

If you require further information please contact us at
pcdt@nhsx.nhs.uk

A 22

RC Royal College of
GP General Practitioners

A toolkit to support
the provision of

GP online services

Introduction

Setting up Patient Online services
Registering new applicants for Patient Online
Record access

Clinical care

Clinical exemplar 1: diabetes mellitus
Clinical exemplar 2: end of life care

Clinical exemplar 3: dementia

Clinical exemplar 4: inflammatory arthritis
Clinical exemplar 5: mental health
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