	
	
	



Virtual Wards: 
Template data protection impact assessment (DPIA)

Background

[bookmark: _gjdgxs]A data protection impact assessment (DPIA) will help you to identify and mitigate potential data protection risks to an acceptable level before using or sharing (processing) data that identifies individuals (personal data). 

A DPIA will also help you meet a number of data protection legal requirements including:
[bookmark: _30j0zll]
· Data protection by design - privacy and data protection issues must be considered at the start, or in the design phase, of a new system, product or process, then continuously while it exists.
· Accountability - your organisation is responsible for showing how it complies with data protection laws.
· Transparency - personal data must be used and shared in a transparent way. 
· Security - adequate measures need to be in place to protect data. This can range from policies and procedures to technical security measures such as encryption of data.

DPIAs are mandatory when there is a high risk to individuals, such as in this instance where virtual wards are being set up to handle sensitive health and care data of potentially large numbers of people with new technology. Health and care organisations are also strongly advised to complete a DPIA when using and sharing personal data in a new or substantially changed way, which includes updating existing DPIA should the data use change. 

A DPIA involves a risk assessment. If a high-level risk remains after applying mitigations, then you must consult with the Information Commissioner’s Office (ICO) for further advice before starting to collect, use or share the data. NHS England has given some example risks and mitigations that are likely to reduce the risk level, but it is for local organisations to consider and score all risks that apply to their specific virtual ward processing.

A DPIA is a live document - you must update it if there are any changes to:
· the purpose - why you are proposing to use or share personal data
· the manner - how you will use or share the data
· who is involved - the organisations using and sharing personal data 

[bookmark: _tyjcwt]This is a template DPIA for virtual wards. We encourage organisations to adopt it. The template is written so that it is easy to use without needing expertise in data protection. It is the responsibility of the organisation which is deciding on why and how the data is being used and shared (known as the controller), to ensure that the DPIA is completed appropriately. 

If you intend to use the data collected for virtual wards for research purposes, you need to cover this in a separate DPIA, as this virtual ward template DPIA only covers data use for individual care. You can use our universal DPIA template. 

Text in [square brackets and green highlight] is guidance only and should be removed for the final version.

Text in yellow highlight is sample wording and should be edited according to your local circumstances.  
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[bookmark: _Toc1266399588]Data protection impact assessment (DPIA) 

	Data protection impact assessment (DPIA) title:

	Virtual Wards 

	DPIA reference number:

	[delete this row if not applicable]

	[Please provide any other reference numbers as needed]

	




[bookmark: _Toc926225111]SECTION 1 – Screening questions

1. Do you need to do a DPIA? 

[bookmark: _Hlk136611547]Yes. This processing involves the roll out of new technology, that will need to process sensitive health and care data from potentially large numbers of individuals. The results of the processing will have an impact on the delivery of individuals’ care.

a. Summary of how data will be used and shared

Operating a virtual ward will require the periodic collection of personal data from individuals, along with information about their health. The virtual ward will use the information to provide individuals with care and support to help manage their health condition from their home, or usual place of residence, rather than in a hospital. 

A third-party organisation will provide the technical solution to allow the data to be captured and transferred between the individual the healthcare organisation treating them remotely. This transfer is via the manual input by the individual, remote technology, and/or wearable devices. The data will be made available via the third-party organisation’s technical solution to a number of health and care organisations involved in the individuals’ care.

Identifiable information collected will be shared with those involved in providing care and support to individuals whilst they are part of the virtual ward. 

Anonymous (aggregated) performance information will be shared with the service commissioner.

b. Description of the data 


	☒
	Personal data [individuals can be identified]

	☐
	Pseudonymised data [identifiers, for example name or NHS number, are replaced with a unique number or code (a pseudonym)]

	☒
	Anonymous data [not identifiable, for example trends or statistics]




[bookmark: _Toc1841811749]SECTION 2 – Why do you need the data? 

2. What are the purposes for using or sharing the data? 

Virtual wards support people of all ages who would otherwise be in hospital to receive the acute-level care they need in their own home or usual place of residence.
 
Virtual wards should have the capacity and capability to see patients face to face and have remote monitoring enabled by technology as required (for example, when vital signs are required more often than face-to-face visits).


3. What are the benefits of using or sharing the data? 

Remote monitoring for virtual wards let health and care professionals monitor and support people’s health and wellbeing remotely. Monitoring can be carried out by using remote technology or wearable devices that capture information, such as vital signs.
 
Capturing this data allows virtual wards to better tailored care for individuals and support timely access to clinical interventions which can lead to reduced hospital admissions and emergency contact with the health and care system. This can reduce pressure on the health and care system and allow for better integration of services, which will improve efficiency and result in a better journey for individuals.


[bookmark: _Toc409165193]SECTION 3 – What data do you want to share? 

4. Can you use anonymous data for your purposes? If not, explain why.

	☒
	Yes – service-level aggregated data will be used to assess the performance of the service and used to make improvements

	☒
	No – identifiable data needs to be used where the virtual ward provides individual care and support to a named individual.


	☐
	Unsure [try to provide an explanation of what you think]



5. [bookmark: Question5]Which types of personal data do you need to use and why? 

Put an [x] next to all that apply.

	[x]
	Forename
	[ ]
	Physical description, for example height
	[x]
	Photograph / picture of people

	[x]
	Surname
	[x]
	Phone number
	[ ]
[ ]
[ ]

	Location data e.g.
· IP address
· Other – [please state]

	[x]
	Address
	[ ]
	Email address
	[ ]
	Audio recordings

	[x]
	Postcode full
	[x]
	GP details
	[ ]
	Video recordings

	[ ]
	Postcode partial
	[ ]

	Legal representative name (personal representative)
	[x]
	Other – cookies

	[x]
	Date of birth
	[x]
	NHS number
	[ ]
	None

	[x]
	Age
	[ ]

	National insurance number
	
	

	[ ]
	Gender
	[x]

	Other numerical identifier –
· Hospital ID number
	
	



This information is needed to be able to provide appropriate care to 		individuals.

6. Data protection laws mean that some data is considered particularly sensitive. This is called special category data. Data that relates to criminal offences is also considered particularly sensitive. Which types of sensitive data do you need to use or share? 

Put an [x] next to all that apply.

	Type of data 

	Reason why this is needed (leave blank if not applicable)

	[x]
	Information relating to an individual’s physical or mental health or condition, for example information from health and care records  

	Health and care data is needed to provide individual care, for example: 
· pulse oximetry readings
· heart rate
· blood pressure
· health condition


	[ ]
	[bookmark: _Int_kKfMexHv]Biometric information in order to uniquely identify an individual, for example facial recognition  

	

	[ ]
	Genetic data, for example details about a DNA sample taken as part of a genetic clinical service

	

	[ ]
	Information relating to an individual’s sexual life or sexual orientation

	

	[x]

	Racial or ethnic origin

	· Ensuring equity of services
· May also be required to determine risk factors

	[ ]

	Political opinions

	

	[ ]

	Religious or philosophical beliefs

	

	[ ]
	Trade union membership

	

	[ ]
	Information relating to criminal or suspected criminal offences

	

	[ ]
	None of the above

	



[Embed a description of the dataset if available, unless special category data 
is covered in your embedded description in response to question 5]

7. Who are the individuals that can be identified from the data?

Put an [x] next to all that apply.

	☒
	Patients or service users
 

	☐
	Carers
 

	☒
	Staff
 

	☐
	Wider workforce
 

	☐
	Visitors
 

	☐
	Members of the public
 

	☐
	Other [please state]





8. Where will your data come from? 

Data will come from either through individuals’ manual input, the health or care professional team or from technology, such as apps, wearables and other medical devices enabling clinical staff to easily check in and monitor an individual's health. 

Data may also come from other health and care organisations involved in an individual’s care (for example, information from a GP, hospital test results).


9. Will you be linking any data together? 


	☐
	Yes [provide an explanation below]
 

	☒
	No 
 

	☐
	Unsure [try to provide an explanation of what you think]




[bookmark: _Toc369926788]SECTION 4 - Where will the data flow? 

10. [bookmark: Bookmark1][bookmark: Question10] Describe the flows of data.

[You can use this table - an example has been provided. Alternatively, you can use a data flow map, an editable example has been included at Annex A, or a written description of the data flow, sample wording provided below.]

	Data flow name
	Going from
	Going to
	Data description


	Pulse oximetry data 
	Individual
	Hospital 
	Oxygen readings passed from a device to the virtual ward staff via the virtual ward dashboard for clinical review

	
	
	
	

	
	
	
	



Data is initially input into the virtual ward dashboard by the ward administrator to create an entry for each individual. The individual/care staff will either manually input readings from the medical devices they have been issued, or the devices will automatically upload to an app that feeds the data through to the virtual ward dashboard. The dashboard is viewed and can be added to by health and care staff treating the individual. There is then an onward transfer of a summary of the dashboard data into our organisation’s/the hospital trust's electronic patient record for each individual. Aggregated performance data (with small number suppression) is made available to service commissioner staff through the virtual ward dashboard.

[Add data flows as necessary]

11. Confirm that your organisation’s information asset register (IAR), record of processing activities (ROPA) or your combined information assets and flows register (IAFR) has been updated with the flows described above.

Put an [x] next to the one that applies.

	☒
	Yes

	☐
	No

	☐
	Unsure [add as a risk in section 10 with an action to find out]



[Your organisation is required to keep a record of the types of data processing 	 it undertakes and any information assets it holds. The template Information 	Asset and Flows Register (IAFR) allows you to record both of these in one 	register.  Alternatively, you can record them separately, with types of data 		processing recorded in a ROPA and information assets recorded in an IAR.]


12. Will any data be shared outside of the UK? 

Put an [x] next to the one that applies. [check with your third-party technology provider whether their servers are outside of the UK, or if there is any element of the processing that is done outside of the UK]

	☐
	Yes [go to question 12a]

	☐
	No [skip to question 13]

	☐
	Unsure [add as a risk in section 10 with an action to find out then skip to question 13]




a. If yes, give details, including any safeguards or measures put in place to protect the data whilst outside of the UK.

[An example of a safeguard is an up to date international data transfer agreement (IDTA). This should be included in your contract with the overseas organisation. For countries without UK adequacy in place, further checks on the organisation must be made before providing them access to data to ensure the data will be handled appropriately.] 


[bookmark: _Toc292953494]SECTION 5 – Is the intended use of the data lawful? 

13. Under Article 6 of the UK General Data Protection Regulation (UK GDPR) what is your lawful basis for processing personal data? 

	☒
	(e) We need it to perform a public task. See this list for the most likely laws that apply when using and sharing information in health and care. 




14. If you have indicated in question 6 that you are using special category data, what is your lawful basis under Article 9 of the UK GDPR? 


	☒
	(h) We need it to comply with our legal obligations to provide or manage health or social care services. See this list for the most likely laws that apply when using and sharing information in health and care




15. What is your legal basis for using and sharing this health and care data under the common law duty of confidentiality?

	☒
	Implied consent for individual care




[bookmark: _Toc480857121]SECTION 6 – How are you keeping the data secure?

16. Are you collecting information?

	☒
	Yes [go to question 16a]

	☐
	No [skip to question 17]




a. How is the data being collected?

By providing digital technology to the individual to take pulse and oxygen level readings, which can then be accessed by health and care staff


17. Are you storing information?


	☒
	Yes [go to question 17a]

	☐
	No [skip to question 18]



a. How will information be stored?
	
	Storage location
	Details (leave blank if not applicable)

	☐
	Physical storage, for example filing cabinets, archive rooms etc
	[provide details including whether the facility is operated by your organisation or a third party]

	☒
	Local organisation servers
	[provide details]
 

	☒
	Cloud storage
	[provide details including whether the facility is operated by your organisation or a third party]

	☐
	Other
	[please state]




18. Are you transferring information?

Put an [x] next to the one that applies.

	☒
	Yes [go to question 18a]

	☐
	No [skip to question 19]



a. How will information be transferred?

Data is transferred using the HL7 standard and TLS1.2 encryption. [add technical details of how the technology provider transfers the data between medical devices, apps, dashboard and electronic patient records where applicable. Ensure that every data flow set out in question 10 has been covered as there may be different transfer methods for different flows.]


19. How will you ensure that information is safe and secure?

[You need to have measures in place to ensure that the data is safe and it won’t be used, either on purpose or accidentally, in ways that are unlawful. The measures needed will be dependent upon, and proportionate to, the data which is being used.]

	Put an [x] next to all that apply.

	Security measure
	Details (leave blank if not applicable)

	☒
	Encryption
	[specify the level of encryption, such as AES 256]

	☒
	Password protection
	Individuals and health and care staff all have individual logins

	☒
	Role based access controls (RBAC)
	[where users only have access to the data held digitally which is needed for their role (this includes setting folder permissions)]

	☐
	Restricted physical access
	[where access to personal data is restricted to a small number of people, such as access cards or keys to a restricted area]

	☒
	Business continuity plans
	 

	☒
	Security policies
	[embed these]

	☐
	Other
	[please state]




20. How will you ensure the information will not be used for any other purposes beyond those set out in question 2?

Specify the measures below which will be used to limit the purposes the data is used for. 

Put an [x] next to all that apply and provide details.

	Security measure
	Details (leave blank if not applicable)

	☒
	Contract
	[a legally binding contract]

	☒
	Data processing agreement
	[this sets out the arrangements between a controller and processor and is legally binding]

	☒
	Data sharing agreement
	[this sets out the arrangements for sharing data 
between the organisations involved – it may or may not be legally binding depending on the content]

	☒
	Data sharing and processing agreement (DSPA)
	[where appropriately completed, this is a legally binding agreement that sets out the arrangements for processing and/or sharing data, and/or joint controller arrangements]

	☒
	Audit
	[provide details, for example there will be an audit trail of those who access health and care records, which is reviewed monthly]

	☒
	Staff training
	all staff with access to personal data (including at the third-party technology provider where they provide technical support) have completed appropriate IG training as part of their annual DSPT submission

	☐
	Other 
	[please state]




[bookmark: _Toc152545358]SECTION 7 – How long are you keeping the data and what will happen to it after that time?

21. How long are you planning to use the data for? 

We intend to start using the data on [add date] and will finish using the data on [add the contract/project/programme end date or indicate if it is ongoing.]

22. How long do you intend to keep the data?  	

[Add in details of how long the data will be stored on the virtual ward dashboard. This is likely to be a short period until the necessary data has been transferred over to the electronic patient record. It should not be held longer than necessary.]

Health and care information is securely stored on the electronic patient record for the time periods specified in the Records Management Code of Practice. Adult health records will be kept for a minimum of 8 years. Children’s health records will be kept until the child’s 25th birthday. 

23. What will happen to the data at the end of this period? 

[Put an [x] next to all that apply.]

	Action
	Details (leave blank if not applicable)

	☒
	Secure destruction of the data held within the virtual ward dashboard (for example by wiping hard drives with evidence of a certificate of destruction)
	[provide details of who will do this]


	☒
	Permanent preservation by transferring the data to a Place of Deposit run by the National Archives
	[provide details of who will do this]

	☐
	Transfer to another organisation
	[provide details]

	☐
	Extension to retention period 
	[with approved justification]

	☐
	It will be anonymised and kept
	[provide details of how this will be done and by who]

	☒
	The controller(s) will manage data held on the electronic patient record in line with the Records Management Code of Practice
	

	☐
	Other
	[please state. For research, explain the exemptions applicable to research. Explain the safeguards as set out in HRA guidance on safeguards]



[The Records Management Code of Practice provides detail about what happens once a retention period has been reached.]


[bookmark: _Toc331007464]SECTION 8 – How are people's rights and choices being met? 

24. How will you comply with the following individual rights (where they apply)?

[For Joint Controllers, indicate anything you have agreed, such as designating one Controller as a point of contact for patients and service users (data subjects)

These rights will not always apply so you should review each one to see if it applies.

	Individual right
	How you will comply (or state not applicable if the right does not apply)

	The right to be informed 
The right to be informed about the collection and use of personal data.
	








	We have assessed how we should inform individuals about the use of data for virtual wards. This will give people a reasonable understanding of how we use their information for virtual wards [add reasons to justify your decision]

Put an [x] next to all that apply.

	
	[x]

	Privacy notice(s) for all relevant organisations [provide a link or describe where it will be displayed and embed a copy]

	
	[x]
	Information leaflets

	
	[x]
	Posters

	
	[ ]
	Letters

	
	[ ]
	Emails

	
	[ ]
	Texts


	
	[ ]
	Social media campaign


	
	[ ]
	DPIA published (best practice rather than requirement)

	
	[ ]
	Other – [please state]

	
	[ ]
	Not applicable	

	The right of access
The right to access details of data use and receive a copy of their personal information - this is commonly referred to as a subject access request.  

	Details of how to make a subject access request are made available on our organisation’s website and our contact details are included on our transparency materials for the virtual ward. We will respond to all requests within one month of receiving the request, and if we cannot do this, we will explain to the requestor why and what next steps might be taken.

	The right to rectification
The right to have inaccurate personal data rectified or completed if it is incomplete.

	All individuals have the right to have factually incorrect information (such as the wrong date of birth or address) about them corrected. We will amend any factually incorrect information where evidence is provided. Details of how to make a rectification request are made available on our organisation’s website and our contact details are included on our transparency materials for the virtual ward.

	The right to erasure 
The right to have personal data erased, if applicable.  


	Not applicable in this circumstance as the data is being processed under UK GDPR Articles 6(1)(e) public task and 9(2)(h) the processing is necessary for medical diagnosis; the provision of health or social care; or for the management of health or social care systems or services. 

	The right to restrict processing 
The right to limit how their data is used, if applicable.


	People can request the use of their data to be restricted in certain circumstances. Details of how to make a restriction request are made available on our organisation’s website and our contact details are included on our transparency materials for the virtual ward. These requests will be considered on a case-by-case basis. 

	The right to data portability 
The right to obtain and re-use their personal data, if applicable.


	Not applicable in this circumstance as the legal bases for processing the data are neither consent nor for the performance of a contract. 

	The right to object
The right to object to the use and sharing of personal data, if applicable.


	People can object to their information being used for any purpose, and these objections will be considered on a case-by-case basis. Details of how to make an objection are made available on our organisation’s website and our contact details are included on our transparency materials for the virtual ward. 

Individuals also have the choice whether to participate in the virtual ward.




25. Will the national data opt-out need to be applied? 


	☐
	Yes [provide details of how this is applied]
 

	☒
	No - We are not applying the national data opt-out because we are not using confidential patient information for planning or research purposes.

	☐
	Unsure [add as a risk in section 10 with an action to find out]





26. Will any decisions be made in a purely automated way without any human involvement (automated decision making)?


	☐
	Yes [go to question 26a]

	☒
	No [skip to question 27]

	☐
	Unsure [add as a risk in section 10 with an action to find out]




27. Detail any stakeholder consultation that has taken place (if applicable). 


[For example, if your processing will have a significant impact on partner organisations or the public, you may have approached them for their views and incorporated them into the design of your data use. Include any consultation with the Information Commissioner’s Office (ICO) if applicable. It is acceptable to mark this as not applicable for virtual wards as the data use is for individual care and individuals have an option as to whether they want to participate in the virtual ward or not.]


[bookmark: _Toc651349461]SECTION 9 – Which organisations are involved? 

28. [bookmark: Question28]List the organisation(s) that will decide why and how the data is being used and shared (controllers).  
[The organisation(s) listed here will be making the decisions for example:
· to collect the data in the first place
· what data is being collected
· what it is being used for 
· who it is being collected from

The organisation(s) will also be likely to have a direct relationship with those 	the data is being collected from, for example patients, service users or 		employees. 

	There may be more than one organisation listed here. They may be 		controllers for their own data, for example care homes would usually only be 	controller for their own residents’ information even if they were all using the 	same software supplier to manage their care records. In some instances, 		organisations may be joint controllers. For example, this may apply where 		organisations are using the data for the same purpose, where you share a 	dataset with another organisation, or where you have designed a new 		collection with another organisation. An example of where there may be joint 	controllers in some instances is shared care records, where multiple health 	and care organisations are contributing data for the same purpose.


29. [bookmark: Question29]List the organisation(s) that are being instructed to use or share the data (processors)


[This is likely to be the company providing the virtual ward technology.]

[The organisation(s) listed here will be under instruction from those listed in question 28, for example they are likely to be told:

· what data to collect
· who to collect data from 
· how the collection is legal
· the purpose for the collection
· who to share the data with
· how long to keep the data

Where processors are not being used, state not applicable.] 

30. [bookmark: Question30]List any organisations that have been subcontracted by your processor to handle data

[Your processor listed in question 29 can only sub-contract an activity to 		another organisation with your authorisation. The organisation which has 		been sub-contracted is known as a sub-processor.

An example of a potential sub-processor for a virtual ward could be a cloud storage provider.

Where sub-processors are not being used, state not applicable.]

31. Explain the relationship between the organisations set out in questions 28, 29 and 30 and what activities they do

[Describe here how it has been agreed that the organisations (controllers, processors and sub-processors) will work together. For example:

· Controller A has instructed Processor B to provide an IT system. Processor B sub-contracts the IT service desk function to sub-processor C; or 
· Controllers A, B and C are controllers of their own data, which is shared between them. They all use processor D’s app


32. What due diligence measures and checks have been carried out on any processors used? 

Put an [x] next to all that apply. [Where multiple processors are used, indicate which option applies to which processor]

	Due diligence measures
	Details (leave blank if not applicable)

	☒
	Data Security and Protection Toolkit (DSPT) compliance
	[applicable to all organisations that have access to NHS data and systems. Use the organisation search to check the latest DSPT score for any organisation required to complete DSPT]

	☒
	Registered with the Information Commissioner’s Office (ICO)
	[any organisation using and sharing data should be registered - add the   registration number]

	☒
	Digital Technology Assessment Criteria (DTAC) assessment
	[you should ask the processor for this - see question 29]

	☐
	Stated accreditations
	[for example, ISO accreditation]

	☒
	Cyber Essentials or any other cyber security certification
	[you can check the National Cyber Security Centre’s list of organisations that have this]­

	☐
	Other checks
	[please state]




[bookmark: Section10][bookmark: _Toc37310135]SECTION 10 – What data protection risks are there and what mitigations will you put in place?

33. Complete the risk assessment table. Use the risk scoring table to decide on the risk score.

[Some examples have been added below. These should be amended and added according to your local set up.

This should include:
· Confidentiality risks - for example unauthorised or accidental disclosure of or access to personal data.
· Integrity risks - for example unauthorised or accidental alteration of personal data. Consider also how you will ensure data is accurate and up to date.
· Availability risks - for example unauthorised or accidental loss of access to, or destruction of personal data.

You must consider risks at each stage, for example when data is being transferred, when it is stored and when it is no longer needed.

Consider whether there are any responses to questions in this DPIA that are either inconclusive or insufficient.]




[bookmark: Riskassessmenttable]Risk assessment table

	Risk ref no.
	Description
	Risk score* (L x I)
	Mitigations
	Risk score* with mitigations applied

	01
	Data is unavailable when it is required, for example, if the internet services goes down
	
	Offline backup copies are taken at regular intervals so that a recent version of the data will be available even if there is no internet connection
	

	02
	Inappropriate access to data
	
	Role based access controls in place
Individual logins with 2 factor authentication
System audit trail in place
Due diligence checks done on processor, with legally binding agreement in place
All staff accessing data trained in IG
All organisations accessing data completed DSPT to standards met or higher for most recent year
	

	03
	Data is not up to date
	
	Devices are set up to take automatic readings or issue reminders to individuals/care staff at clinically defined intervals
Dashboard data is refreshed at clinically defined intervals
	

	04
	Cyber attack
	
	Business continuity plan in place for the virtual ward software provider appropriately accredited (see question 32) and conducts regular penetration testing
	

	05
	Incorrect readings added
	
	Minimum and maximum values set with outliers flagged for clinical review
	



[bookmark: Riskscoringtable]*Risk scoring table

	
	Impact (I)

	
	Negligible (1)
	Low 
(2)
	Moderate (3)
	Significant (4)
	Catastrophic (5)

	


Likelihood (L)
	Rare (1)

	1
	2
	3
	4
	5

	
	Unlikely (2)
	2
	4
	6
	8
	10

	
	Possible (3)
	3
	6
	9
	12
	15

	
	Likely (4)

	4
	8
	12
	16
	20

	
	Almost certain (5)
	5
	10
	15
	20
	25



34. Detail any actions needed to mitigate any risks, who has approved the action, who owns the action, when it is due and whether it is complete.

	Risk ref no.
	Action needed
	Action approver
	Action owner
	Due date
	Status e.g. outstanding/complete

	

	
	
	
	
	

	

	
	
	
	
	




[bookmark: _Toc482908236]SECTION 11 – Review and sign-off 

[Ensure the relevant staff review or sign off the DPIA according to your governance structure. For example, this may be a more senior member of staff for higher risk processing. Add additional entries for multiple reviewers / approvers.]

	Reviewer sign-off

	Reviewer name:
	 

	Reviewer job title: 
 
	[For example, Senior Information Risk Owner, Caldicott Guardian, Information Governance Lead, Information Asset Owner, IT lead, Data Protection Officer]

	Reviewer contact details:
	 

	Date of review:
	 

	Comments:
	 

	Date for next review:
	 


 
	Approver sign-off

	Approver name:
	 

	Approver job title: 
	 

	Approver contact details:
	 

	Date of approval:
	 

	Comments:
	






	
	
	




	
	
	



Annex A – Data flow mapAnonymised data
Identifiable data


Virtual ward 
app
Patient
Medical/remote 
monitoring device
Electronic Patient 
Record (EPR)
Ward administrator creates entry
Social care
staff
Virtual ward 
dashboard
Virtual ward 
health and care staff
Service 
commissioner
Summary data
Aggregated data

	
	
	



