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Suppliers checklist for NHS virtual wards

This checklist can be used by suppliers who are working in partnership with the NHS to deliver virtual wards. 

· Complete the Data Security and Protection Toolkit (DSPT) to standards met or above on an annual basis 
· Undertake the Digital Technology Assessment Criteria (DTAC) and share this with the lead commissioner
· Ensure you have functionality in place to deliver role-based access controls (RBAC) together with auditing functions to allow for clear documentation of who has accessed what level of health and care data
· Ensure you have reviewed and signed the contract provided by the lead commissioner.
·  Share your organisational accreditations, policies and procedures as requested by the lead commissioner so that they can complete due diligence checks 
· Provide information to assist the lead commissioner to complete a Data Protection Impact Assessment (DPIA) for the service. This will require details of your technical and organisational measures in place to comply with data protection law.
· Work with the lead commissioner to identify and mitigate any risks identified through the DPIA process. This may include amending the data flow and/or processes.
· Complete and display a privacy notice or update your existing one to cover the processing of data for virtual wards. 
· Report any data breaches to the lead commissioner in the timescales defined in your contract and work with them on any actions that need to be taken.
· Identify any sub-processors and ensure you have a legally binding contract with them with the appropriate data protection clauses
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