Virtual Wards:
Template privacy notice (PN)

Background

Being open with people about how you use their information is a key requirement under the UK General Data Protection Regulation (UK GDPR) and shows people that you care about their information. Explaining to people in advance what you will be doing with their information helps to build trust, avoid confusion, and lets everyone know what to expect.

Organisations that hold personal information, such as people’s names and contact details, must produce a privacy notice. A privacy notice explains why you need people’s personal information, what you plan to do with it, how long you will keep it, and if you will share it with anyone else. 

[bookmark: _Int_5gVCTxSe]Your privacy notice needs to include details of people’s information rights. It should also tell people how they can complain if they have concerns about the way you are using their information.

People should understand that the information collected is relevant and necessary to the purpose(s) you have stated. For example, collecting and recording information about a patient’s blood test results is relevant and necessary for the purpose of providing care.

You will need to be able to explain these points in writing in a way that’s easy for people to understand. This could include presenting the information in a layered format on your website so that people can easily click through to the areas they are interested in.

A template virtual wards privacy notice can be found below. We encourage organisations to adopt this template. The template is written so that it is easy to use without needing expertise in data protection. Content from this template can also be added to the general privacy notice already on display in your organisation. It is the responsibility of your organisation to ensure that the privacy notice is completed appropriately.

Text in [square brackets and green highlight] is guidance only and should be removed before publishing.

Text in yellow highlight is sample wording and should be edited according to your local circumstances.  




[Insert your organisation name] privacy notice for virtual wards 	

This privacy notice explains how your information will be used, shared and stored when you are in a virtual ward. A virtual ward provides care in your own home, which you would otherwise receive in hospital. 

You can find more detailed information about how we use your information for the following specific purposes here:
 
· [bookmark: _Int_wke3Qhri]Research - Find out how health researchers use information [If you participate in research also link to your specific privacy notice relating to research. This should comply with HRA guidance. The rest of this privacy notice does not apply to research.]

Our contact details 

Name: [add organisation name]

Address: [add main postal address]

General phone number: [add phone number]

General inquiries email address: [add other phone numbers where applicable]

Website: [add website address]

We are the controller for your information. A controller decides on why and how information is used and shared.

Data Protection Officer contact details

Our Data Protection Officer is [add name] and is responsible for monitoring our compliance with data protection requirements. You can contact them with concerns relating to the use of your personal data at [provide the preferred contact details for your Data Protection Officer].

How do we get information and why do we have it? 

The personal information we collect is provided directly from you for one of the following reasons:  

[delete or add reasons as relevant]

· you have provided information to seek care whilst you are part of a virtual ward – this is used for your care, to manage the services we provide to clinically audit our services, investigate complaints, or to be used as evidence as part of an investigation into care.

We also receive personal information about you indirectly from others, in the following scenarios: [add other organisations and the reason for collecting it]:

· from other health and care organisations involved in your care so that we can provide you with care
· from family members or carers to support your care 
· [Add other scenarios where you collect personal information indirectly]

What information do we collect?

Personal information

We currently collect, use and store the following personal information to provide you with care whilst you are part of a virtual ward:

· personal identifiers and contacts (for example, name, photo and contact details)
· Cookies (which are small pieces of text sent to your browser which lets websites remember you)
· [Add any other types of personal information]


More sensitive information 

We process the following more sensitive data (special category data): [Add as appropriate]

· Data concerning physical or mental health (for example, pulse oximetry readings, heart rate, blood pressure, health condition etc.)
· data revealing racial or ethnic origin


[bookmark: _heading=h.gjdgxs]Who do we share information with? 

We may share information with the following types of organisations:

[List organisation types, for example, hospitals, community care teams, care homes, social care staff, GPs, ambulance services etc]:
· health and care organisations involved in your care
· third party data processors (such as the product supplier) to help monitor your readings remotely. They will not be able to use your information for other purposes.

In some circumstances we are legally obliged to share information. This includes:

· where required by law
· when reporting some infectious diseases
· when a court orders us to do so

We may also process your information in order to de-identify it, so that it can be used for purposes beyond your individual care whilst maintaining your confidentiality. These purposes will include to comply with the law and for public interest reasons.

Is information transferred outside the UK? [If applicable] 

[Set out whether any data is transferred overseas and if so where and who it is available to, for example if the data will be stored on a cloud server in Germany.]

Our data is hosted in [add country] but is only available to our staff and technical support staff in the UK. 

What is our lawful basis for using information?

Personal information

Under the UK General Data Protection Regulation (UK GDPR), the lawful basis we rely on for using personal information is:

[e] We need it to perform a public task - a public body, such as an NHS organisation is required to undertake particular activities by law. See this list for the most likely laws that apply when using and sharing information in health and care.    

More sensitive data

Under UK GDPR, the lawful basis we rely on for using information that is more sensitive (special category):

[h] To provide and manage health or social care (with a basis in law). See this list for the most likely laws that apply when using and sharing information in health and care.

Common law duty of confidentiality 

In our use of health and care information, we satisfy the common law duty of confidentiality because: 

· you have provided us with your consent (we have taken it as implied to provide you with care, or you have given it explicitly for other uses)

How do we store your personal information?
 
[add details of where the data will be stored, for example on local servers within the hospital trust or on with a cloud service provider. State:
· whose cloud storage this is, whether it is the hospital trust’s or the third-party technology provider’s
· how long it will be stored in the virtual ward environment for, for example whilst you are in the virtual ward
· how the data will be disposed of and who will do it, for example the third-party technology provide will securely delete the information held
· whether the data or a clinical summary of it transfers over to your organisation’s electronic patient record.] 

Where your information is transferred to our electronic patient record, it is securely stored for the time periods specified in the Records Management Code of Practice. We will then dispose of the information as recommended by the Records Management Code for example:

· Adult health records – 8 years from discharge 
· Child health records – retained until the child's 25th birthday (or 26th if 18 years old when last seen).
 

What are your data protection rights?

Under data protection law, in a virtual ward, you have rights including:

Your right of access - You have the right to ask us for copies of your personal information (known as a subject access request). 

Your right to rectification - You have the right to ask us to rectify personal information you think is inaccurate. You also have the right to ask us to complete information you think is incomplete. 

Your right to restriction of processing - You have the right to ask us to restrict the processing of your personal information in certain circumstances. 

Your right to object to processing - You have the right to object to the processing of your personal information in certain circumstances.

You are not required to pay any charge for exercising your rights. If you make a request, we have one month to respond to you.

Please contact us at [insert email address, phone number and or postal address] if you wish to make a request.


National data opt-out

We are not applying the national data opt-out because we are not using confidential patient information for planning or research purposes 


How do I complain?

If you have any concerns about our use of your personal information, you can make a complaint to us at [Insert your organisation’s contact details for data protection queries].

Following this, if you are still unhappy with how we have used your data, you can then complain to the ICO.

The ICO’s address is:     
       
Information Commissioner’s Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF

Helpline number: 0303 123 1113

ICO website: https://www.ico.org.uk 

Date of last review

[bookmark: _Legislation_for_health][Add the date of the last review of this privacy notice and when the next scheduled review is]
